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Notice

This document has been prepared by Sponsors of the Liberty Alliance. Permission is hereby granted to use the
document solely for the purpose of implementing the Specification. No rights are granted to prepare derivative works
of this Specification. Entities seeking permission to reproduce portions of this document for other uses must contact
the Liberty Alliance to determine whether an appropriate license for such use is available.

Implementation of certain elements of this document may require licenses under third party intellectual property
rights, including without limitation, patent rights. The Sponsors of and any other contributors to the Specification are
not, and shall not be held responsible in any manner for identifying or failing to identify any or all such third party
intellectual property rightsThis Specification is provided "AS IS", and no participant in the Liberty Alliance

makes any warranty of any kind, express or implied, including any implied warranties of merchantability,
non-infringement of third party intellectual property rights, and fitness for a particular purpose. Implementors

of this Specification are advised to review the Liberty Alliance Project’s weldite: (/www.projectliberty.org/for
information concerning any Necessary Claims Disclosure Notices that have been received by the Liberty Alliance
Management Board.

Copyright © 2004 ActivCard; America Online, Inc.; American Express Travel Related Services; Axalto; Bank of
America Corporation; Bell Canada; Cingular Wireless; Cisco Systems, Inc.; Communicator, Inc.; Deloitte & Touche
LLP; Earthlink, Inc.; Electronic Data Systems, Inc.; Entrust, Inc.; Epok, Inc.; Ericsson; Fidelity Investments; France
Telecom; Gemplus; General Motors; Hewlett-Packard Company; i2 Technologies, Inc.; Internet2; Intuit Inc.;
MasterCard International; NEC Corporation; Netegrity, Inc.; NeuStar, Inc.; Nextel Communications; Nippon
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Inc.; RSA Security Inc; Sabre Holdings Corporation; SAP AG; SchlumbergerSema; Sigaba; SK Telecom; Sony
Corporation; Sun Microsystems, Inc.; Symlabs, Inc.; Trustgenix; United Airlines; VeriSign, Inc.; Visa International,
Vodafone Group Plc; Wave Systems. All rights reserved.
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1. Overview

Static conformance requirements (SCR) describe features that are mandatory and optional for implementations
conforming to the Liberty Alliance Identity Federation Framework Specifications (ID-FF version 1.2). This document
defines these requirements. This is a normative document with several non-normative explanatory sections.

1.1. Definitions and Motivation

The Liberty specifications define a large number of features and variations. Applications often do not require all

the features within a specification. It is also possible that implementations may not be able to implement all the

features. In these cases, it may be desirable to partition the specifications into subsets of functionality. A profile is
a subset of the overall specifications that includes all of the functionality necessary to satisfy the requirements of a
particular community of users. This document identifies several Liberty conformance profiles based on subsets of
these specifications according to the following guidelines:

» The number of conformance profiles should be kept small.

« The profiles should correspond to the major roles within the specifications: Identity Provider (IdP), Service
Provider (SP), and Liberty Enabled Client/Proxy (LECP).

» The SCR should distinguish between software implementations and deployments. Allow deployments to option-
ally configure features that are mandatory in the conformance profiles.

* The SCR should place more stringent requirements on IDPs as compared with SPs to promote interoperability.

* Implementations conforming to one (or more) profiles should be able to interoperate with another conforming
implementation of a complementary profile.

The resulting profiles are described below by means of tables indicating mandatory and optional features, with
references to the appropriate sections of the specification documents.

1.2. Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in
[RFC2119]: "they MUST only be used where it is actually required for interoperation or to limit behavior which has
potential for causing harm (e.g., limiting retransmissions)."

The normative sections of this document are identified with special formatting as indicated here:

EXAMPLE This is an example of the format of the normative requirements. Each requirement is identified
by a requirement identifier ("EXAMPLE" in this example).
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2. Conformance Profiles

2.1. Profile Matrices

The following tables summarize the features that comprise the conformance profiles. The detailed specifications for
each profile follow in subsequent sections. The first table describes the four profiles derived from the original IDFF

Version: 1.0

1.1 SCR document. The second table describes the profiles containing the IDFF 1.2 extensions.

Table 1. Profile Matrix

Feature IDP SP Basic |SP LECP
Single Sign-On using Artifact Profile MUST MUST MUST
Single Sign-On using Browser POST Profile MUST MUST MUST
Single Sign-On using LECP Profile MUST MUST MUST MUST
Register Name Identifier - (IdP Initiated) - HTTP-Redirect OPTIONAL MUST MUST
Register Name Identifier - (IdP Initiated) - SOAP/HTTP  [OPTIONAL [OPTIONAL MUST
Register Name Identifier - (SP Initiated) - HTTP-Redirect MUST MUST MUST
Register Name Identifier - (SP Initiated) - SOAP/HTTP  MUST OPTIONAL MUST
Federation Termination Notification (IdP Initiated) — HT ST MUST MUST
Egggrea%on Termination Notification (IdP Initiated) MUST OPTIONAL MUST
ISOAP/HTTP - - _

Federation Termination Notification (SP Initiated) — HTMRJST MUST MUST
Iggggree&}on Termination Notification (SP Initiated) MYST OPTIONAL MUST
SOAP/HTTP

Single Logout (IdP Initiated) — HTTP-Redirect MUST MUST MUST
Single Logout (IdP Initiated) — HTTP-GET MUST MUST MUST
Single Logout (IdP Initiated) — SOAP MUST OPTIONAL MUST
Single Logout (SP Initiated) — HTTP-Redirect MUST MUST MUST
Single Logout (SP Initiated) — SOAP MUST OPTIONAL MUST
Identity Provider Introduction (cookie) MUST OPTIONAL OPTIONAL
Backward Compatibility OPTIONAL [OPTIONAL |[OPTIONAL

The following table summarizes additional profiles which extend the profiles defined above. These extended profiles
are to be understood as a combination of an IDP or SP profile from the table above with a corresponding extended

profile below.

Table 2. Extended Profile Matrix
Feature IDP Extended |SP Extended
One-Time (Anonymous) Name ldentifiers MUST MUST
Affiliations MUST MUST
Identity Provider Proxy MUST MUST
Name Identifier Mapping MUST MUST

2.2. ldentity Provider Conformance Profile

This section defines the conformance requirements for an identity provider. These requirements are derived from the
steps defined in thd.[bertyBindProf, Section B which describe the interactions between the user agent, the service

provider, and the identity provider.

2.2.1. Single Sign-On and Federation
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This section defines how an identity provider facilitates single sign-on by processing incoming and outgoing requests.
The steps indicated refer to the interaction diagramLibdrtyBindProf, 3.2.1 which illustrates the general single
sign-on framework.

2.2.1.1. Common Interaction and Processing

The single sign-on requirements specified here assume that the user agent has already authenticated with the identity
provider, and that a valid session exists for the user agent at the identity provider.

The following actions are required of the identity provider:

IDP-SS0-001 In step 5, the identity provider MUST process tiib: AuthnRequest> message according
to the rules specified if_jbertyProtSchemnija

IDP-SS0O-002 In step 6, the identity provider MUST respond to the user agent with a
<lib:AuthnResponse> , a SAML artifact, or an error. The form of this response is
contingent on the specific interaction method employed by the identity provider.

IDP-SS0-014  The identity provider MUST return an appropriately scop&thmeldentifier> in accor-
dance with the rules specified for theNameQualifier>  in [LibertyProtSchema section

3.2.2.3.

IDP-SS0-015 The identity provider MUST return a<Nameldentifier> corresponding to the
<NamelDPolicy>  specified in the authentication requedtibfrtyProtSchema section
3.2.2.4.

IDP-SS0-016 If the identity provider wishes to proxy authentication to another authentication provider, they
MUST follow the rules specified inLjbertyProtSchema section 3.2.2.6to generate the
proxied authentication request.

2.2.1.2. Single Sign-on Using Browser Artifact

This section describes the identity provider actions necessary to perform single sign-on using browser artifact. The
requirements in this section are derived primarily frbiberty Bindings and Profiles, Section 3.2\&ith additional
references to Step 8 in Section 3.1.

IDP-SS0-003  Single Sign-on using Browser Artifact is a mandatory supported feature of the identity provider
conformance profile. The requirements in this section MUST be implemented according the
the relevant sections ofbertyBindProi.

The identity provider must complete two processing steps to implement this feature: processing an authentication
request, and processing a SAML assertion. The authentication interaction proceeds as follows:

IDP-SS0-004 The identity provider MUST process thdib: AuthnRequest> message as specified in
[LibertyBindProf, 3.2.1.5, Step]5

IDP-SS0O-005 In response to thelib: AuthnRequest> the identity provider MUST perform a redirection
as specified inlibertyBindProf, 3.2.2.1.2, Sted 6

Liberty Alliance Project
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IDP-SSO-006

IDP-SS0O-007

The identity provider MUST process theamlp:Request>  produced by the service provider
in Step 8 of the single sign-on interaction, and produesamnlp:Response> as specified in
[LibertyBindProf, 3.2.1.9, Step|9

The artifact produce by the identity provider MUST be be formatted as specifigdbierfy-
BindProf, 3.2.2.2, Artifact Format

2.2.1.3. Single Sign-on using Liberty Browser POST

This section describes the identity provider requirements for performing single sign-on using Liberty Browser POST.

IDP-SS0O-008

IDP-SS0O-009

IDP-SS0O-010

Single Sign-on using Liberty Browser POST is a mandatory supported feature of the identity
provider conformance profile.  The requirements in this section MUST be implemented
according the the relevant sections bitjertyBindProf.

The identity provider MUST process thdib: AuthnRequest> message as specified in
[LibertyBindProf, 3.2.1.5, Step|5 (Same asIPP-SSO-009).

The identity provider generates an HTML 200 OK response containing an authentication
request. This response MUST conform to the specificatioilmeftyBindProf, 3.2.3.2, Step
6]

2.2.1.4. Single Sign-on using Liberty-Enabled Client and Proxy

This section specifies the identity provider requirements for performing single sign-on using the Liberty-Enabled
Client and Proxy (LECP) interaction.

IDP-SS0-011

IDP-SS0-012

IDP-SS0-013

Single Sign-on using LECP is a mandatory supported feature of the identity provider confor-
mance profile.  The requirements in this section MUST be implemented according the the
relevant sections ot jbertyBindProf, 3.2.3

The identity provider MUST process theib: AuthnRequest> in the body of the SOAP
POST message from the LECP as specified_ibdrtyBindProf, 3.2.1.5, Step]5 (See [DP-
SS0-009.

The identity provider MUST respond to theib:AuthnRequest> with a HTTP 200
OK response as specified ihipertyBindProf, 3.2.4.2.4, Step],6with the correct MIME
type (application/vnd.liberty-response+xml ) and Liberty-Enabled HTTP header (see
[LibertyBindProf, 3.2.4.1L

Liberty Alliance Project
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141 2.2.2. Register Name Identifier

142 This section specifies the required and optional features used by an identity provider to register or change a name
143 identifier for a Principal. = There are four variations of the register name identifier protocol: the name registration
144 interaction can be initiated by either the identity provider or the service provider, and the protocol can be either HTTP-
145 Redirect based, or SOAP/HTTP baskprtyBindProf, 3.3.

146 Note that while the name registration features are optional interactionsiéplaymentsome of these features are
147 required for a implementation to be conformant.  The following sections describe the mandatory and optional
148 conformance requirements for an identity provider implementing the register name identifier feature.

149 2.2.2.1. Register Name Identifier Initiated at Identity Provider
150 2.2.2.1.1. HTTP-Redirect Based

151 This section specifies the requirements for the HTTP-Redirect-based register name identifier initiated at the identity
152 provider. These requirements are based on the identity provider actions in the interaction descliltxedtiyBjind-

153 Prof, 3.3.1.1 Note that the timing and mechanism of the initiation of this interaction are not normatively specified,
154 although the preceding specification reference offers some examples.

155 IDP-RNI-001  The identity provider MUST redirect the user agent to the register name identifier service at the
156 service provider as specified ihibertyBindProf, 3.3.1.1.2, Steg.2

157 2.2.2.1.2. SOAP/HTTP Based

158 IDP-RNI-002 The identity provider MUST only initiate SOAP/HTTP-based register name identifier when the
159 service provider metadata specifies the appropriate URI identifier as specifigdartyBind-

160 Prof, 3.3.1.2

161 IDP-RNI-003  The SOAP/HTTP-based Register Name Identifier transactions must use the SOAP binding for
162 Liberty as defined inlibertyBindProf, 2.].

163 IDP-RNI-004  The identity provider MUST initiate the Register Name Identifier transaction by sending a
164 <lib:RegisterNameldentifierRequest> message to the service provider's SOAP end-
165 point as specified inlfibertyBindProf, 3.3.1.2.1, Steg.1

166 IDP-RNI-005  The identity provider MUST process théb: RegisterNameldentifierResponse> from

167 the service provider as specified lrljertyProtSchema, 3.3.3

168 2.2.2.2. Register Name Identifier Initiated at Service Provider

169 The following sections describe the interactions for an identity provider implementing the Register Name Identifier
170 initiated at the service provider.

171 IDP-RNI-006 Register Name l|dentifier initiated at service provider is a REQUIRED feature of the Identity
172 Provider Conformance Profile.  Both the HTTP-Redirect and the SOAP/HTTP interaction
173 MUST be implemented.

Liberty Alliance Project
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Note that this section refers thipertyBindPro] Register Name Identifier interactions initiated at the identity provider.

The steps associated with the service provider in those interactions are used here as if they were associated with the
identity provider. All references to service provider and identity provider have been interchanged as indicated in
[LibertyBindProf, 3.3.2.1 and [LibertyBindProf, 3.3.2.2

2.2.2.2.1. HTTP-Redirect Based

IDP-RNI-007  The identity provider MUST process thdib: RegisterNameldentifierRequest> from
the service provider as specified inLijertyProtSchema, 3.3.3 See LibertyBindProf,
3.3.1.1.4, Stepl4

IDP-RNI-008  The identity provider MUST respond to the service provider with a redirection URL as specified
in the RegisterNameldentifierServiceReturnURL metadata element. The redirection
MUST adhere to the rules specified lnljertyBindProf, 3.3.1.1.5, Sted.5

2.2.2.2.2. SOAP/HTTP Based

[IDP-RNI-003 is a requirement for this  interaction.

IDP-RNI-009 The service provider will send &lib:RegisterNameldentifierRequest> proto-
col message to the identity provider. The identity provider MUST record the new
<lib: SPProvidedNameldentifier>

IDP-RNI-010  After a successful registration of thdib: SPProvidedNameldentifier> , the identity
provider MUST respond with alib: RegisterNameldentifierResponse> according to
the processing rules inLjpertyProtSchema, 3.3.3

2.2.3. Identity Federation Termination Notification

Liberty identity federation termination notification specifies how service providers and identity providers are notified
of federation termination. There are four variations of the federation termination notification interaction: the
federation termination notification interaction can be initiated by either the identity provider or the service provider,
and the protocol can be based on either HTTP-Redirect or SOAP/HTTP.

IDP-FTN-001  This section specifies the conformance requirements for an identity provider to support identity

federation termination notification. All four interactions specified litbgrtyBindProf, 3.4
MUST be implemented.

2.2.3.1. Federation Termination Notification Initiated at the Identity Provider

2.2.3.1.1. HTTP-Redirect
IDP-FTN-002  This interaction MUST NOT be used unless the service provider metadata ele-

ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-idp-http

IDP-FTN-003  This interaction REQUIRES certain preconditions specifiedLibdrtyBindProf, 3.4.1.]L.are
met.

Liberty Alliance Project
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IDP-FTN-004 In response to a request to the identity provider’s federation termination service URL, the
identity provider MUST redirect the user agent to the federation termination service at the
service provider. This redirection MUST adhere to the rules specifiedilireityBindProf,
3.4.1.1.2, Step]2

2.2.3.1.2. SOAP/HTTP

IDP-FTN-005  This interaction MUST NOT be used unless the service provider metadata ele-
ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-idp-soap

IDP-FTN-006  This interaction REQUIRES certain preconditions specifiedLibgrtyBindProf, 3.4.1.Rare
met.

IDP-FTN-007 In response to a request from the user agent to the identity provider’s federation termination
service URL, the identity provider MUST send an asynchronous SOAP over HTTP notification
message to the service provider's SOAP endpoint. The SOAP message MUST adhere to the
rules specified inlfibertyBindProf, 3.4.1.2.2, Stegd.2

The service provider will respond to termination notification with a HTTP 204 No Content response.

IDP-FTN-008  The identity provider MUST process the HTTP 204 No Content response from the service
provider and send an HTTP response confirming the requested action of federation termination
with the specified service provider.

2.2.3.2. Federation Termination Initiated at the Service Provider

The following sections describe the interactions for an identity provider implementing federation termination notifica-
tion initiated at the service provider.

Note that this section refers ta.ipertyBindProl federation termination notifications interactions initiated at the
identity provider. The steps associated with the service provider in those interactions are used here as if they
were associated with the identity provider. All references to to service provider and identity provider have been
interchanged as indicated ihipertyBindProf, 3.4.2.1 and [LibertyBindProf, 3.4.2.R

2.2.3.2.1. HTTP-Redirect
IDP-FTN-009  The identity provider MUST process thdib: FederationTerminationNotification>

received from the user agent according to the rules definddheityProtSchema, 3.4.2and
in [LibertyBindProf, 3.4.1.1.4, Sted 4

IDP-FTN-010  The identity provider’'s federation termination service MUST respond by redirecting the user
agent as specified itLjbertyBindProf, 3.4.1.1.5, Sted.5

2.2.3.2.2. SOAP/HTTP
IDP-FTN-011  The identity provider MUST process thdib: FederationTerminationNotification>

in the SOAP message received from the service provider according to the rules defined in
[LibertyProtSchema, 3.42and in [LibertyBindProf, 3.4.1.2.3, Sted.3

Liberty Alliance Project
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IDP-FTN-012  Theidentity provider MUST respond to thtb: FederationTerminationNotification>
with a HTTP 204 OK responséipertyBindProf, 3.4.1.2.4, Steg 4

2.2.4. Single Logout

Liberty single logout specifies how service providers and identity providers synchronize logout across all sessions
authenticated by a particular identity provider. There are five variations of the single logout interaction: the single
logout can be initiated by either the identity provider or the service provider, and the protocol can be based on either
HTTP-Redirect, HTTP-GET (only when initiated at the identity provider), or SOAP/HTTP.

IDP-SLO-001  This section specifies the conformance requirements for an identity provider to support Single
Logout. All five interactions specified ir.{bertyBindProf, 3. MUST be implemented.

2.2.4.1. Single Logout Initiated at the Identity Provider
The following sections specify the requirements for single logout when initiated by a user agent at the identity provider.

2.2.4.1.1. HTTP-Redirect

IDP-SLO-002  This interaction MUST NOT be used unless the service provider metadata element
SingleLogoutProtocolProfile specifies the URNttp://projectliberty.org/profiles/slo-idp-
http.

IDP-SLO-003 In response to the user agent request, the identity provider MUST redirect the user agent to
the single logout service URL at each service provider for which the identity provider has
provided an authentication assertion during the Principal’s current session. Each redirection
MUST adhere to the rules specified lnljertyBindProf, 3.5.1.1.1.2, Stef.2

IDP-SLO-004  After receiving the request from the user agent toShgleLogoutServiceReturnURL as
specified in the identity provider metadata, the identity provider MUST process the request and
send an HTTP response to the user agent confirming that the requested action of a single logout
has been completed.

2.2.4.1.2. HTTP-GET

IDP-SLO-005  This interaction MUST NOT be used unless the service provider metadata element
SingleLogoutProtocolProfile specifies the URNttp://projectliberty.org/profiles/slo-idp-
http.

IDP-SLO-006 In response to the user agent request, the identity provider MUST respond with a standard
HTTP 200 OK response containing image tags referencing the logout service URL for each of
the service providers for which the identity provider has provided an authentication assertion
during the Principal’s current session. Each image tag MUST adhere to the rules specified in
[LibertyBindProf, 3.5.1.1.2.2, Steg.2
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IDP-SLO-007  After receiving the request from the user agent toSmgleLogoutServiceReturnURL as
specified in the identity provider metadata, the identity provider MUST process the request and
send an HTTP response to the user agent confirming that the requested action of a single logout
has been completed.

2.2.4.1.3. SOAP/HTTP

The requirements for the SOAP/HTTP single logout interaction are describeibertyBindProf, 3.5.1.2

IDP-SLO-008  This interaction MUST NOT be used unless the service provider metadata element
SingleLogoutProtocolProfile specifies the URNttp://projectliberty.org/profiles/slo-idp-
soap.

IDP-SLO-017  Theidentity provider MUST send a SOAP over HTTP request to the SOAP endpoint of each ser-
vice provider for which the identity provider provided authentication assertions during the Prin-
cipal’s current session. Each message MUST contain exactlylineogoutRequest>
element in the SOAP body and adhere to the rules specifigdbarfyBindProf, 3.5.1.2.Pand
[LibertyProtSchema, 3.5.1

IDP-SLO-009 Inresponse to a SOAP 200 G#fib:LogoutResponse> message from the service provider,
the identity provider MUST send an HTTP response confirming the requested action of single
logout has completed.

2.2.4.2. Single Logout Initiated at the Service Provider

2.2.4.2.1. HTTP-Redirect
IDP-SLO-010  The user agent will access the identity provider's single logout service URL. The identity

provider MUST process thelib:LogoutRequest> according to the rules defined ihip-
ertyProtSchema, 3.5.1

IDP-SLO-011  The identity provider MUST notify each service provider for which the identity provider has
provided authentication assertions of the logout request via the service provider’'s preferred
profile [LibertyBindProf, 3.5.2.1.4, Steg4

IDP-SLO-012  The identity provider MUST terminate the Principal’'s current session, and no more authentica-
tion assertions for the Principal are to be given to service providers.

IDP-SLO-013  The identity provider MUST respond and redirect the user agent back to the service provider us-
ing the return URL location obtained from tiséngleLogoutServiceReturnURL metadata
element as specified ihipertyBindProf, 3.5.2.1.5, Steg 5

2.2.4.2.2. SOAP/HTTP

IDP-SLO-014  After receiving a<lib:LogoutRequest> from the service provider, the identity provider
MUST process it according to the rules lnljertyProtSchema, 3.5.1
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IDP-SLO-015  The identity provider MUST submit to each service provider for which the identity provider has
provided authentication assertions during the Principal’s current session a request to logout the
Principal as specified irLjbertyBindProf, 3.5.2.2.3, Sted.3

IDP-SLO-016  The identity provider MUST respond to thdib:LogoutRequest> with a SOAP 200 OK
<lib:LogoutResponse> messagelfibertyBindProf, 3.5.2.2.4, Steg .4

2.2.5. Identity Provider Introduction

This section describes the conformance requirements for an identity provider implementing the identity provider
introduction feature. The identity provider introduction feature is intended to allow service providers to discover
which identity providers a Principal is using.

IDP-1PI-001 The identity provider introduction feature is a REQUIRED element of identity provider confor-
mance profile.

Although a deployment may choose not to enable the identity provider introduction feature, an identity provider
implementation must provide the feature in order to be conformant.

2.2.5.1. Common Domain Cookie
The identity provider introduction relies on the use of a common domain cookie.

IDP-1PI-002 The common domain cookie MUST be constructed as specifiddbeityBindProf, 3.6.1

2.2.5.2. Setting the Common Domain Cookie

Creating and updating the common domain cookie is the responsibility of the identity provider.

IDP-1PI-003 After authenticating a Principal, the identity provider MUST attempt to set the common domain
cookie, subject to cookie-setting restrictions of the user-agent.

The details of this procedure are implementation-dependent, and are not normatively specified. However, one possible
strategy is described iljpertyBindProf, 3.6.2

2.2.6. Backward Compatibility with v1.1 Protocol
Backward compatibility is optional for conformant identity providers:
IDP-BCK-001 Backward compatibility with 1.1 service provider implementations is OPTIONAL for an

identity provider implementation. However, an implementation claiming backward compatible
conformance MUST adhere to the relevant rules as describédbierfyProtSchema, 3.1.1.1

2.3. Extended Identity Provider Conformance Profile

This section describes the requirements for an implementation to be an Extended Identity Provider.  This profile
extends the Identity Provider Profile defined in the previous section.

IDP-EXT-001  An Extended Identity Provider implementation MUST conform to the Identity Provider profile

requirements. In addition, an Extended Identity Provider MUST conform to all the require-
ments defined in the following subsections.
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2.3.1. One-Time (Anonymous) Name Identifier

A service provider can request a one-time (also known as "anonymous") name identifier for a Principal during the
sign-on interaction with the identity provider by specifying a valuemnétimefor the NamelDPolicy element in the
AuthnRequest

In this case, the identity provider will construct thethnResponse according to the following requirements:

IDP-ONE-001 If the <NamelDPolicy> element isonetime then the<saml:Nameldentifier> element in
the<saml:Subject>  element MUST be a temporary, one-time-use identifier for the Principal,
with aFormat attribute ofurn:liberty:iff:nameid: one-time

IDP-ONE-002  The temporary identifier MUST be constructed according to the specificationkibar{
tyProtSchema, 3.1]4

2.3.2. Affiliations

An affiliation is a set of one or more entities, described by providerIDs, who may perform Liberty interactions as a
member of the set. This section describes the conformance requirements for an identity provider implementing the
affiliation features of the IDFF 1.2 specifications. These requirements are derived from protocol processing rules in
[LibertyProtSchenia

IDP-AFF-001  The value of theAffiliationID> element of ID-FF 1.2 protocol messages MUST adhere to
the uniqueness constraints described.ib¢rtyProtSchema, 3.1].3

2.3.2.1. Single Sign-on and <AuthnResponse>

The identity provider will issue anAuthnResponse> after processing aAuthnRequest> from a service provider
(or, in some cases, an identity provider may issue/anhnResponse> without first receiving such a request). These
are the requirements that obtain when an affiliation is present in the requedtifse/ProtSchema, 3.2.2)6

IDP-AFF-002 If the <AffiliationID> element is present, then tkeaml:Nameldentifier> MUST be
the most recent name identifier provided by a member of the affiliation, if any, or the name
identifier for the Principal supplied by the identity provider for the affiliation.

IDP-AFF-003  <AffiliationlD> , if present, MUST be the unique identifier of a known affiliation group
with which the identity provider has an established relationship, and of which the requesting
provider is a member. If present, identity providers MUST establish and resolve federations
based on the specified affiliation, not the requesting provider. In addition, identity providers
MAY retrieve information regarding the other members of the affiliation group by querying
metadata (sefLibertyMetadata)] and present a list of members of the affiliation group to the
Principal.

IDP-AFF-004 In all of the name identifier elements in the request and response messages of this protocol,
if the Principal’s identity federation is between the identity provider and an affiliation group
in which the service provider is a member, then KzneQualifier  attribute MUST contain
the unique identifier of the affiliation group. Otherwise, it MUST contain the unique identifier
of the service provider. This attribute MUST be used by the providers to identify the specific
identity federation to be modified.
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378 2.3.2.2. Name Registration

379 The provider is required to correctly identify the affiliation in thBegisterNameldentifierRequest> and

380 <RegisterNameldentifierResponse> messages.

381 IDP-AFF-005 In all of the name identifier elements in the request and response messages of this protocol,
382 if the Principal’s identity federation is between the identity provider and an affiliation group
383 in which the service provider is a member, then KaeneQualifier  attribute MUST contain

384 the unique identifier of the affiliation group. Otherwise, it MUST contain the unique identifier
385 of the service provider. This attribute MUST be used by the providers to identify the specific
386 identity federation to be modified.

387 See LibertyProtSchema, 3.3.3
388 2.3.2.3. Federation Termination

389 The provider is required to correctly identify the affiliation when performing federation termination using the
390 <FederationTerminationNotification> message.

391 IDP-AFF-006  If the Principal’s identity federation was between the identity provider and an affiliation group
392 in which the service provider is a member, then KaeneQualifier  attribute MUST contain

393 the unique identifier of the affiliation group. Otherwise, it MUST contain the unique identifier
394 of the service provider. This attribute MUST be used by the providers to identify the specific
395 identity federation being terminated.

396 See LibertyProtSchema, 3.42
397 2.3.2.4. Single Logout

398 The provider is required to correctly identify the affiliation when responding to a single logout request using the
399 <lLogoutResponse> message.

400 IDP-AFF-007 If the Principal’s identity federation is between the identity provider and an affiliation group
401 in which the service provider is a member, then KamneQualifier  attribute MUST contain

402 the unique identifier of the affiliation group. Otherwise, it MUST contain the unique identifier
403 of the service provider. This attribute MUST be used by the providers to identify the specific
404 identity federation of the Principal who is logging out.

405 See LibertyProtSchema, 3.5.3.3

406 2.3.3. Dynamic Proxy of Identity Provider
407 Aservice provider may request that an identity provider obtain authentication for a Principal from a third-party identity

408 provider. This section describes the conformance requirements for an identity provider implementing this dynamic
409 proxy feature.

410 IDP-PXY-001 A conformant identity provider implementation MUST adhere to the processing rules defined
411 in [LibertyProtSchema, 3.2.3.7

412 However, note that the dynamic proxy specifications do not compel an identity provider to perform a proxy interaction.

413 For purposes of conformance, the following directives are made compulsory. In an actual deployment, whether or not
414 to proxy would be a local policy issue.
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IDP-PXY-002  The identity provider MUST proxy an authentication request if the value irfhexyCount>
element is greater than zero, or if aBroxyCount> appears in the request.
The identity provider MUST proxy for a provider specified in #1BPList>

2.3.4. Name Identifier Mapping

This section describes the conformance requirements for an identity provider performing Nameldentifier mapping.
The requirements in this section are derived frambgrtyBindProf, 3.7. The SOAP-based Nameldentifier interaction
is the sole interaction described in the specification.

IDP-NIM-001 The SOAP-based Nameldentifer Mapping interaction is a mandatory supported feature of the
Extended Identity Provider Conformance Profile. The requirements in this section MUST be
implemented according to the relevant sectionLab¢rtyBindProf.

The Nameldentifier mapping interaction specifies how one service provider (the "requester") may obtain a Namelden-
tifier for a Principal it has federated in the namespace of a different service provider (the "target”). The "requester”
accomplishes this by issuingéib:NameldentifierMappingRequest> to an identity provider that has federated

the Principal with both service providers (sédbertyBindProf, Figure 17 and 3.7.1.1

IDP-NIM-002 The identity provider MUST process théib: NameldentifierMappingRequest> as indi-
cated in LibertyBindProf, 3.7.1.2, Step|2nd in [LibertyProtSchema, 3.6.2 and 3.5.3

Specifically:

IDP-NIM-003 The identity provider MUST validate any signature present on the message. The signature
MUST be the signature of theProvideriD>  contained in the message. If the signature is
invalid, the identity provider MUST ignore the message.

IDP-NIM-004 The identity provider MUST respond to thedib:NameldentifierMappingRequest>
with a SOAP 200 OK<lib:NameldentifierMappingResponse> message. The identity
provider is NOT required to honor the request for a mapped Nameldentifier, but it MUST re-
spond to the request with an appropriate status.

IDP-NIM-005 The identity provider MUST construct thdib:NameldentifierMappingResponse> in
accordance with the rules describedliibertyProtSchema, 3.6.3.1

IDP-NIM-006 The identity provider SHOULD encrypt or otherwise obfuscate the Nameldentifer returned to
the requesting service provider.

2.3.4.1. Encrypted Name Identifiers

This section describes the requirements an identity provider must meet when encrypting and encoding a Nameldentifer,
such as might be needed to satidiyP-NIM-006)].

IDP-ENI-001 Encrypted Name Identifiers are a mandatory supported feature of the Extended Identity Provider

Conformance Profile. The requirements in this section MUST be implemented according to
the relevant section of [bertyBindProf, 3.8.
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449 IDP-ENI-002  This interaction MUST NOT be used unless the provider metadata element
450 NameldentifierMappingEncryptionProfile specifies the URI
451 urn:liberty:iff:nameid:encrypted

452 2.3.4.1.1. XML Encrypting and Encoding

453 The<EncryptableNameldentifier> element is used to contain the encrypted data.

454 IDP-ENI-003  The identity provider MUST transform the originedaml:Nameldentifier> elementinto a
455 <EncryptableNameldentifier> element, encrypt and encode it as described.ibgrty-
456 BindProf, 3.8.1.1

457 The requirements in this section rely on the usgoflenc-corejto format and encode the encrypted data. Note that
458 certain block encryption algorithms are mandatory for use withie@c: EncryptedData> and therefore must be
459 supported:

460 IDP-ENI-004 The following algorithms MUST be supported as indicatefkimlenc-core] sections 5.2.1 and
461 5.2.2: TRIPLE DES, AES-128, AES-256.

462 2.3.4.1.2. Security Considerations

463 The security considerations surrounding the Encrypted Nameldentfier are describidaityBindProf, 3.8.2

464 IDP-ENI-005  The identity provider MUST follow the requirements infpertyBindProf, 3.8.2regarding the
465 handling of symmetric encryption keys.

466 2.4. Service Provider Basic Conformance Profile

467 This section defines the minimal conformance requirements for a Service Provider. These requirements are derived
468 from the steps defined in theipertyBindProf, Section 3 which describe the interactions between the user agent, the
469 service provider, and the identity provider.

470 2.4.1. Single Sign-On and Federation

471 2.4.1.1. Common Interaction and Processing

472 The single sign-on requirements specified here assume that the user agent has already authenticated with the identity
473 provider, and that a valid session exists for the user agent at the identity provider.

474 2.4.1.2. Single Sign-on using Browser Artifact

475 This section describes the service provider actions necessary to perform single sign-on using browser artifact.

476 SP-SS0-001 Single sign-on using browser artifact is a mandatory feature of the service provider basic
477 conformance profile. The requirements in this section MUST be implemented as specified
478 in [LibertyBindProf, Section 3.2]2nd [LibertyBindProf, 3.2.1, Steps 8 and]10

479 The user agent initiates the single sign-on by making an HTTP request to the service provider, as indicated in
480 [LibertyBindProf, 3.2.1.1, Step]1The service provider then obtains the address of the appropriate identity provider
481 in an implementation-dependent way (not normatively specified).
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SP-SS0-002 The service provider MAY use the Liberty identity provider introduction interaction while
processing the user agent request.

After determining the appropriate identity provider location, the service provider then responds to the user agent with
an HTTP redirect.

SP-SS0-003 The HTTP redirection response MUST adhere to the specificatioh#iarfyBindProf, 3.2.2.1,
Step 3.

After obtaining an a SAML assertion from the identity provider, the user agent accesses the assertion consumer service
at the service provider.

SP-SS0-004 The service provider MUST send samlp:Request> SOAP message to the identity
provider's SOAP endpoint as specified lriljertyBindProf, 3.2.2.1, Step]8

SP-SS0-005 The service provider MUST process th&aml: Assertion> returned by the identity provider
as specified inlfibertyBindProf, 3.2.2.1, Step 10

2.4.1.3. Single Sign-on using Liberty Browser POST

This section describes the service provider requirements for performing single sign-on using Liberty browser POST.

SP-SS0-006 Single sign-on using Liberty browser POST is a mandatory supported feature of the service
provider Basic conformance profile. The requirements in this section MUST be implemented
according the the relevant sections bildertyBindProf, 3.2.3

The user agent initiates the single sign-on by making an HTTP request to the service provider’s intersite transfer service
as indicated inlibertyBindProf, 3.2.1.1, Step]d The service provider then obtains the address of the appropriate
identity provider in an implementation-dependent way (not normatively specified).

The service provider's responds to the user agent request by redirecting the user agent to the single sign-on service
URL at the identity provider.

SP-SSO0-007 The redirection MUST adhere to the rules specified.ibgrtyBindProf, 3.2.3, Step]3

After obtaining an authentication assertion, the user agent will issue an HTTP POST request containing the
<lib: AuthnResponse> to the service provider.

SP-SS0-008 The service provider MUST process thib: AuthnResponse> inthe HTTP POST from the
user agent as specified inipertyBindProf, 3.2.2.1, Step 10

2.4.1.4. Single Sign-on using Liberty-Enabled Client and Proxy

This section specifies the service provider requirements for performing single sign-on using the Liberty-Enabled Client
and Proxy (LECP) interaction.

SP-SS0-009 Single sign-on using LECP is a mandatory supported feature of the service provider basic
conformance profile. The requirements in this section MUST be implemented according to
[LibertyBindProf, 3.2.4

The user agent will submit request to the service provider which contains the requisite Liberty-Enabled indications.
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SP-SS0-010 The service provider MUST NOT obtain an identity provider address or perform identity
provider introduction.

SP-SS0-011 The service provider MUST issue an HTTP 200 OK response to the user agent. The response
MUST adhere to the specifications afifpertyBindProf, 3.2.4.2, Step|3

SP-SS0-012 If the service provider does not support Liberty version advertised by the LECP, the service
provider MUST return an HTTP 501 Not Implemented response to the LECP with the reason
phrase "Unsupported Liberty Version."

SP-SS0-013 The service provider SHOULD place appropriate headers in the response to ensure the response
is not cached as specified inipertyBindProf, 3.2.4.2, Step|3

After obtaining an authentication assertion, the user agent will issue an HTTP POST request containing the
<lib: AuthnResponse> to the service provider.

SP-SS0-014 The service provider MUST process tiib: AuthnResponse> inthe HTTP POST from the
user agent as specified inilpertyBindProf, 3.2.2.1, Step 10

2.4.2. Register Name Identifier

2.4.2.1. Register Name Identifier Initiated at Identity Provider

The following sections describe the interactions for a service provider implementing the register name identifier
initiated at the identity provider.

2.4.2.1.1. HTTP-Redirect Based
SP-RNI-001 The HTTP-Redirect based register name identifier (initiated at the identity provider) is a

REQUIRED feature of the service provider basic profile.

SP-RNI-002  The service provider MUST process thib: RegisterNameldentifierRequest> from
the identity provider as specified iipertyProtSchema, 3.3.3 See LibertyBindProf,
3.3.1.1.4, Stepl4

SP-RNI-003  The service provider MUST respond to the identity provider with a redirection URL as specified
in the RegisterNameldentifierServiceReturnURL metadata element. The redirection
MUST adhere to the rules specified lrnljertyBindProf, 3.3.1.1.5, Sted.5

2.4.2.1.2. SOAP/HTTP Based
SP-RNI-004 The SOAP/HTTP based register name identifier (initiated at the identity provider) is an OP-

TIONAL feature of the service provider basic profile.

SP-RNI-005  The SOAP/HTTP-based register name identifier transactions MUST use the SOAP binding for
Liberty as defined inllibertyBindProf, 2.1.
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547 SP-RNI-006  The identity provider will send a<lib:RegisterNameldentifierRequest> pro-

548 tocol message to the service provider. The service provider MUST record the new
549 <lib:IDPProvidedNameldentifier>

550 SP-RNI-007  After a successful registration of thdib:IDPProvidedNameldentifier> , the service

551 provider MUST respond with alib:RegisterNameldentifierResponse> according to

552 the processing rules inL{bertyProtSchema, 3.3].3

553 2.4.2.2. Register Name Identifier Initiated at Service Provider

554 Note that this section refers thipertyBindProf register name identifier interactions initiated at the identity provider.

555 The steps associated with the service provider in those interactions are used here as if they were associated with the
556 identity provider. All references to service provider and identity provider have been interchanged as indicated in
557 [LibertyBindProf, 3.3.2.R

558 2.4.2.2.1. HTTP-Redirect Based

559 SP-RNI-008 The HTTP-Redirect based register name identifier (initiated at the service provider) is a
560 REQUIRED feature of the service provider basic profile.

561 The service provider can initiate the register name identifier interaction, though the circumstances of this initiation are
562 not normatively specified.

563 SP-RNI-009  The service provider MUST redirect the user agent to the register name identifier service at the
564 identity provider as specified itjbertyBindProf, 3.3.1.1.2, Stegd.2

565 2.4.2.2.2. SOAP/HTTP Based

566 SP-RNI-010 The SOAP/HTTP based register name identifier (initiated at the service provider) is an OP-
567 TIONAL feature of the service provider basic profile.

568 SP-RNI-011  The service provider MUST only initiate SOAP/HTTP-based register name identifier when the
569 identity provider metadata specifies the appropriate URI identifier as specifiedantlyBind-

570 Prof, 3.3.1.2

571 SP-RNI-012 The SOAP/HTTP-based register name identifier transactions MUST use the SOAP binding for
572 Liberty as defined inlfibertyBindProf, 2.].

573 SP-RNI-013  The service provider MUST initiate the register name identifier transaction by sending a
574 <lib:RegisterNameldentifierRequest> message to the identity provider's SOAP end-
575 point as specified inlfibertyBindProf, 3.3.1.2, Step]1

576 SP-RNI-014  The service provider MUST process thiéh: RegisterNameldentifierResponse> from

577 the identity provider as specified ihipertyProtSchema, 3.3.3
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2.4.3. ldentity Federation Termination Notification

Liberty identity federation termination notification specifies how service providers and identity providers are notified
of federation termination. There are four variations of the federation termination notification interaction: the
federation termination notification interaction can be initiated by either the identity provider or the service provider,
and the protocol can be based on either HTTP-Redirect or SOAP/HTTP.

2.4.3.1. Federation Termination Notification Initiated at the Identity Provider

2.4.3.1.1. HTTP-Redirect
SP-FTN-001 The HTTP-Redirect based federation termination notification (initiated at the identity provider)

is a REQUIRED feature of the service provider basic profile.

SP-FTN-002 The service provider MUST process thib: FederationTerminationNotification>
received from the user agent according to the rules definddheityProtSchema, 3.4 2and
in [LibertyBindProf, 3.4.1.1.4, Sted 4

SP-FTN-003 The service provider’s federation termination service MUST respond by redirecting the user
agent as specified ilLjbertyBindProf, 3.4.1.1.5, Sted.5

2.4.3.1.2. SOAP/HTTP
SP-FTN-004 The SOAP/HTTP based federation termination notification (initiated at the identity provider) is

an OPTIONAL feature of the service provider basic profile.

SP-FTN-005 The service provider MUST process thib: FederationTerminationNotification>
in the SOAP message received from the identity provider according to the rules defined in
[LibertyProtSchema, 3.4.2and in [LibertyBindProf, 3.4.1.2.3, Sted.3

SP-FTN-006  The service provider MUST respond to #ii: FederationTerminationNotification>
with a HTTP 204 OK responséipertyBindProf, 3.4.1.2.4, Sted 4

2.4.3.2. Federation Termination Initiated at the Service Provider

2.4.3.2.1. HTTP-Redirect
SP-FTN-007 The HTTP-Redirect based federation termination notification (initiated at the service provider)

is a REQUIRED feature of the service provider basic profile.

SP-FTN-008 This interaction MUST NOT be used unless the identity provider metadata ele-
ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-sp-http

SP-FTN-009 This interaction REQUIRES certain preconditions specified.ibdrtyBindProf, 3.4.1.]Lare
met.
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SP-FTN-010

In response to a request to the service provider's federation termination service URL, the service
provider MUST redirect the user agent to the federation termination service at the identity
provider. This redirection MUST adhere to the rules specifiedibdrtyBindProf, 3.4.1.1.2,

Step 2.

2.4.3.2.2. SOAP/HTTP

SP-FTN-011

SP-FTN-012

SP-FTN-013

SP-FTN-014

The SOAP/HTTP based federation termination notification (initiated at the service provider) is
an OPTIONAL feature of the service provider basic profile.

This interaction MUST NOT be used unless the identity provider metadata ele-
ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-sp-soap

This interaction REQUIRES certain preconditions specifiedibgrtyBindProf, 3.4.1.Pare
met.

In response to a request from the user agent to the service provider's federation termination
service URL, the service provider MUST send an asynchronous SOAP over HTTP noatification
message to the identity provider's SOAP endpoint. The SOAP message MUST adhere to the
rules specified inllibertyBindProf, 3.4.1.2.2, Steg.2

The identity provider will respond to termination notification with a HTTP 204 No Content response.

SP-FTN-015

The service provider MUST process the HTTP 204 No Content response from the identity
provider and send an HTTP response confirming the requested action of federation termination
with the specified identity provider.

2.4.4. Single Logout

Liberty single logout specifies how service providers and identity providers synchronize logout across all sessions
authenticated by a particular identity provider. There are five variations of the single logout interaction: the single
logout can be initiated by either the identity provider or the service provider, and the protocol can be based on either
HTTP-Redirect, HTTP-GET (only when initiated at the identity provider), or SOAP/HTTP.

Note that Single Logout, in the general case, is an iterative process from the perspective of an identity provider since
the identity provider must contact each service provider to which it has issued authentication assertions. However,
for a service provider, the single logout interaction is a single event.

2.4.4.1. Single Logout Initiated at the Identity Provider

2.4.4.1.1. HTTP-Redirect

SP-SLO-001

The HTTP-Redirect based single logout interaction (initiated at the identity provider) is a
REQUIRED feature of the service provider basic profile.
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641 SP-SLO-002 The user agent will access the service provider’'s single logout service URL via a redirect
642 from the identity provider. The service provider MUST processdiiteLogoutRequest>

643 according to the rules defined ihibertyProtSchema, 3.5 1

644 SP-SLO-003 The service provider MUST invalidate the session(s) of the Principal referred to in the name
645 identifier received from the identity provider in théb:LogoutRequest>

646 SP-SLO-004 The service provider MUST respond and redirect the user agent back to the identity provider us-
647 ing the return URL location obtained from tisingleLogoutServiceReturnURL metadata

648 element as specified ihipertyBindProf, 3.5.1.1.1.5, Steg.5

649 2.4.4.1.2. HTTP-GET

650 SP-SLO-005 The HTTP-GET based single logout interaction (initiated at the identity provider) is a RE-
651 QUIRED feature of the service provider basic profile.

652 The user agent will access the single logout service URL of the service provide as a result of an image tag load
653 generated by the identity provider.

654 SP-SLO-006 The service provider MUST process tkdib:LogoutRequest> according to the rules

655 defined in LibertyProtSchema, 3.5.1

656 SP-SLO-007 The service provider MUST invalidate the session(s) of the Principal referred to in the name
657 identifier received from the identity provider in th#b: LogoutRequest>

658 SP-SLO-008 The service provider MUST respond and redirect the user agent image load back to the identity
659 provider's logout completion URL obtained from tt8ngleLogoutServiceReturnURL

660 metadata element. The HTTP response MUST be formed as specifieté@ntyBindProf,

661 3.5.1.1.2.5, Step]5

662 2.4.4.1.3. SOAP/HTTP

663 SP-SLO-009 The SOAP/HTTP based single logout interaction (initiated at the identity provider) is an
664 OPTIONAL feature of the service provider basic profile.

665 SP-SLO-010  After receiving a<lib:LogoutRequest> from the identity provider, the service provider
666 MUST process it according to the rules InljertyProtSchema, 3.5.1

667 SP-SLO-011  The service provider MUST invalidate the session(s) of the Principal referred to in the name
668 identifier received from the identity provider in th#b: LogoutRequest>

669 SP-SLO-012 The service provider MUST respond to thlb:LogoutRequest> with a SOAP 200 OK

670 <lib:LogoutResponse> messagel]ibertyBindProf, 3.5.1.2, Step|4
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2.4.4.2. Single Logout Initiated at the Service Provider

2.4.4.2.1. HTTP-Redirect

SP-SLO-013 The HTTP-Redirect based single logout interaction (initiated at the service provider) is a
REQUIRED feature of the service provider basic profile.

The user agent will access the single logout service URL at the service provider.

SP-SLO-014  The service provider’s single logout service responds and redirects the user agent to the single
logout service at the identity provider. The HTTP redirect MUST adhere to the rules specified
in [LibertyBindProf, 3.5.2.1.2, Steg.2

After the identity provider has processed the single logout request and contacted the appropriate service providers, the
user agent will be redirected back to the service provider contacted originally.

SP-SLO-015 The service provider SHOULD send an HTTP 200 OK response to the user agent with
confirmation of the logout.

2.4.4.2.2. SOAP/HTTP

SP-SLO-016 The SOAP/HTTP based single logout interaction (initiated at the service provider) is an
OPTIONAL feature of the service provider basic profile.

The user agent will initiate single logout by accessing the single logout service URL at the service provider via an
HTTP request.

SP-SLO-017 Inresponse to the single logout request, the service provider sends a SOAP over HTTP request
to the identity provider's SOAP endpoint. The SOAP request MUST be constructed and
processed as specified inlpertyBindProf, 3.5.2.2, Step]2

The identity provider will contact all service providers to which it has issued assertions for the Principal to request a
logout action. The identity provider may determine that one or more of the service providers do not support the SOAP
single logout interaction. The identity provider will returr<b: LogoutResponse> containing a status code of

<lib: UnsupportedProfile>

SP-SLO-018 Ifthe identity provider responds to the single logout request withUnsupportedProfile> ,
the service provider MUST re-submit itdib: LogoutRequest> via the HTTP interaction
specified above.

SP-SLO-019 If the identity provider responds to the logout request with a SOAP 200 OK
<lib:LogoutResponse> , indicating successful single logout, the service provider SHOULD
send a HTTP response to the user agent confirming the single logout.

2.4.5. Identity Provider Introduction

This section describes the conformance requirements for a service provider implementing the identity provider
introduction feature. The identity provider introduction feature is intended to allow service providers to discover
which identity providers a Principal is using.

SP-IPI-001  The identity provider introduction feature is an OPTIONAL element of the service provider
basic conformance profile.
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2.4.5.1. Common Domain Cookie

The identity provider introduction relies on the use of a common domain cookie.

SP-IPI-002  The common domain cookie MUST be constructed as specifiddheityBindProf, 3.6.].

2.4.5.2. Obtaining the Common Domain Cookie

The service provider uses the common domain cookie to determine which identity providers a Principal uses. The
common domain cookie is presented to the service provider after being read by an HTTP server in the common
domain; the details of this interaction are outside the scope of this document.

SP-IPI1-003  If the HTTP server in the common domain is operated by the service provider, the service
provider MAY redirect the user agent to an identity provider for single sign-on.

The details of this procedure are implementation-dependent, and are not normatively specified. However, one possible
strategy is described ihjpertyBindProf, 3.6.3

2.4.6. Backward Compatibility
Backward compatibility is optional for conformant service providers:
SP-BCK-001 Backward compatibility with 1.1 identity provider implementations is OPTIONAL for an
service provider implementation. However, an implementation claiming backward compatible
conformance MUST adhere to the relevant rules as describédbiarfyProtSchema, 3.1.11

However, note that only required conformance features need interoperate:

SP-BCK-002 Conformant service provider implementations are NOT REQUIRED to be backward compatible
with conformance features described as optional.

In other words, Service Provider Basic implementations need only be backward compatible for protocol features that
are required as part of the Service Provider Basic conformance profile.

2.5. Service Provider Conformance Profile
This section defines the conformance requirements for the Service Provider Conformance Profile.

SP-CONF  The service provider profile is defined to be the service provider basic profile with all optional
interactions changed to REQUIRED except for the identity provider introduction interaction.

2.6. Extended Service Provider Conformance Profile

This section describes the requirements for an implementation to be an Extended Service Provider. This profile
extends the Service Provider Profile defined in the previous section.

SP-EXT-001  An Extended Service Provider implementation MUST conform to the Service Provider profile

requirements. In addition, an Extended Service Provider MUST conform to all the require-
ments defined in the following subsections.
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2.6.1. One-Time (Anonymous) Name Identifier

A service provider can request a one-time (also known as "anonymous") name identifier for a a Principal during the
sign-on interaction with the identity provider.

SP-ONE-001 To request a one-time name identifier a service provider MUST specify a vabrestifmefor
theNamelDPolicy element in theAuthnRequest .

2.6.2. Affiliations

An affiliation is a set of one or more entities, described by providerIDs, who may perform Liberty interactions as a
member of the set. This section describes the conformance requirements for an service provider implementing the
affiliation features of the IDFF 1.2 specifications. These requirements are derived from protocol processing rules in
[LibertyProtSchenia

SP-AFF-001  The value of theAffiliationID> element of ID-FF 1.2 protocol messages MUST adhere to
the uniqueness constraints described.ib¢rtyProtSchema, 3.1].3

2.6.2.1. Single Sign-on and <AuthnRequest>

The service provider will issue athuthnRequest> to initiate single sign-on. These are the requirements that obtain
when an affiliation is present in the request (dabgrtyProtSchema, 3.2.3)6

SP-AFF-002 If the <AffiliationID> element is present, then thkeaml:Nameldentifier> MUST be
the most recent name identifier provided by a member of the affiliation, if any, or the name
identifier for the Principal supplied by the identity provider for the affiliation.

SP-AFF-003  <AffiliationID> , if present, MUST be the unique identifier of a known affiliation group
with which the identity provider has an established relationship, and of which the requesting
provider is a member.

2.6.2.2. Name Registration

The provider is required to correctly identify the affiliation in tkRegisterNameldentifierRequest> and
<RegisterNameldentifierResponse> messages.

SP-AFF-004 In all of the name identifier elements in the request and response messages of this protocol,
if the Principal’s identity federation is between the identity provider and an affiliation group
in which the service provider is a member, then KaneQualifier  attribute MUST contain
the unique identifier of the affiliation group. Otherwise, it MUST contain the unique identifier
of the service provider. This attribute MUST be used by the providers to identify the specific
identity federation to be modified.
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See [ibertyProtSchema, 3.3.3
2.6.2.3. Federation Termination

The provider is required to correctly identify the affiliation when performing federation termination using the
<FederationTerminationNotification> message.

SP-AFF-005 If the Principal’'s identity federation was between the identity provider and an affiliation group
in which the service provider is a member, then KaneQualifier  attribute MUST contain
the unique identifier of the affiliation group. Otherwise, it MUST contain the unique identifier
of the service provider. This attribute MUST be used by the providers to identify the specific
identity federation being terminated.

See LibertyProtSchema, 3.4.2

2.6.2.4. Single Logout

The provider is required to correctly identify the affiliation when responding to a single logout request using the
<LogoutResponse> message.

SP-AFF-006 If the Principal’s identity federation is between the identity provider and an affiliation group
in which the service provider is a member, then KzneQualifier  attribute MUST contain
the unique identifier of the affiliation group. Otherwise, it MUST contain the unique identifier
of the service provider. This attribute MUST be used by the providers to identify the specific
identity federation of the Principal who is logging out.

See LibertyProtSchema, 3.5.4.3

2.6.3. Dynamic Proxy of Identity Provider

A service provider may request that an identity provider obtain authentication from a third-party identity provider with
which a Principal has already authenticated.

The originator of an authentication request may control proxy behavior by includisSgaping> element where
the provider sets a desiretProxyCount> value and/or indicates a list of preferred identity providers which may be
proxied by defining an orderedDPList> of preferred providers.

SP-PXY-001 A service provider MUST be able to construct esuthnRequest>  with valid <Scoping>
<ProxyCount> , and<IDPList> elements.

2.6.4. Name Identifier Mapping

This section describes the requirements for a service provider implementing the Name Identifier Mapping interaction.
SP-NIM-001  The Name Identifier Mapping interaction is a REQUIRED feature of the Extended Service

Provider Conformance Profile.

A service provider may play one of two distinct roles in the Nameldentifier Mapping interaction. The first role is the
"Requester" which initiates the Nameldentifier request to the identity provider. The second role is the "Target"; the
Requester service provider may use the mapped Nameldentifier to igsamiaAttributeQuery> to the Target

to obtain additional information about the Principal.

Liberty Alliance Project

27



803
804
805

806

807
808
809

810
811
812

813
814
815
816
817

818
819

820
821
822

823
824
825

826

827
828

829

830
831
832

833
834
835

Liberty Alliance Project: Version: 1.0
Liberty ID-FF 1.2 Static Conformance Requirements

SP-NIM-002  This interaction MUST NOT be wused unless the identity provider meta-
data element NameldentifierMappingPrototcolProfile specifies the URI
http://projectliberty.org/profiles/nim-sp-http

2.6.4.1. Requester Role

The steps performed by the service provider in the Requester role are illustratdokirtyBindProf, Figure 1] The
service provider initiates the Nameldentifier Mapping interaction by sending a SOAP-over-HTTP request to the SOAP
endpoint of the identity provider it is querying.

SP-NIM-003  The SOAP message MUST contain exactly atie:NameldentifierMappingRequest>
element in the SOAP body, and follow the construction rules definetiloeftyProtSchema,
3.6.1.1. In addition, the message MUST be signed.

SP-NIM-004 If the Principal’s identity federation is between the identity provider and an affiliation group
in which the Requester service provider is a memberNdreeQualifier  attribute of the of
the request message&isaml:Nameldentifier> MUST contain the unique identifier of the
affiliation group. Otherwise, it MUST contain the unique identifier of the service provider.
See LibertyProtSchema, 3.6].3

The identity provider will respond to thelib:NameldentifierMappingRequest> with a SOAP 200 OK
<lib: NameldentifierMappingResponse> message.

SP-NIM-005  The service provider MUST validate any signature on the response message. The signature on
the message MUST be the signature of ¢ReovideriD>  contained in the message. If the
signature is not valid, the service provider MUST ignore the message.

The processing rules for the Requester service provider after receiving and validating the
<lib:NameldentifierMappingResponse> are not normatively specified by Liberty. SekeiertyBindProf,
3.7.1.4 and 3.7.1]90r more information.

2.6.4.2. Target Role

The actions of a service provider in an Target role are not normatively specified by Liberty. LisegyBindProf,
3.7.1.4 and 3.7.1]3or more information.

2.6.4.3. Encrypted Name ldentifiers

This section describes the requirements a service provider must meet when decoding and decrypting a Nameldentifier
value such as one that might be obtained from an identity provider in the contéRtRefNIM-006]. Note that in this
context, the service provider is playing the role of target (sa&le definitior]).

SP-ENI-001  This interaction MUST NOT be wused unless the provider metadata element

NameldentifierMappingEncryptionProfile specifies the URI
urn:liberty:iff:nameid:encrypted
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836 2.6.4.3.1. Decoding and Decrypting

837 The processing steps for a provider receiving such an encrypted Nameldentifier are not normatively specified by
838 Liberty, but are described if.{bertyBindProf, 3.8.1.R

839 Note that certain block encryption algorithms are mandatory for use witkxtére: EncryptedData> and therefore
840 must be supported:

841 SP-ENI-002  The following algorithms MUST be supported as indicatefkinlenc-core] sections 5.2.1 and
842 5.2.2: TRIPLE DES, AES-128, AES-256.
843 2.6.4.3.2. Security Considerations

844 SP-ENI-003  The provider receiving an encrypted Nameldentifier MUST take care to ussstienstant
845 andNonce attributes to prevent replay and long-term use of the same encrypted identifier.

sa6 2.7. Liberty Enabled Client/Proxy (LECP)

847 This section contains detailed specifications of the LECP Profile.

gag 2.7.1. General LECP Requirements

849 LCP-SSO-001  All HTTP requests made by a LECP MUST include a Liberty-Enabled indication. A Liberty-
850 Enabled indication is either a Liberty-Enabled header or User-Agent header containing a
851 Liberty-Enabled value as defined inilpertyBindProf, 3.2.4.1L

852 The preferred Liberty-Enabled indication is the Liberty-Enabled header.

853 LCP-SS0-002 A LECP SHOULD add the Liberty-Enabled header to each HTTP request. This header MUST
854 be constructed as specified liljertyBindProf, 3.2.4.1

855 LCP-SS0-003 A LECP MAY add a Liberty-Enabled entry in the HTTP User-Agent request header, as specified
856 in [LibertyBindProf, 3.2.4.1

gs7 2.7.2. Single Sign-On

858 The single sign-on interaction is the only LECP interaction specified. This interaction assumes that the user agent has
859 authenticated at the identity provider and that a valid session exists for the user agent at the identity provider.

860 LCP-SS0-004 To initiate single sign-on, the user agent MUST contain at most one Liberty-Enabled header.

861 If a proxy receives a HTTP request that contains a Liberty-Enabled header, it MUST NOT add
862 another Liberty-Enabled header.

863 LCP-SSO-005 A proxy MAY replace the Liberty-Enabled header, but this replacement MUST adhere to the
864 specifications inlfibertyBindProf, 3.2.4.2, Step|1

865 After receiving the HTTP 200 OK response (containingil& AuthnRequestEnvelope> from the service provider,
866 the LECP will determine the correct identity provider to use.
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867 LCP-SS0O-006 The LECP MUST issue an HTTP POST of thdib:AuthnRequest> in the body

868 of a SOAP message to the identity provider's single sign-on service URL. This
869 MUST be the samexlib:AuthnRequest> as was received in the service providers
870 <lib: AuthnRequestEnvelope> . See LibertyBindProf, 3.2.4.2, Step|4

871 LCP-SSO-007 In case of any error, the LECP MUST returalé: AuthnResponse> to the service provider
872 as specified inlfibertyBindProf, 3.2.4.2, Step|4

873 After receiving a HTTP response from the identity provider, the LECP will issue an HTTP POST to the service
874 provider.

875 LCP-SS0-008 The HTTP POST from the LECP MUST be composed as specifiddbeiftyBindProf, 3.2.4.2,
876 Step 1.

877 LCP-SS0-009 In case of any error, the LECP MUST returglé: AuthnResponse> to the service provider
878 as specified inlfibertyBindProf, 3.2.4.2, Step|7
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