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Notice

Copyright © 2003 America Online, Inc.; American Express Travel Related Services; Bank of America; Bell Canada;
Cingular Wireless; Cisco Systems, Inc.; Communicator, Inc.; Deloitte & Touche LLP; Earthlink, Inc.; Electronic
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Corporation; Sun Microsystems, Inc.; Symlabs, Inc.; Trustgenix; United Airlines; VeriSign, Inc.; Visa International;
Vodafone Group Plc; Wave Systems;. All rights reserved.

This specification document has been prepared by Sponsors of the Liberty Alliance. Permission is hereby granted to
use the document solely for the purpose of implementing the Specification. No rights are granted to prepare
derivative works of this Specification. Entities seeking permission to reproduce portions of this document for other
uses must contact the Liberty Alliance to determine whether an appropriate license for such use is available.

Implementation of certain elements of this Specification may require licenses under third party intellectual property
rights, including without limitation, patent rights. The Sponsors of and any other contributors to the Specification are
not, and shall not be held responsible in any manner, for identifying or failing to identify any or all such third party
intellectual property rightsThis Specification is provided "AS IS", and no participant in the Liberty Alliance

makes any warranty of any kind, express or implied, including any implied warranties of merchantability,
non-infringement of third party intellectual property rights, and fitness for a particular purpose. Implementors

of this Specification are advised to review the Liberty Alliance Project’s weldite: (/www.projectliberty.org/for
information concerning any Necessary Claims Disclosure Notices that have been received by the Liberty Alliance
Management Board.
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1. Overview

Static conformance requirements (SCR) describe features that are mandatory and optional for implementations
conforming to the Liberty Alliance Specifications (version 1.1). This document defines these requirements. This
is a normative document with several non-normative explanatory sections.

1.1. Definitions and Motivation

The Liberty specifications define a large number of features and variations. Applications often do not require all

the features within a specification. It is also possible that implementations may not be able to implement all the

features. In these cases, it may be desirable to partition the specifications into subsets of functionality. A profile is
a subset of the overall specifications that includes all of the functionality necessary to satisfy the requirements of a
particular community of users. This document identifies several Liberty conformance profiles based on subsets of
these specifications according to the following guidelines:

» The number of profiles should be kept small.

« The profiles should correspond to the major roles within the specifications: Identity Provider (IdP), Service
Provider (SP), and Liberty Enabled Client/Proxy (LECP).

» The SCR should distinguish between software implementations and deployments. Allow deployments to option-
ally configure features that are mandatory in the conformance profiles.

* The SCR should place more stringent requirements on IDPs as compared with SPs to promote interoperability.

* Implementations conforming to one (or more) profiles should be able to interoperate with another conforming
implementation of a complementary profile.

The resulting profiles are described below by means of tables indicating mandatory and optional features, with
references to the appropriate sections of the specification documents.

1.2. Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in
[RFC2119]: "they MUST only be used where it is actually required for interoperation or to limit behavior which has
potential for causing harm (e.g., limiting retransmissions)."

The normative sections of this document are identified with special formatting as indicated here:

EXAMPLE This is an example of the format of the normative requirements. Each requirement is identified
by a requirement identifier ("EXAMPLE" in this example).

Liberty Alliance Project
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2. Conformance Profiles

2.1. Profile Matrix

The following table summarizes the features that comprise the four profiles. The detailed specifications for each profile

follow in subsequent sections

Table 1. Profile Matrix

Version: 1.0

Feature IDP Profile [SP Basic [SP ComiLECP
lete
Single Sign-On using Artifact Profile MUST MUST IF\)/IUST
Single Sign-On using Browser POST Profile MUST MUST MUST
Single Sign-On using LECP Profile MUST MUST MUST MUST
Register Name Identifier - (IdP Initiated) - HTTP-Redirect OPTIONAL MUST MUST
Register Name Identifier - (IdP Initiated) - SOAP/HTTP  |OPTIONAL [OPTIONAL MUST
Register Name Identifier - (SP Initiated) - HTTP-Redirect  MUST MUST MUST
Register Name Identifier - (SP Initiated) - SOAP/HTTP  MUST OPTIONAL MUST
Federation Termination Notification (IdP Initiated) — HT ST MUST MUST
Egggr?ﬁ}on Termination Notification (IdP Initiated) MUST OPTIONAL MUST
ISOAP/HTTP — -
Federation Termination Notification (SP Initiated) — HTMRJST MUST MUST
Egggrea%on Termination Notification (SP Initiated) MYUST OPTIONAL MUST
SOAP/HTTP
Single Logout (IdP Initiated) — HTTP-Redirect MUST MUST MUST
Single Logout (IdP Initiated) — HTTP-GET MUST MUST MUST
Single Logout (Idp Initiated) — SOAP MUST OPTIONAL MUST
Single Logout (SP Initiated) — HTTP-Redirect MUST MUST MUST
Single Logout (SP Initiated) — SOAP MUST OPTIONAL MUST
Identity Provider Introduction MUST OPTIONAL [OPTIONAL

2.2. ldentity Provider Profile

This section defines the conformance requirements for an identity provider.
the steps defined in théipertyBindProfl.1, Section]3which describe the interactions between the user agent, the

service provider, and the identity provider.

2.2.1. Single Sign-On and Federation

This section defines how an identity provider facilitates single sign-on by processing incoming and outgoing requests.
The steps indicated refer to the interaction diagraniibdrtyBindProfl.1, 3.2 Jlwhich illustrates the general single

sign-on framework.

2.2.1.1. Common Interaction and Processing

The single sign-on requirements specified here assume that the user agent has already authenticated with the identity

provider, and that a valid session exists for the user agent at the identity provider.

There are only two actions required of the identity provider, as noted here:

IDP-SSO-001

to the rules specified if_jbertyProtSchemal]l

In step 5, the identity provider MUST process #iid: AuthnRequest>

Liberty Alliance Project
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IDP-SS0O-002 In step 6, the identity provider MUST respond to the user agent with a
<lib:AuthnResponse> , a SAML artifact, or an error. The form of this response is
contingent on the specific interaction method employed by the identity provider.

2.2.1.2. Single Sign-on Using Browser Artifact

This section describes the identity provider actions necessary to perform single sign-on using browser artifact. The
requirements in this section are derived primarily frbiberty Bindings and Profiles, Section 3.2\&ith additional
references to Step 8 in Section 3.1.

IDP-SS0-003  Single Sign-on using Browser Artifact is a mandatory supported feature of the identity provider
conformance profile. The requirements in this section MUST be implemented according the
the relevant sections ok jbertyBindProfl.].

The identity provider must complete two processing steps to implement this feature: processing an authentication
request, and processing a SAML assertion. The authentication interaction proceeds as follows:

IDP-SS0-004 The identity provider MUST process thdib: AuthnRequest> message as specified in
[LibertyBindProfl.1, 3.2.1, Steg5

IDP-SS0O-005 In response to thelib: AuthnRequest> the identity provider MUST perform a redirection
as specified inlfibertyBindProfl.1, 3.2.2.1, Sted 6

IDP-SSO-006  The identity provider MUST process tkeamlp:Request>  produced by the service provider
in Step 8 of the single sign-on interaction, and produesaanip:Response> as specified in
[LibertyBindProfl.1, 3.2.1, Step 9

IDP-SS0-007  The artifact produce by the identity provider MUST be be formatted as specifiedbiarfy-
BindProfl.1, 3.2.2.2, Artifact Formjat

2.2.1.3. Single Sign-on using Liberty Browser POST

This section describes the identity provider requirements for performing single sign-on using Liberty Browser POST.
IDP-SS0O-008 Single Sign-on using Liberty Browser POST is a mandatory supported feature of the identity

provider conformance profile. The requirements in this section MUST be implemented
according the the relevant sections bitjertyBindProf1.].

IDP-SSO-009 The identity provider MUST process thdib: AuthnRequest> message as specified in
[LibertyBindProfl.1, 3.2.1, Steg5 (Same asIpPP-SSO-003).

IDP-SS0O-010 The identity provider generates an HTML 200 OK response containing an authentication
request. This response MUST conform to the specificatiohilveftyBindProfl.1, 3.2.3, Step
6]

Liberty Alliance Project
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2.2.1.4. Single Sign-on using Liberty WML POST
The Liberty WML POST is deprecated.
2.2.1.5. Single Sign-on using Liberty-Enabled Client and Proxy

This section specifies the identity provider requirements for performing single sign-on using the Liberty-Enabled
Client and Proxy (LECP) interaction.

IDP-SS0-011  Single Sign-on using LECP is a mandatory supported feature of the identity provider confor-
mance profile. The requirements in this section MUST be implemented according the the
relevant sections oLjbertyBindProfl.].

IDP-SS0-012  The identity provider MUST process thdib: AuthnRequest> in the body of the SOAP
POST message from the LECP as specified.ingrtyBindProfl.1, 3.2.1, Steg 5 (See [DP-
SS0-009).

IDP-SS0-013 The identity provider MUST respond to thdib:AuthnRequest> with a HTTP 200
OK response as specified ihipertyBindProfl.1, 3.2.5.2, Step|,6with the correct MIME
type (@pplication/vnd.liberty-response+xmi ) and Liberty-Enabled HTTP header (see
[LibertyBindProfl.1, 3.2.5]11

2.2.2. Register Name Identifier

This section specifies the required and optional features used by an identity provider to register or change a name
identifier for a Principal.  There are four variations of the register name identifier protocol: the name registration
interaction can be initiated by either the identity provider or the service provider, and the protocol can be either HTTP-
Redirect based, or SOAP/HTTP basedgrtyBindProfl.1, 3.3

Note that while the name registration features are optional interactionsiéplaymentsome of these features are
required for a implementation to be conformant. = The following sections describe the mandatory and optional
conformance requirements for an identity provider implementing the register name identifier feature.

2.2.2.1. Register Name ldentifier Initiated at Identity Provider
2.2.2.1.1. HTTP-Redirect Based

This section specifies the requirements for the HTTP-Redirect-based register name identifier initiated at the identity
provider. These requirements are based on the identity provider actions in the interaction descHiliwektiyr [
BindProfl.1, 3.3.11 Note that the timing and mechanism of the initiation of this interaction are not normatively
specified, although the preceeding specification reference offers some examples.

IDP-RNI-001  The identity provider MUST redirect the user agent to the register name identifier service at the
service provider as specified ihipertyBindProf1.1, 3.3.1.1, Steg.2

2.2.2.1.2. SOAP/HTTP Based
IDP-RNI-002  The identity provider MUST only initiate SOAP/HTTP-based register name identifier when the

service provider metadata specifies the appropriate URI identifier as specifigdartyBind-
Profl.1, 3.3.1.2

Liberty Alliance Project
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IDP-RNI-003  The SOAP/HTTP-based Register Name Identifier transactions must use the SOAP binding for
Liberty as defined inllibertyBindProf1.1, 2.1

IDP-RNI-004 The identity provider MUST initiate the Register Name Identifier transaction by sending a
<lib:RegisterNameldentifierRequest> message to the service provider's SOAP end-
point as specified inLibertyBindProfl1.1, 3.3.1.2, Sted.1

IDP-RNI-005 The identity provider MUST process tkéb: RegisterNameldentifierResponse> from
the service provider as specified lnljertyProtSchemal.1, 3.3.3

2.2.2.2. Register Name Identifier Initiated at Service Provider

The following sections describe the interactions for an identity provider implementing the Register Name Identifier
initiated at the service provider.

IDP-RNI-006 Register Name Identifier initiated at service provider is a REQUIRED feature of the Identity
Provider Conformance Profile.  Both the HTTP-Redirect and the SOAP/HTTP interaction
MUST be implemented.

Note that this section refers tdipertyBindProfl.] Register Name Identifier interactions initiated at the identity
provider. The steps associated with the service provider in those interactions are used here as if they were associated
with the identity provider. All references to to service provider and identity provider have been interchanged as
indicated in LibertyBindProf1.1, 3.3.2.1and [LibertyBindProf1.1, 3.3.2]2

2.2.2.2.1. HTTP-Redirect Based

IDP-RNI-007  The identity provider MUST process thdib: RegisterNameldentifierRequest> from
the service provider as specified ihijertyProtSchemal.1, 3.3.3 See LibertyBindProfl1.1,
3.3.1.1, Step}

IDP-RNI-008  The identity provider MUST respond to the service provider with a redirection URL as specified
in the RegisterNameldentifierServiceReturnURL metadata element. The redirection
MUST adhere to the rules specified lrijertyBindProfl.1, 3.3.1.1, Stegd.5
2.2.2.2.2. SOAP/HTTP Based

[IDP-RNI-003 is a requirement for this  interaction.
IDP-RNI-009  The service provider will send &lib:RegisterNameldentifierRequest> proto-

col message to the identity provider. The identity provider MUST record the new
<lib: SPProvidedNameldentifier>

IDP-RNI-010  After a successful registration of thdib:SPProvidedNameldentifier> , the identity
provider MUST respond with alib: RegisterNameldentifierResponse> according to
the processing rules inLjpertyProtSchemal.1, 3.3.3

Liberty Alliance Project
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2.2.3. ldentity Federation Termination Notification

Liberty identity federation termination notification specifies how service providers and identity providers are notified
of federation termination. There are four variations of the federation termination notification interaction: the
federation termination notification interaction can be initiated by either the identity provider or the service provider,
and the protocol can be based on either HTTP-Redirect or SOAP/HTTP.

IDP-FTN-001  This section specifies the conformance requirements for an identity provider to support identity
federation termination notification. All four interactions specifiedLliibgrtyBindProfl.1, 3.4
MUST be implemented.

2.2.3.1. Federation Termination Notification Initiated at the Identity Provider

2.2.3.1.1. HTTP-Redirect

IDP-FTN-002  This interaction MUST NOT be used unless the service provider metadata ele-
ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-idp-http

IDP-FTN-003  This interaction REQUIRES certain preconditions specifiedLibdrtyBindProfl.1, 3.4.1]1
are met.

IDP-FTN-004  In response to a request to the identity provider's federation terminaiton service URL, the
identity provider MUST redirect the user agent to the federation termination service at the
service provider. This redirection MUST adhere to the rules specifiddieiftyBindProfl.1,
3.4.1.1, StepR

2.2.3.1.2. SOAP/HTTP

IDP-FTN-005  This interaction MUST NOT be used unless the service provider metadata ele-
ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-idp-soap

IDP-FTN-006  This interaction REQUIRES certain preconditions specifiedLibdrtyBindProfl.1, 3.4.1p
are met.

IDP-FTN-007 In response to a request from the user agent to the identity provider’s federation termination
service URL, the identity provider MUST send an asynchronous SOAP over HTTP notification
message to the service provider's SOAP endpoint. The SOAP message MUST adhere to the
rules specified inlfibertyBindProfl.1, 3.4.1.2, Stegd.2

The service provider will respond to termination notification with a HTTP 204 No Content response.
IDP-FTN-008  The identity provider MUST process the HTTP 204 No Content response from the service

provider and send an HTTP response confirming the requested action of federation termination
with the specified service provider.

Liberty Alliance Project
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2.2.3.2. Federation Termination Initiated at the Service Provider

The following sections describe the interactions for an identity provider implementing federation termination notifica-
tion initiated at the service provider.

Note that this section refers thipertyBindProfl.] federation termination notifications interactions initiated at the
identity provider. The steps associated with the service provider in those interactions are used here as if they
were associated with the identity provider. All references to to service provider and identity provider have been
interchanged as indicated ihipertyBindProfl.1, 3.4.2.1and [LibertyBindProfl.1, 3.4.22

2.2.3.2.1. HTTP-Redirect

IDP-FTN-009  The identity provider MUST process thkdib: FederationTerminationNotification>
received from the user agent according to the rules definediliertyProtSchemal.1, 3.4.2
and in LibertyBindProfl1.1, 3.4.1.1, Stef.4

IDP-FTN-010  The identity provider’'s federation termination service MUST respond by redirecting the user
agent as specified iljbertyBindProfl.1, 3.4.1.1, Sted.5

2.2.3.2.2. SOAP/HTTP

IDP-FTN-011  The identity provider MUST process thdib: FederationTerminationNotification>
in the SOAP message received from the service provider according to the rules defined in
[LibertyProtSchemal.l1, 3.4.and in [LibertyBindProfl.1, 3.4.1.2, Stegd.3

IDP-FTN-012  The identity provider MUST respond to tkéh: FederationTerminationNotification>
with a HTTP 204 OK responséipertyBindProfl.1, 3.4.1.2, Sted.4

2.2.4. Single Logout

Liberty single logout specifies how service providers and identity providers synchronize logout across all sessions
authenticated by a particular identity provider. There are five variations of the single logout interaction: the single
logout can be initiated by either the identity provider or the service provider, and the protocol can be based on either
HTTP-Redirect, HTTP-GET (only when initiated at the identity provider), or SOAP/HTTP.

IDP-SLO-001  This section specifies the conformance requirements for an identity provider to support Single
Logout. All five interactions specified if.bertyBindProfl1.1, 3.bMUST be implemented.
2.2.4.1. Single Logout Initiated at the Identity Provider
The following sections specify the requirements for single logout when initiated by a user agent at the identity provider.
2.2.4.1.1. HTTP-Redirect
IDP-SLO-002  This interaction MUST NOT be used unless the service provider metadata element

SingleLogOutProtocolProfile specifies the URNttp://projectliberty.org/profiles/slo-idp-
http.

Liberty Alliance Project

10


http://www.projectliberty.org/specs/liberty-architecture-bindings-profiles-v1.1.pdf
http://www.projectliberty.org/specs/liberty-architecture-bindings-profiles-v1.1.pdf
http://www.projectliberty.org/specs/liberty-architecture-bindings-profiles-v1.1.pdf
http://www.projectliberty.org/specs/liberty-architecture-bindings-profiles-v1.1.pdf
http://www.projectliberty.org/specs/liberty-architecture-bindings-profiles-v1.1.pdf
http://www.projectliberty.org/specs/liberty-architecture-bindings-profiles-v1.1.pdf
http://www.projectliberty.org/specs/liberty-architecture-bindings-profiles-v1.1.pdf

245
246
247
248

249
250
251
252

253

254
255
256

257
258
259
260
261

262
263
264
265

266

267
268
269

270
271
272

273

274

275
276
277

Liberty Alliance Project: Version: 1.0
Liberty ID-FF 1.1 Static Conformance Requirements

IDP-SLO-003

IDP-SLO-004

In response to the user agent request, the identity provider MUST redirect the user agent to
the single logout service URL at each service provider for which the identity provider has
provided an authentication assertion during the Principal’s current session. Each redirection
MUST adhere to the rules specified lrjertyBindProfl1.1, 3.5.1.1.1, Ste.2

After receiving the request from the user agent toShmgleLogoutServiceReturnURL as
specified in the identity provider metadata, the identity provider MUST process the request and
send an HTTP response to the user agent confirming that the requested action of a single logout
has been completed.

2.2.4.1.2. HTTP-GET

IDP-SLO-005

IDP-SLO-006

IDP-SLO-007

This interaction MUST NOT be used unless the service provider metadata element
SingleLogOutProtocolProfile specifies the URNttp://projectliberty.org/profiles/slo-idp-
http.

In response to the user agent request, the identity provider MUST respond with a standard
HTTP 200 OK response containing image tags referencing the logout service URL for each of
the service providers for which the identity provider has provided an authentication assertion
during the Principal’s current session. Each image tag MUST adhere to the rules specified in
[LibertyBindProfl.1, 3.5.1.1.2, Stef.2

After receiving the request from the user agent toShgleLogoutServiceReturnURL as
specified in the identity provider metadata, the identity provider MUST process the request and
send an HTTP response to the user agent confirming that the requested action of a single logout
has been completed.

2.2.4.1.3. SOAP/HTTP

IDP-SLO-008

IDP-SLO-009

This interaction MUST NOT be used unless the service provider metadata element

SingleLogOutProtocolProfile specifies the URNttp://projectliberty.org/profiles/slo-idp-
soap.
In response to a SOAP 200 O#ib:LogoutRequest> message from the service provider,

the identity provider MUST send an HTTP response confirming the requested action of single
logout has completed.

2.2.4.2. Single Logout Initiated at the Service Provider

2.2.4.2.1. HTTP-Redirect

IDP-SLO-010

The user agent will access the identity provider’s single logout service URL. The identity
provider MUST process thelib: LogoutRequest> according to the rules defined ihip-
ertyProtSchemal.l, 3.9.1
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IDP-SLO-011

IDP-SLO-012

IDP-SLO-013

The identity provider MUST notify each service provider for which the identity provider has
provided authentication assertions of the logout request via the service provider's preferred
profile [LibertyBindProfl.1, 3.5.2.1, Sted.4

The identity provider MUST terminate the Principal’s current session, and no more authentica-
tion assertions for the Principal are to be given to service providers.

The identity provider MUST respond and redirect the user agent back to the service provider us-
ing the return URL location obtained from tisingleLogoutServiceReturnURL metadata
element as specified ihipertyBindProfl.1, 3.5.2.1, Stefd.5

2.2.4.2.2. SOAP/HTTP

IDP-SLO-014

IDP-SLO-015

IDP-SLO-016

After receiving a<lib:LogoutRequest> from the service provider, the identity provider
MUST process it according to the rules infjertyProtSchemal.1, 3.3.1

The identity provider MUST submit to each service provider for which the identity provider has
provided authentication assertions during the Principal’s current session a request to logout the
Principal as specified irLjbertyBindProfl.1, 3.5.2.2, Stegd.3

The identity provider MUST respond to thdib:LogoutRequest> with a SOAP 200 OK
<lib:LogoutResponse> messagellibertyBindProfl.1, 3.5.2.2, Sted.4

2.2.5. Identity Provider Introduction

This section describes the conformance requirements for an identity provider implementing the identity provider

introduction feature.

The identity provider introduction feature is intended to allow service providers to discover

which identity providers a Principal is using.

IDP-1PI-001

The identity provider introduction feature is a REQUIRED element of identity provider confor-
mance profile.

Although a deployment may choose not to enable the identity provider introduction feature, an identity provider
implementation must provide the feature in order to be conformant.

2.2.5.1. Common Domain Cookie

The identity provider introducton relies on the use of a common domain cookie.

IDP-1P1-002

The common domain cookie MUST be constructed as specifiddbeiftyBindProfl.1, 3.6.JL

2.2.5.2. Setting the Common Domain Cookie

Creating and updating the common domain cookie is the responsibility of the identity provider.

IDP-1PI-003

After authenticating a Principal, the identity provider MUST attempt to set the common domain
cookie, subject to cookie-setting restrictions of the user-agent.
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309 The details of this procedure are implementation-dependent, and are not normatively specified. However, one possible
310 strategy is described iLjbertyBindProfl.1, 3.6.R

311 2.3. Liberty Enabled Client/Proxy (LECP)

312 This section contains detailed specifications of the LECP Profile.

313 2.3.1. General LECP Requirements

314 LCP-SS0O-001 All HTTP requests made by a LECP MUST include a Liberty-Enabled indication. A Liberty-
315 Enabled indication is either a Liberty-Enabled header or User-Agent header containing a
316 Liberty-Enabled value as defined inipertyBindProfl.1, 3.2.5]1

317 The preferred Liberty-Enabled indication is the Liberty-Enabled header.

318 LCP-SS0-002 A LECP SHOULD add the Liberty-Enabled header to each HTTP request. This header MUST
319 be constructed as specified lnljertyBindProfl.1, 3.2.5]1

320 LCP-SS0O-003 ALECP MAY add a Liberty-Enabled entry in the HTTP User-Agent request header, as specified
321 in [LibertyBindProfl.1, 3.2.5]1

322 2.3.2. Single Sign-On

323 The single sign-on interaction is the only LECP interaction specified. This interaction assumes that the user agent has
324 authenticated at the identity provider and that a valid session exists for the user agent at the identity provider.

325 LCP-SS0-004 To initiate single sign-on, the user agent MUST contain at most one Liberty-Enabled header.

326 If a proxy receives a HTTP request that contains a Liberty-Enabled header, it MUST NOT add
327 another Liberty-Enabled header.

328 LCP-SS0-005 A proxy MAY replace the Liberty-Enabled header, but this replacement MUST adhere to the
329 specifications inlfibertyBindProfl.1, 3.2.5.2, Stegd 1

330 Afterreceiving the HTTP 200 OK response (containindila AuthnRequestEnvelope> from the service provider,
331 the LECP will determine the correct identity provider to use.

332 LCP-SSO-006 The LECP MUST issue an HTTP POST of theib:AuthnRequest> in the body

333 of a SOAP message to the identity provider's single sign-on service URL. This
334 MUST be the samexlib:AuthnRequest> as was received in the service providers
335 <lib: AuthnRequestEnvelope> . See LibertyBindProfl.1, 3.2.5.2, Sted.4

336 LCP-SS0-007 In case of any error, the LECP MUST returglé: AuthnResponse> to the service provider
337 as specified inlfibertyBindProfl.1, 3.2.5.2, Stegd.4

338 After receiving a HTTP response from the identity provider, the LECP will issue an HTTP POST to the service
339 provider.

340 LCP-SS0-008 The HTTP POST from the LECP MUST be composed as specifietlibeftyBindProfl.1,
341 3.2.5.2, Stepr
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LCP-SS0-009 In case of any error, the LECP MUST returglé: AuthnResponse> to the service provider
as specified inlfibertyBindProfl.1, 3.2.5.2, Steg.7

2.4. Service Provider Basic Profile

This section defines the minimal conformance requirements for a Service Provider. These requirements are derived
from the steps defined in theipertyBindProfl.1, Section]3which describe the interactions between the user agent,
the service provider, and the identity provider.

2.4.1. Single Sign-On and Federation

2.4.1.1. Common Interaction and Processing

The single sign-on requirements specified here assume that the user agent has already authenticated with the identity
provider, and that a valid session exists for the user agent at the identity provider.

2.4.1.2. Single Sign-on using Browser Artifact

This section describes the service provider actions necessary to perform single sign-on using browser artifact.
SP-SS0-001 Single sign-on using browser artifact is a mandatory feature of the service provider basic
conformance profile. The requirements in this section MUST be implemented as specified
in [LibertyBindProfl.1, Section 3.212nd [LibertyBindProfl.1, 3.2.1, Steps 8 and]10
The user agent initiates the single sign-on by making an HTTP request to the service provider, as indicated in
[LibertyBindProfl.1, 3.2.1, Stef.1The service provider then obtains the address of the appropriate identity provider
in an implementation-dependent way (not normatively specified).

SP-SS0-002 The service provider MAY use the Liberty identity provider introduction interaction while
processing the user agent request.

After determining the appropriate identity provider location, the service provider then responds to the user agent with
an HTTP redirect.

SP-SS0-003 The HTTP redirection response MUST adhere to the specificationsiberfyBindProfl.1,
3.2.2.1, StepB

After obtaining an a SAML assertion from the identity provider, the user agent accesses the assertion consumer service
at the service provider.

SP-SS0-004 The service provider MUST send esamlp:Request> SOAP message to the identity
provider's SOAP endpoint as specified liljertyBindProfl.1, 3.2.2.1, Sted 8

SP-SS0-005 The service provider MUST process th&aml: Assertion> returned by the identity provider
as specified inlfibertyBindProfl.1, 3.2.2.1, Step 1.0
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2.4.1.3. Single Sign-on using Liberty Browser POST

This section describes the service provider requirements for performing single sign-on using Liberty browser POST.

SP-SS0-006 Single sign-on using Liberty browser POST is a mandatory supported feature of the service
provider Basic conformance profile. The requirements in this section MUST be implemented
according the the relevant sections bitjertyBindProf1.1, 3.2.3

The user agent initiates the single sign-on by making an HTTP request to the service provider’s intersite transfer service
as indicated inllibertyBindProfl.1, 3.2.1, Step].1The service provider then obtains the address of the appropriate
identity provider in an implementation-dependent way (not normatively specified).

The service provider’'s responds to the user agent request by redirecting the user agent to the single sign-on service
URL at the identity provider.

SP-SS0-007 The redirection MUST adhere to the rules specifiedLibg¢rtyBindProfl.1, 3.2.3, Step.3

After obtaining an authentication assertion, the user agent will issue an HTTP POST request containing the
<lib:AuthnResponse> to the service provider.

SP-SS0-008 The service provider MUST process thib: AuthnResponse> inthe HTTP POST from the
user agent as specified inipertyBindProf1.1, 3.2.2.1, Step L0

2.4.1.4. Single Sign-on using Liberty WML POST
The Liberty WML POST is deprecated.

2.4.1.5. Single Sign-on using Liberty-Enabled Client and Proxy

This section specifies the service provider requirements for performing single sign-on using the Liberty-Enabled Client
and Proxy (LECP) interaction.

SP-SS0-009 Single sign-on using LECP is a mandatory supported feature of the service provider basic
conformance profile. The requirements in this section MUST be implemented according to
[LibertyBindProfl.1, 3.2.p

The user agent will submit request to the service provider which contains the requisite Liberty-Enabled indications.

SP-SS0-010 The service provider MUST NOT obtain an identity provider address or perform identity

provider introduction.

SP-SS0-011 The service provider MUST issue an HTTP 200 OK response to the user agent. The response
MUST adhere to the specifications dfljertyBindProfl.1, 3.2.5.2, Steg.3

SP-SS0-012 If the service provider does not support Liberty version advertised by the LECP, the service
provider MUST return an HTTP 501 Not Implemented response to the LECP with the reason
phrase "Unsupported Liberty Version."

SP-SS0-013 The service provider SHOULD place appropriate headers in the response to ensure the response
is not cached as specified inipertyBindProfl.1, 3.2.5.2, Sted.3
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405 After obtaining an authentication assertion, the user agent will issue an HTTP POST request containing the
406 <lib:AuthnResponse> to the service provider.

407 SP-SS0-014 The service provider MUST process tiib: AuthnResponse> inthe HTTP POST from the
408 user agent as specified ibilpertyBindProfl.1, 3.2.2.1, Step 1.0

409 2.4.2. Register Name Identifier

410 2.4.2.1. Register Name Identifier Initiated at Identity Provider

411 The following sections describe the interactions for a service provider implementing the register name identifier
412 initiated at the identity provider.

413 2.4.2.1.1. HTTP-Redirect Based

414 SP-RNI-001 The HTTP-Redirect based register name identifier (initiated at the identity provider) is a
415 REQUIRED feature of the service provider basic profile.

416 SP-RNI-002  The service provider MUST process thib: RegisterNameldentifierRequest> from

417 the identity provider as specified ihipertyProtSchemal.l, 3.3.3 See LibertyBindProfl.1,

418 3.3.1.1, Step}

419 SP-RNI-003  The service provider MUST respond to the identity provider with a redirection URL as specified
420 in the RegisterNameldentifierServiceReturnURL metadata element. The redirection
421 MUST adhere to the rules specified liljertyBindProfl.1, 3.3.1.1, Stef.5

422 2.4.2.1.2. SOAP/HTTP Based

423 SP-RNI-004 The SOAP/HTTP based register name identifier (initiated at the identity provider) is an OP-
424 TIONAL feature of the service provider basic profile.

425 SP-RNI-005 The SOAP/HTTP-based register name identifier transactions MUST use the SOAP binding for
426 Liberty as defined inlfibertyBindProfl.1, 2.1.

427 SP-RNI-006  The identity provider will send a<lib:RegisterNameldentifierRequest> pro-

428 tocol message to the service provider. The service provider MUST record the new
429 <lib:IDPProvidedNameldentifier>

430 SP-RNI-007  After a successful registration of thdib:IDPProvidedNameldentifier> , the service

431 provider MUST respond with alib: RegisterNameldentifierResponse> according to

432 the processing rules inLjpertyProtSchemal.1, 3.3.3
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2.4.2.2. Register Name ldentifier Initiated at Service Provider

Note that this section refers tdipertyBindProfl.] register name identifier interactions initiated at the identity
provider. The steps associated with the service provider in those interactions are used here as if they were associated
with the identity provider. All references to to service provider and identity provider have been interchanged as
indicated in LibertyBindProf1.1, 3.3.2]2

2.4.2.2.1. HTTP-Redirect Based

SP-RNI-008 The HTTP-Redirect based register name identifier (initiated at the service provider) is a
REQUIRED feature of the service provider basic profile.

The service provider can initiate the register name identifier interaction, though the circumstances of this initiation are
not normatively specified.

SP-RNI-009  The service provider MUST redirect the user agent to the register name identifier service at the
identity provider as specified itjpertyBindProfl1.1, 3.3.1.1, Steg.2
2.4.2.2.2. SOAP/HTTP Based
SP-RNI-010 The SOAP/HTTP based register name identifier (initiated at the service provider) is an OP-

TIONAL feature of the service provider basic profile.

SP-RNI-011  The service provider MUST only initiate SOAP/HTTP-based register name identifier when the
identity provider metadata specifies the appropriate URI identifier as specifiedantlyBind-
Profl.1, 3.3.1.R

SP-RNI-012  The SOAP/HTTP-based register name identifier transactions MUST use the SOAP binding for
Liberty as defined inlfibertyBindProfl1.1, 2.1

SP-RNI-013  The service provider MUST initiate the register name identifier transaction by sending a
<lib:RegisterNameldentifierRequest> message to the identity provider's SOAP end-
point as specified inLibertyBindProfl.1, 3.3.1.2, Sted.1

SP-RNI-014  The service provider MUST process thiéh: RegisterNameldentifierResponse> from
the identity provider as specified ihipertyProtSchemal.1, 3.3.3

2.4.3. ldentity Federation Termination Notification

Liberty identity federation termination notification specifies how service providers and identity providers are notified
of federation termination. = There are four variations of the federation termination notification interaction: the
federation termination notification interaction can be initiated by either the identity provider or the service provider,
and the protocol can be based on either HTTP-Redirect or SOAP/HTTP.

2.4.3.1. Federation Termination Notification Initiated at the Identity Provider

2.4.3.1.1. HTTP-Redirect

SP-FTN-001 The HTTP-Redirect based federation termination notification (initiated at the identity provider)
is a REQUIRED feature of the service provider basic profile.
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SP-FTN-002  The service provider MUST process thib: FederationTerminationNotification>
received from the user agent according to the rules definediliertyProtSchemal.1, 3.4.2
and in LibertyBindProfl1.1, 3.4.1.1, Stegd.4

SP-FTN-003 The service provider's federation termination service MUST respond by redirecting the user
agent as specified injbertyBindProfl.1, 3.4.1.1, Sted.5

2.4.3.1.2. SOAP/HTTP
SP-FTN-004 The SOAP/HTTP based federation termination notification (initiated at the identity provider) is

an OPTIONAL feature of the service provider basic profile.

SP-FTN-005 The service provider MUST process thib: FederationTerminationNotification>
in the SOAP message received from the identity provider according to the rules defined in
[LibertyProtSchemal.l1, 3.4.and in [LibertyBindProfl.1, 3.4.1.2, Stegd.3

SP-FTN-006  The service provider MUST respond to #l: FederationTerminationNotification>
with a HTTP 204 OK responséipertyBindProfl.1, 3.4.1.2, Sted.4

2.4.3.2. Federation Termination Initiated at the Service Provider

2.4.3.2.1. HTTP-Redirect
SP-FTN-007 The HTTP-Redirect based federation termination notification (initiated at the service provider)

is a REQUIRED feature of the service provider basic profile.

SP-FTN-008 This interaction MUST NOT be used unless the identity provider metadata ele-
ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-sp-http

SP-FTN-009  This interaction REQUIRES certain preconditions specifiedLibdrtyBindProfl1.1, 3.4.1]1
are met.

SP-FTN-010 Inresponse to arequestto the service provider's federation terminaiton service URL, the service
provider MUST redirect the user agent to the federation termination service at the identity
provider. This redirection MUST adhere to the rules specifiedlilodrtyBindProfl.1, 3.4.1.1,

Step 2.
2.4.3.2.2. SOAP/HTTP

SP-FTN-011 The SOAP/HTTP based federation termination notification (initiated at the service provider) is
an OPTIONAL feature of the service provider basic profile.
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SP-FTN-012

SP-FTN-013

SP-FTN-014

This interaction MUST NOT be used unless the identity provider metadata ele-
ment FederationTerminationNotificationProtocolProfile specifies the URI
http://projectliberty.org/profiles/fedterm-sp-soap

This interaction REQUIRES certain preconditions specifiedLibdrtyBindProfl.1, 3.4.1p
are met.

In response to a request from the user agent to the service provider’s federation termination
service URL, the service provider MUST send an asynchronous SOAP over HTTP notification
message to the identity provider's SOAP endpoint. The SOAP message MUST adhere to the
rules specified inlfibertyBindProfl.1, 3.4.1.2, Stegd.2

The identity provider will respond to termination notification with a HTTP 204 No Content response.

SP-FTN-015

The service provider MUST process the HTTP 204 No Content response from the identity
provider and send an HTTP response confirming the requested action of federation termination
with the specified identity provider.

2.4.4. Single Logout

Liberty single logout specifies how service providers and identity providers synchronize logout across all sessions
authenticated by a particular identity provider. There are five variations of the single logout interaction: the single
logout can be initiated by either the identity provider or the service provider, and the protocol can be based on either
HTTP-Redirect, HTTP-GET (only when initiated at the identity provider), or SOAP/HTTP.

Note that Single Logout, in the general case, is an iterative process from the perspective of an identity provider since
the identity provider must contact each service provider to which it has issued authentication assertions. However,
for a service provider, the single logout interaction is a single event.

2.4.4.1. Single Logout Initiated at the Identity Provider

2.4.4.1.1. HTTP-Redirect

SP-SLO-001

SP-SLO-002

SP-SLO-003

SP-SLO-004

The HTTP-Redirect based single logout interaction (initiated at the identity provider) is a
REQUIRED feature of the service provider basic profile.

The user agent will access the service provider’s single logout service URL via a redirect
from the identity provider. The service provider MUST processdiiteLogoutRequest>
according to the rules defined ihipertyProtSchemal.l, 3.3.1

The service provider MUST invalidate the session(s) of the Principal referred to in the name
identifier received from the identity provider in théb:LogoutRequest>

The service provider MUST respond and redirect the user agent back to the identity provider us-
ing the return URL location obtained from ti$éngleLogoutServiceReturnURL metadata
element as specified ihipertyBindProf1.1, 3.5.1.1.1, Stef}.5
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24.4.1.2. HTTP-GET

SP-SLO-005

The HTTP-GET based single logout interaction (initiated at the identity provider) is a RE-
QUIRED feature of the service provider basic profile.

The user agent will access the single logout service URL of the service provide as a result of an image tag load
generated by the identity provider.

SP-SLO-006

SP-SLO-007

SP-SLO-008

The service provider MUST process théib:LogoutRequest> according to the rules
defined in LibertyProtSchemal.1, 3.3.1

The service provider MUST invalidate the session(s) of the Principal referred to in the name
identifier received from the identity provider in th#b: LogoutRequest>

The service provider MUST respond and redirect the user agent image load back to the identity
provider's logout completion URL obtained from ttgngleLogoutServiceReturnURL

metadata element. The HTTP response MUST be formed as specifigténtyBindProf1.1,
3.5.1.1.2, Steps

2.4.4.1.3. SOAP/HTTP

SP-SLO-009

SP-SLO-010

SP-SLO-011

SP-SLO-012

The SOAP/HTTP based single logout interaction (initiated at the identity provider) is an
OPTIONAL feature of the service provider basic profile.

After receiving a<lib:LogoutRequest> from the identity provider, the service provider
MUST process it according to the rules idljertyProtSchemal.l, 3.5.1

The service provider MUST invalidate the session(s) of the Principal referred to in the name
identifier received from the identity provider in th#b: LogoutRequest>

The service provider MUST respond to thkb:LogoutRequest> with a SOAP 200 OK
<lib:LogoutResponse> messagellibertyBindProfl.1, 3.5.1.2, Sted.4

2.4.4.2. Single Logout Initiated at the Service Provider

2.4.4.2.1. HTTP-Redirect

SP-SLO-013

The HTTP-Redirect based single logout interaction (initiated at the service provider) is a
REQUIRED feature of the service provider basic profile.

The user agent will access the single logout service URL at the service provider.

SP-SLO-014

The service provider’s single logout service responds and redirects the user agent to the single
logout service at the identity provider. The HTTP redirect MUST adhere to the rules specified
in [LibertyBindProfl.1, 3.5.2.1, Stef.2
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559 After the identity provider has processed the single logout request and contacted the appropriate service providers, the
560 user agent will be redirected back to the service provider contacted originally.

561 SP-SLO-015 The service provider SHOULD send an HTTP 200 OK response to the user agent with
562 confirmation of the logout.

563 2.4.4.2.2. SOAP/HTTP

564 SP-SLO-016 The SOAP/HTTP based single logout interaction (initiated at the service provider) is an
565 OPTIONAL feature of the service provider basic profile.

566 The user agent will initiate single logout by accessing the single logout service URL at the service provider via an
567 HTTP request.

568 SP-SLO-017 Inresponse to the single logout request, the service provider sends a SOAP over HTTP request
569 to the identity provider's SOAP endpoint. The SOAP request MUST be constructed and
570 processed as specified inlpertyBindProfl.1, 3.5.2.2, Stef.2

571 The identity provider will contact all service providers to which it has issued assertions for the Principal to request a
572 logout action. The identity provider may determine that one or more of the service providers do not support the SOAP
573 single logout interaction. The identity provider will returrxiéb: LogoutResponse> containing a status code of

574  <lib:UnsupportedProfile>

575 SP-SLO-018 Ifthe identity provider responds to the single logout request wibthUnsupportedProfile> ,
576 the service provider MUST re-submit itdib: LogoutRequest> via the HTTP interaction
577 specified above.

578 SP-SLO-019 If the identity provider responds to the logout request with a SOAP 200 OK
579 <lib:LogoutResponse> , indicating successful single logout, the service provider SHOULD
580 send a HTTP response to the user agent confirming the single logout.

581 2.4.5. Identity Provider Introduction

582 This section describes the conformance requirements for a service provider implementing the identity provider
583 introduction feature. The identity provider introduction feature is intended to allow service providers to discover
584 which identity providers a Principal is using.

585 SP-IPI-001  The identity provider introduction feature is an OPTIONAL element of the service provider
586 basic conformance profile.

587 2.4.5.1. Common Domain Cookie

588 The identity provider introducton relies on the use of a common domain cookie.

589 SP-IPI-002  The common domain cookie MUST be constructed as specifiddbeiftyBindProfl.1, 3.6.]L
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2.4.5.2. Obtaining the Common Domain Cookie

The service provider uses the common domain cookie to determine which identity providers a Principal uses. The
common domain cookie is presented to the service provider after being read by an HTTP server in the common
domain; the details of this interaction are outside the scope of this document.

SP-IPI1-003  If the HTTP server in the common domain is operated by the service provider, the service
provider MAY redirect the user agent to an identity provider for single sign-on.

The details of this procedure are implementation-dependent, and are not normatively specified. However, one possible
strategy is described injpertyBindProfl.1, 3.6.B

2.5. Service Provider Complete Profile
This section defines the conformance requirements for the SP complete Profile.
SP-COMPLETE The service provider complete profile is defined to be the service provider basic profile with

all optional interactions changed to REQUIRED except for the identity provider introduction
interaction.
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