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1. Introduction

Liberty Identity Web Services Framework (ID-WSF) and Service Interface Specification (ID-SIS) mefshges
tyIDWSFOverview] collectively referred to atD-* messagesdn this specification, are designed so that they may be
mapped onto various transport or transfer protocols. Thus, they are designed to be conveyed in the data portion of the
underlying protocol's messages. ID-* messages do not intrinsically address specific aspects of message exchange
such as: to which system entity the message is to be sent, message correlation, the mechanics of message exchange,
or security context.

Examples of ID-* messages include th@®iscoverylLookupRequest> message oflLibertyDisco], and the
<Modify> message diLibertylDPP].

This specification defines a mapping of ID-* messages onto S[3&APv1.1] an XML-basedXML] messaging
protocol.

SOAP itself does not define the specific message exchange aspects mentioned above, buestfansibility model

that may be used to define message components that do address such message exchange specifics. SOAP extensibility
is effected by adding message components to the portion of the SOAP message cadlleddbe These message
components are referred to 8©AP header blocKSOAPvV1.2]

This specification defines a number of SOAP header blocks, addressing specific aspects of ID-* message exchange
functionality. They are:

* Message Correlation:
SOAP does not define a mechanism to correlate one SOAP message with another message, such as in a request-
response paradigm. This specification definesttwrelation> header block for this purpose.

* Provider and affiliation declaration:
Participants in ID-* interactions may declare themselves by their Provider ID, as well as their Affiliation ID if
appropriate. This specification defines #iovider> header block for this purpose.

* Processing context:
An ID-* requester may need to express additional context for a given request, for example indicating that the
requester expects to make such requests in the future when the Principal may or may not be online. This
specification defines theProcessingContext> header block for this purpose.

* Consent Claims:
ID-WSF-based entities may wish to claim whether they obtained the Principal’s consent for carrying out any
given operation, such as updating a Principal’s Personal Profile [githertyIDPP]. This specification defines the
<Consent> header block for this purpose.

« Usage Directives:
ID-WSF-based entities may wish to indicate their policies for handling data at the time of data request, and entities
releasing data may wish to specify their policies for the subsequent use of data at the time of data release. This
specification defines theUsageDirective>  header block for this purpose.

* Timeout:
The<Timeout> header block is defined in this specification to allow the receiver of an ID-* message to indicate
that processing of the received message failed due to a timeout condition.

* Credentials Context:
The receiver of an ID-* message might indicate that credentials supplied in the request did not meet its policy in
allowing access to the requested resource. IredentialsContext> header block allows such policies to be
expressed to the requester.
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« Service Instance Update:
The<ServicelnstanceUpdate> header block allows a service to indicate that requesters should contact it on a
different endpoint or use a different security mechanism and credentials to access the requested resource.

Additionally, this specification defines how ID-* messages are bound into SOAP message bodies, and how the SOAP
header blocks implementing the above functionalities are bound into SOAP message headers.

Note that other specifications in the ID-WSF specification suite also define SOAP header blocks, for example
[LibertySecMech]and [LibertyInteract] which may be used concurrently with the header blocks defined in this
specification. Header blocks specified in specifications outside of the ID-WSF specification suite may also be
composed with ID-WSF header blocks. An example is these:Security> header block as discussed in
[LibertySecMech] However no further mention of doing such is made in this specification.
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2. Notation and Conventions

This specification uses schema documents conforming to W3C XML Sch@aieemalland normative text to
describe the syntax and semantics of XML-encoded protocol messages.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as describ@dhC2119]

“they MUST only be used where it is actually required for interoperation or to limit behavior which
has potential for causing harm (e.g., limiting retransmissions) ”

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application
features and behavior that affect the interoperability and security of implementations. When these words are not
capitalized, they are meant in their natural-language sense.

2.1. XML Namespaces

This specification makes normative use of the XML namespace prefixes ndtablenl

Table 1. XML Namespaces and Prefixes

Prefix Namespace
sb: Represents the Liberty SOAP Binding namespaae:liberty:sh:2003-08
Note:

This is the point of definition of this namespace. This namespace is the default
for instance fragments, type names, and element names in this document when a
namespace is not explicitly noted.

sbh-ext: Represents a Liberty SOAP Binding Extensions namespacdiberty:sh:2004-04
idpp: Represents the namespace definddiimertyIDPP].

is: Represents the namespace defindtliimertyInteract]

S: Represents the SOAP namespadetp://schemas.xmlsoap.org/soap/envelope

This namespace is defined[ROAPv1.1]
wsse: Represents the SOAP Message Security namespace:
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wsswssecurity-secext-1.0.xsd

[This namespace is defined[lnbertySecMech]

XS: Represents the W3C XML schema namespace:
http://www.w3.0rg/2001/XMLSchema

This namespace is defined[Bchemal]

2.2. Terminology

This section defines key terminology used in this specification. Definitions for other Liberty-specific terms can be
found in[LibertyGlossary] See als§RFC2828]for overall definitions of security-related terms.

affiliation
An affiliation is a set of one or more entities, describedrgvider ID§ who may perform Liberty interactions
as a member of the set. An affiliation is referenced by exactlyAdfigation ID, and is administered by exactly
one entity identified by their Provider ID. Members of an affiliation may invoke services either as a member of
the affiliation—by virtue of their Affiliation 1D, or individually by virtue of their Provider IRibertyGlossary]
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Affiliation 1D
An Affiliation ID identifies araffiliation. It is schematically represented by thféiliationID attribute of the
<AffiliationDescriptor> metadata elemefitibertyMetadata]

client

A role assumed by aystem entitywho makes a request of another system entity, often terrsedvafRFC2828]
i.e. aclient is also aender

ID-*
A shorthand designator referring to the Liberty ID-WSF, ID-FF, and ID-SIS specification sets. For example, one
might say that the former specification sets are all part of the Liberty ID-* specification suite.

ID-* header block
One of the header blocks defined in this specification, or defined in any of the other Liberty ID-* specification
suite.

ID-* message
Equivalent toordinary ID-* message

ID-* fault message
An ID-* fault messagds a SOAP<S:Fault> element containing aStatus> element, with the attributes and
attribute values of both elements configured as specified herein, or as specified in other specification(s) in the
ID-WSF or ID-SIS specification sets.

ID-SIS
Liberty Identity Service Interface specification set.

ID-WSF
Liberty Identity Web Services Framework specification set.

MEP
see Message Exchange Pattern.

Message Exchange Pattern
A [SOAPv1.2]term for the overall notion of various patterns of message exchange between SOAP nodes. For
example, request-reply and one-way are MiBPsused in this specification.

message thread
A message threaid a synchronous exchange of messages in a request-redpaRrdeetween twd&SOAP nodes
All the messages of a given message thread are "linked" via each messageation> header block
refToMessagelD  attribute value being set, by the sender, from the previous successfully received message’s
<Correlation> header blocknessagelD attribute value.

ordinary ID-* message
An ordinary ID-* messageis a Liberty Identity Web Services Framework (ID-WSF) or Service Interface
Specification (ID-SIS) message as defined in[thieertyDST], [LibertyDisco], and[LibertylDPP] specifications
and others. It has the characteristics of being designed to be conveyed by essentially any transport or transfer
protocol, notably SOARSOAPvV1.1] It is also known among the ID-* specifications asavice requesir an
ID-WSF (service) request, or an ID-SIS (service) request.

processing context
A processing contexs the collection of specific circumstances under which a particular processing step or set of
steps take place.

processing context facet
A processing context facet an identified aspect, inherent or additive, gfracessing context
Liberty Alliance Project
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provider
A provideris a Liberty-enabled entity that performs one or more of the provider roles in the Liberty architecture,
for example Service Provider or Identity Provider. See algmerty-enabled Providein [LibertyGlossary]
Providers are identified in Liberty protocol interactions by tH&iovider IDsor optionally theirAffiliation 1D
if they are a member of an affiliation(s) and are acting in that capacity.

Provider ID
A Provider ID identifies an entity known as provider. It is schematically represented by theviderlD
attribute of the<EntityDescriptor> metadata elemeffitibertyMetadata]

receiver

A role taken by asystem entityvhen it receives a message sent by another system entity. Se&&Cdbreceiver
in [SOAPV1.2]

role
A function or part performed, especially in a particular operation or prddéssiam-Webster]

sender
A role donned by aystem entityvhen it constructs and sends a message to another system entity. Se@AaR0
senderin [SOAPvV1.2]

server
A role performed by asystem entitghat provides a service in response to requests from other system entities
calledclient§RFC2828] Note that in order to provide a service to clients, a server will often be bednder
and areceiver

service request
A service requess another term for anrdinary ID-* message Service request is also loosely equivalent to a
"SOAP-bound (ordinary) ID-* message".

SOAP-bound ID-* message
A SOAP messageonveying ID-WSF and perhaps ID-SIS header blocks and conveying eittoedigiary ID-*
messag®r anlD-* fault message After being bound to SOAP, the resultant composite messages are referred to
as anOrdinary SOAP-bound ID-* Messagad aSOAP-bound ID-* Fault Messageespectively.

SOAP header block
A [SOAPv1.2]term whose definition is: An [element] used to delimit data that logically constitutes a single
computational unit within the SOAP header.[BOAPv1.1]these are known as simpBOAP headerr simply
headers This specification uses the SOAPv1.2 terminology.

SOAP message
In this specification, the terfBOAP messagefers to a message consisting of only&Envelope> element as
defined in[SOAPv1.1] It contains two top-level subelements3:Header> and<S:Body> . This message is in
turn mapped onto a lower-layer transport or transfer protocol, typically HRAZ2616].

SOAP node
A [SOAPv1.2]term describingsystem entitiesvho are parties to SOAP-based message exchanges that are, for
purposes of this specification, also the ultimate destination of the exchanged messa§&#ARendpoints In
[SOAPV1.1] SOAP nodes are referred to 8OAP endpointsor simply endpoints This specification uses the
SOAPV1.2 terminology.

system entity

An active element of a computer/network system. For example, an automated process or set of processes, a
subsystem, a person or group of persons that incorporates a distinct set of functj@#elityGloss].

Liberty Alliance Project
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2.3. Treatment of Boolean Values

For readability, when an XML Schema type is specified txdmeboolean , this document discusses the values as
TRUEandFALSErather than1" and"0" , which will exist in a document instance conforming to the SOAP Envelope
1.1 schem@SOAPV1.1-Schema]

2.4. String and URI Values

All string and URI[RFC2396]values in this specification have the typing  (as abase type in this case) and
anyURI respectively, which are built in to the W3C XML Schema Datatypes specificgBonema?2] All strings

in ID-WSF messages MUST consist of at least one non-whitespace character (whitespace is defined in the XML
RecommendatiofiXML] section 2.3). Empty and whitespace-only values are disallowed. Also, unless otherwise
indicated in this specification, all URI values MUST consist of at least one non-whitespace character.

Note:
The ID types described iection 3.2 "ID" Types and Message Identifie@restring -based.

Also, various element and/or attribute components of the schema described by this specification (see
Appendix A SOAP Binding Schema below) may have further requirements placed on the values they
may take on. For example, s€ection 5.1.2 messagelD Value Requirements

2.5. Time Values

All time values in this specification have the tygateTime , which is built in to the W3C XML Schema Datatypes
specificatiofSchema2pnd MUST be expressed in UTC form.

Senders and receivers SHOULD NOT rely on other applications supporting time resolution finer than milliseconds.
Implementations MUST NOT generate time instants that specify leap seconds.

Liberty Alliance Project
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3. Schema Particulars

This section addresses schema particulars such as which schemas this specification defines, describes, and depends
upon, as well as various underlying schema types.

3.1. Schema Declarations

This specification normatively defines and describes an XML schema which is constituted in the XML Schema
[Schemalfiles ("Liberty ID-WSF SOAP Binding Schema v1.0, v1.1", reproducefppendix A Appendix B). In
addition, the Liberty ID-WSF SOAP Binding Schema files explicitly include, in the XML Schema sense, the Liberty
ID-WSF utility schema file (reproduced Byppendix Q.

Also, the Liberty ID-WSF SOAP Binding Schema files explicitly depend upon the SOAPv1.1 s¢B&mdrv1.1-
Schema]reproduced irAppendix D).

3.2. "ID" Types and Message Identifiers

TheIDType simple type is used in this specification to declaressage identifiersThe IDReferenceType is used
to reference message identifiers.

The schema fragment ifigure 1 from the ID-WSF Utility schemaAppendix Q, defines thelDType and
IDReferenceType  simple types.

<xs:simpleType name="IDType">
<xs:annotation>
<xs:documentation>This type should be used to provided IDs to components that have IDs that
may not be scoped within the local xml instance document. </xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string"/>
</xs:simpleType>
<xs:simpleType name="IDReferenceType">
<xs:annotation>
<xs:documentation> This type can be used when referring to elements that are
identified using an IDType </xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string"/>
</xs:simpleType>

Figure 1. IDType and IDReferenceType Schema

3.3. Status Types

The<Status> element, of typeStatusType complex type, is used in this specification to convey status codes and
related information. The schema fragmentigure 2 from the ID-WSF Utility schemaXppendix Q, shows both
the<Status> element andtatusType complex type.

Liberty Alliance Project
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<xs:element name="Status" type="StatusType">
<xs:annotation>
<xs:documentation> A standard Status type</xs:documentation>
</xs:annotation>
</xs:element>

<xs:complexType name="StatusType">
<xs:annotation>
<xs:documentation> A type that may be used for status codes. </xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element ref="Status" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="code" type="xs:QName" use="required"/>
<xs:attribute name="ref" type="IDReferenceType" use="optional"/>
<xs:attribute name="comment" type="xs:string" use="optional"/>
</xs:complexType>

Figure 2. Status and StatusType Schema

3.3.1. Status Codes

This section lists, iMable 2 the values defined in this specification for thele attribute of the<Status>

Liberty Alliance Project
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Table 2. Status Codes

Version: 1.2

Code

Semantics

Suggested Fau
Source

sb:InvalidActor

There is an issue with thector
header block in the indicated message.

attribute on the indicate8:Client

sb:InvalidMustUnderstand

There is an issue with th@ustUnderstand
indicated header block in the indicated message.

attribute on thes: Client

sh:StaleMsg

relation timestamp value outside of the receivers allowablg
window.

The indicated inbound SOAP-bound ID-* message has a®dlient

time

sb:DuplicateMsg

The indicated inbound SOAP-bound ID-* message appe
be a duplicate.

ABs Chient

sb:InvalidRefToMsgID

The indicated inbound SOAP-bound ID-* message ap

thread.

pBatdient

to incorrectly refer to the preceding message in the message

sb:ProviderIDNotValid

The receiver does not consider the claimed Provider ID
valid.

I8 fedient

sh: AffiliationIDNotValid

valid.

The receiver does not consider the claimed Affiliation ID tpgSh8erver

sh:IDStarMsgNotUnderstood

There was a problem with understanding/parsing the con
ID-* message.

VByE€tent

sbh:ProcCtxURINotUnderstood

The receiver did not understand the processing context
URI.

&g18Hrver

the endpoint to which the request should be re-submitted.

sh:ProcCtxUnwilling The receiver is unwilling to apply the sender’s stipulated |[$dServer
cessing context.

sh:CannotHonourUsageDirectiveThe receiver is unable or unwilling to honor the stipulaf&erver
usage directive.

sb-ext: EndpointMoved The request cannot be processed at this |&n8erver
point.  This is typically used in conjunction with the
<ServicelnstanceUpdate> header block to indicate

sb-ext:InappropriateCredentials

The sender has submitted a request that does not me
needs of the receiver. The receiver may indicate crede
that are acceptable to them via@redentialsContext> of
<ServicelnstanceUpdate> header block.

&t Chient
ntials

sh-ext:ProcessingTimeout

The sender is indicating that processing of the re
has failed due to the processing taking longer than
maxProcessingTime  specified on the requestTimeout>

n8eServer
the

header block.

3.4. SOAP Fault Types

The SOAPv1.Fault andDetail

The schema fragment iRigure 3 extracted from{SOAPv1.1-Schemaldefines the SOAPv1.Eault
complex types, which define thes:

Note:

The <S:Fault>

—

complex types are used in this specification to convey processing exceptions.

Fault> and<detail> elements, respectively.

conveyed in theS:Body> of a SOAP message.

Liberty Alliance Project
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<xs:element name="Fault" type="tns:Fault"/>

<xs:complexType name="Fault" final="extension">

<xs:annotation>
<xs:documentation>

Fault reporting structure

</xs:documentation>
</xs:annotation>
<xs:sequence>

<xs:element name="faultcode" type="xs:QName"/>

<xs:element name="faultstring" type="xs:string"/>

<xs:element name="faultactor" type="xs:anyURI" minOccurs="0"/>
<xs:element name="detail" type="tns:detail" minOccurs="0"/>

<Ixs:sequence>
</xs:complexType>

<xs:complexType name="detail">
<xs:sequence>

</xs:sequence>

<xs:anyAttribute namespace="##any" processContents="lax"/>

</xs:complexType>

Figure 3. SOAPFault anddetail Types Schema

Liberty Alliance Project
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s14 4. SOAP Binding

315 This section defines the notion -* messagesnd the overall, high-level considerations with respedtitwling
316 them intoSOAP messagédsr subsequent conveyance. The detailed processing rules are then given in
317 Section 5.3 Messaging Processing Rules

318 4.1. SOAP Version

319 This specification normatively depends upon SOAP version 1.1, as specifi@®APv1.1]. Messages conformant
320 to this specification MUST also be conformant {§OAPv1.1]

321 4.2. The SOAPAction HTTP Header

322 [SOAPvl.1]ldefines the SOAPAction HTTP header, and requires its usage on HTTP-bound SOAP messages. This
323 header may be used to indicate the "intent" of a SOAP message to the recipient. When a SOAP message conformant
324 to this specification is emitted bound to HTTP, according to the binding specifigl0APv1.1] the SOAPAction

325 HTTP header SHOULD be set to " (an empty string).

326 Note:

327 It should be noted thgivVSDLv1.1] documents may be defined that specify the value of the SOAPAction

328 header to be included on messages sent to the service defined in WSDL. A tool that generates message-
329 producing code might thus auto-generate code that adds a SOAPAction header of a different value than that
330 specified above.

331 4.3. Ordinary ID-* Messages

332 Ordinary ID-* Messagesre messages of the forms defined in Liberty ID-WSF and ID-SIS specification sets (see
333 Section 2.2 Terminology above).  For example, these are the class of messages defifigthartyDST], or

334 the Discovery Service specificatidhibertyDisco], or in the ID-PersonalProfile specificatighibertylDPP]. See

335 Example 1 These messages must be mapped onto an underlying transport or transfer protocol in order for them
336 to be communicated between system entities.

337

338

339 <idpp:Query>

340 :

341 <!-- various message-specific subelements may go here -->

342 :

343 </idpp:Query>

345

346 Example 1. A Specific ID-* Message: Theidpp:Query> Message

347 4.4. ID-* Fault Messages

348 An ID-* Fault Messageconsists of a SOARS:Fault> element (se&ection 3.4 SOAP Fault Type3 containing

349 a<Status> element, with the attributes and attribute values of both elements configured as specified herein, or as
350 specified in other specification(s) in the ID-WSF or ID-SIS specification sets.

351 The<S:Fault> element’s attributes and child elements MUST be tailored according to these rules:

352 1.The<S:Fault> element:

Liberty Alliance Project
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A. SHOULD contain afaultcode> element whose value SHOULD be eith&:Server " or "S:client ",
Note:
A <faultcode> of "S:server "indicates that the receiver believes that it has erred, whegalgeht
is intended for cases in which the receiver believes that the sender has erred. Such an indication should be
considered merely informational.

B. SHOULD contain afaultstring> element. This string value MAY be localized.

C.SHOULD NOT contain &S:faultactor> element.

2.The <S:Fault> element’s<detail> child element MUST contain &Status> element (see&ection 3.3
Status Type$. The<Status> element:

A. MUST contain acode attribute set to the value as specified when the issuance of a ID-* Fault message is
indicated.

B. MAY contain aref attribute set to the value as specified in this specification when the issuance of a ID-*
Fault message is indicated.

C.MAY contain acomment attribute set to the value as specified in this specification when the issuance of a
ID-* Fault message is indicated. This string value MAY be localized.

3.The<S:Fault> element's<detail> child element SHOULD also contain an indicator of which header block
or ID-* message body element, in the message being processed, is being referred to by the fault. The indicator
is constructed by including in thedetail> element, after theStatus> element, an element of the same type
as the one referred to by the fault. This element SHOULD have only one attribuig, #it&ibute whose value
MUST be the value of thal attribute of the element referred to by the fault.

4.5. SOAP-bound ID-* Messages

ID-* messages are bound into SOAP messages, yiel8ibgP-bound ID-* message3his binding thus provides a
concrete means for ID-* message conveyance JB8&APv1.1]specifies a binding to HTTERFC2616] which is
itself layered onto the ubiquitous [TLS/SSL]/TCP/IP protocol stack.

Although this binding is the only one given in this specification, other protocols could be used to convey ID-*
messages, with appropriateness depending on the protocol selected and the target operational context. This is not
discussed further in this specification.

A SOAP-bound ID-* message is defined as:
« having a<Correlation> header block, and possibly<®rovider> header block in its<S:Header> element,
and,
« perhaps having other Liberty ID-WSF or ID-SIS header blocks ir$t$ieader> element, and,

« containing either an ordinary ID-* message, or an ID-* fault message, kSitBody> element. The former is
known as arordinary SOAP-bound ID-* messageeeExample 2, and the latter is known asOAP-bound ID-*
fault messagéseeExample 3.
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387 Section 5.3 Messaging Processing Rulspecifies the detailed normative processing rules for constructing, sending,
388 and receiving SOAP-bound ID-* messages.

389

390

391 <S:Envelope xmins:s="http://schemas.xmlsoap.o rg/soap/envelope/"
392 xmins:idpp="urn:liberty:id-sis-pp:2003-08">

393

394 <S:Header>

395

396 <!-- other header blocks, eg wsse:security, may go here -->
397

398 <Correlation S:mustUnderstand="1"

399 id="A13454...245"

400 actor="http://schemas.../next"

401 messagelD="uuid: efefefef-aaaa-ffff-cccc-eeeeffffbb bb"

402 timestamp="2112-03-15T11:12:127"/>

403

404 <Provider providerID="example.com"

405 affiliationID="affiliation.example.com"

406 S:mustUnderstand="1"

407 id="A9kendan...542"

408 actor="http://schemas.../next"/ >

409

410 <l-- other header blocks, eg wsse:security, may go here -->
411

412 </S:Header>

413

414 <S:Body>

415

416 <idpp:Query> <!-- This is an ID-PP "Query" message bound -->
417 : <l-- into the <S:Body> of a SOAP message. -->
418 :

419 </idpp:Query>

420

421 </S:Body>

422

423 </S:Envelope>

424

Liberty Alliance Project
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Example 2. An Ordinary SOAP-bound ID-* Message

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope/"
xmlins:sb="urn:liberty:sb:2003-08"
xmins:pp="urn:liberty:id-sis-pp:2003-08">

<S:Header>
<l-- other header blocks, eg wsse:security, may go here -->

<Correlation S:mustUnderstand="1"
id="B6432...466"
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cc cc-eeeeffffbbbb"
timestamp="2112-03-15T11:12:127"/>

<Provider providerID="example.com"
affiliationID="affiliation.exa mple.com"

id="A9kendan...542"
actor="http://schemas.../next"/>

<l-- other header blocks, eg wsse:security, may go here -->
</S:Header>
<S:Body>
<S:Fault>
<faultcode>S:server</faultcode>
<faultstring>Server Error</faultstring>
<l-- <S:faultactor> should be absent -->
<detail namespace="urn:liberty:sb:2003-08" >
<Status code="sb:"
ref="Foo"
comment="Bar" />
<Correlation id="A13454...245"/>
</detail>
</S:Fault>
</S:Body>

</S:Envelope>

Example 3. A SOAP-bound ID-* Fault Message
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473 5. Messaging-specific Header Blocks

474 The header blocks defined in this section implement the ID-* message exchange model. The4{icstr#tation>
475 header block, addresses message correlation. The secorBrdhigler> header block, addressgeviderlD  and
476 affiliationID declaration.

477 The messaging processing rules associated with these two header blocks are given in
478 Section 5.3 Messaging Processing Rules

479 Additional ID-* header blocks and their processing rules are defined bel@&dtion 6 Optional Header Blocks

480 Note:
481 Other ID-* specifications MAY define additional ID-* header blockf.ibertyInteract] defines a header
482 block, for example.

483 5.1. Message Correlation: The <Correlation> Header Block

484 This section defines the SOAP-bound ID-* message correlation facilities.

485 5.1.1. The correlationType Header Block Type

486 ThecorrelationType header block type provides a means for correlating SOAP-bound ID-* messages. Message
487 correlation is achieved by inserting<&€orrelation>  element in SOAP-bound ID-* message headers and using the
488 messagelD attribute to identify individual messages. Additionally, a message may refer to another message by setting
489 itsrefToMessagelD attribute to the value of th@essagelD of the message of interest.

490 ThecorrelationType header block type defines the following attributes:

491 *messagelD [Required] — The unique ID of the message.

492 Note:

493 The messagelD is intended to act arance Thus it is subject to specific processing rules defined below in
494 Messaging Processing Ruleand the value-specific guidance given belovwsiction 5.1.2 messagelD Value
495 Requirements

496 e refToMessagelD [Optional] — A copy of themessagelD attribute value of the message being responded to, or
497 being correlated with in some application-specific fashion, if any.

498 stimestamp [Required] — The time the sender sent the message. Note guidance on time values Jivee in
499 Valuesabove.

500 «id [Optional] — identifies a<Correlation> header block instance. This attribute MUST be used when the
501 message is signed as describedLilbertySecMech] and the element instance is to be included as one of the set
502 of signed message components.

503 e S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]

504 eS:actor [Optional] — The SOAP actor attribufSOAPv1.1]
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505 The schema fragment Frigure 4defines theCorrelation header block type.

506

507

508 <xs:complexType name="correlationType">

509 <xs:attribute name="messagelD" type="IDType" use="required"/>
510 <xs:attribute name="refToMessagelD" type="IDType" use="optional"/>
511 <xs:attribute name="timestamp" type="xs:dateTime" use="required"/>
512 <xs:attribute name="id" type="xs:ID" use="optional"/>

513 <xs:attribute ref="S:mustUnderstand" use="optional"/>

514 <xs:attribute ref="S:actor" use="optional"/>

515 </xs:complexType>

516

517

518 Figure 4. The Correlation Header Block Type Schema

519 5.1.2. messagelD Value Requirements
520 Values of themessagelD attribute of objects of typeorrelationType MUST satisfy the following property:

521 Any party that assigns a value toressagelD MUST ensure that there is negligible probability that
522 that party or any other party will accidentally assign the same identifier to any other message.

523 The mechanism by which SOAP-based ID-* senders or receivers ensure that an identifier is unique is left to
524 implementations. In the case that a pseudorandom technique is employed, the probability of two randomly chosen
525 identifiers being identical MUST be less than 2*-128 and SHOULD be less than 2*-160. The above requirement MAY
526 be met by applying BasegRFC2045]encoding to a randomly chosen valiRFC1750]128 or 160 bits in length.

527 Itis OPTIONAL for amessagelD value to be resolvable in principle to some resource. In the case tigsagelD
528 is resolvable in principle (for example, it is in the form of a URI referefREC2396), it is OPTIONAL for the
529 identifier to be dereferenceable.

530 5.1.3. <Correlation> Header Block Element

531 The<Correlation> header block implements the features of ¢theaelationType header block type, described
532 above.

533 The schema fragment illustrated igure 5defines the<Correlation> element, ancExample 4illustrates an
534 instantiated one.

535

537 <xs:element name="Correlation" type="correlationType"/>
538
539

540 Figure 5. The<Correlation> Header Block Element Schema

541

542

543 <Correlation S:mustUnderstand="1"

544 id="A13454...245"

545 actor="http://schemas.../next"

546 messagelD="uuid: efefefef-aaaa-ffff-cccc-eeeeffffbbbb"
547 timestamp="2112-03-15T11:12:127" />

548

549
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Example 4. An Instantiated <Correlation> Header Block

5.2. Provider ID / Affiliation ID Declaration: The <Provider> Header
Block

This section defines theProvider> header block. This header block provides a means for a sender to claim that it
is represented by a given providerID value. The sender may also claim that it is a member of a given affiliation. Such
claims are generally verifiable by receivers by looking up these values in the sender’'s migtibeéatMetadata]

5.2.1. The ProviderType Header Block Type

TheProviderType  header block type defines the following attributes:

e providerlD  [Required] — The Provider ID of the sender.
« affiliationID [Optional] — The Affiliation ID of the sender, if any.

+id [Optional] —identifies aProvider> header block instance. This attribute MUST be used when the message
is signed as described jhibertySecMech] and the element instance is to be included as one of the set of signed
message components.

e S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]

e S:actor [Optional] — The SOAP actor attribufSOAPv1.1]

The schema fragment FFigure 6defines theProviderType  header block type.

<xs:complexType name="ProviderType">
<xs:attribute name="providerID" type="xs:anyURI" use="required"/>
<xs:attribute name="affiliationID" type="xs:anyURI" use="optional"/>

<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>

Figure 6. TheProviderType Header Block Type Schema

5.2.2. <Provider> Header Block Element
The<Provider> header block element implements the features optbeiderType  header block type.

The schema fragment shownfiigure 7defines the<Provider>  element, andxample Sillustrates an instantiated
<Provider> element.

<xs:element name="Provider" type="providerType"/>
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Figure 7. The<Provider> Header Block Element Schema

<Provider providerID="example.com"
affiliationID="affiliation.example.com"

id="A9kendan...542"
actor="http://schemas.../next"/>

Example 5. An instantiated<Provider> Header Block

5.3. Messaging Processing Rules

Overall processing of SOAP-bound ID-* messages, which by definition contairc@oerelation> and the
<Provider> header blocks, follows the rules of the SOAP processing model descrip§®APv1.1] specifically,

the SOAPmustUnderstand andactor attributes MAY be used to mandate header block processing and target
header blocks, respectively. Where applicable, specific processing rules for these attributes are given in the overall
processing rules defined below.

The system entity constructing and sending a SOAP-bound ID-* message is caltshtiesin the context of the act
of sending the message. The entity receiving this message is callezt#ieer in the context of the act of receiving
an individual message (s&mction 2.2 Terminology).

Two Message Exchange Patter(ldEPSs) are supported: one-way, and request-response. One-way is simply where a
sender sends a message to a receiver without necessarily expecting to receive an explicit response to the sent message.
Request-response is where a sender sends a message to a receiver and expects to receive an explicit response.

The processing rules are described below in term€ohstructing and Sending a SOAP-bound ID-* Messauel

Receiving and Processing a SOAP-bound ID-* MessagA sender instigating a one-way message exchange will
perform only the steps outlined in the former section. A sender participating in a request-response message exchange
will perform the steps in the former section when sending a message, and the steps in the latter section when receiving
and processing the response. A receiver participating in a request-response exchange will do the reverse. Note that a
receiver of an asynchronous one-way message will perform the steps in the latter section.

Note:

The label "ID-* header block(s)" is used to refer to at least one of, or all of, the following set of header blocks
(the first nine are defined in this specification, the remainder are defined in the cited specifications):

* <Correlation>

* <Provider>

* <ProcessingContext>
* <Consent>

* <UsageDirective>

* <ServicelnstanceUpdate>

* <Timeout>
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626 * <CredentialsContext>

627 * <wsse: Security> [LibertySecMech]

628 * <is:UserlInteraction> [LibertyInteract]

629 Other specifications in the Liberty ID-* specification suite MAY define header block(s) not listed above.
630 Nevertheless, they should generally be considered a member of the above list when interpreting the processing
631 rules in this section, and explicitly considered where the processing rules refer to "ID-* header blocks" (see
632 Section 2.2 Terminology.

633 5.3.1. Constructing and Sending a SOAP-bound ID-* Message

634 The sender MUST follow these processing rules when constructing and sending an outgoing SOAP-bound ID-*
635 message (hereafter referred to asdbggoing message

636 1. The outgoing message MUST satisfy the rules giveBention 4 SOAP Binding

637 2.The outgoing message MUST include exactly cr@rrelation> header block (se&ection 5.} in the

638 <S:Header> child element of th&:S:Envelope> element.

639 The values of theCorrelation> header block attributes MUST be set as follows:

640 A. messagelD MUST be present, and its value SHOULD be set according to the rules presented in
641 Section 5.1.2 messagelD Value Requirements

642 B.refToMessagelD MUST be present if the sender is both participating in a request-response MEP and is
643 responding to a prior-received message. fdi€oMessagelD attribute value MUST be set to the value

644 of the messagelD attribute from the prior-received message. Additionally, #sf@oMessagelD value

645 SHOULD be set according to the rules presenteBdntion 5.1.2 messagelD Value Requirements

646 Note:

647 If the outgoing message will convey an ID-* fault messagedtion 4.4, then therefToMessagelD

648 attribute of its<Correlation> header block SHOULD NOT be present.

649 C.timestamp MUST be present. Its value SHOULD be set to the time at which the message is sent. The
650 timestamp value MUST conform to the rules presentedSiaction 2.5 Time Values

651 D.id MUST be present if the sender is signing the messfgbertySecMech]and including the

652 <Correlation> header block among the signed elements.  Its value SHOULD be set according to
653 the rules presented Bection 5.1.2 messagelD Value Requirements

654 E.S:actor SHOULD be present. Its value SHOULD bghttp://schemas.xmlsoap.org/soap/actor/next"

655 F.S:mustUnderstand ~SHOULD be present. Its value SHOULD bRUE

656 3.The message SHOULD include exactly one, and MUST include no more thasPandder> header block (see

657 Section 5.2 in the<S:Header> child element of thecS:Envelope> element. If this header block is present,
658 the sender is claiming to be a Liberty provider with the specifiegdiderID

659 The values of theProvider> header block attributes MUST be set as follows:

660 A.providerlD  MUST be present and SHOULD be set to a value appropriate for the sender to claim
661 [LibertyMetadata]
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662 B. affiliationID MAY be present. If so, it SHOULD be set to a value appropriate for the sender to claim
663 [LibertyMetadata]

664 C.id MUST be present if the sender is signing the mes$aipertySecMechpnd including the<Provider>

665 header block among the signed elements. Its value SHOULD be set according to the rules presented in
666 Section 5.1.2 messagelD Value Requirements

667 D. S:actor SHOULD be present. Its value SHOULD bghttp://schemas.xmlsoap.org/soap/actor/next"

668 E.S:mustUnderstand SHOULD be present. Its value SHOULD bRUE

669 4.The sender MAY include other ID-* header blocks in the message, in addition to the two enumerated
670 above, as required by the overall messaging and processing context. For example, the sender may include a
671 <wsse:Security>  header blocLibertySecMech]

672 5.The sender adds either:

673 A. an ordinary ID-* message (as describediection 4.3 Ordinary ID-* MessagesseeExample 2, or,

674 B. an ID-* fault message (gzrescribedin Section 4.4 ID-* Fault Messages seeExample 3,

675 to the SOAP-bound ID-* messagels:Body> element.

676 6. The sender also performs any needed additional preparation of the message, for example including other header
677 blocks, and signing some or all of the message elements, and then sends the message to the receiver. See
678 Section 5.4 Correlation and Provider ID / Affiliation ID Examples

679 5.3.2. Receiving and Processing a SOAP-bound ID-* Message

680 The receiver of a SOAP-bound ID-* message, either ordinary or fault, MUST perform the following processing steps
681 on the ID-* header blocks of the incoming SOAP-bound ID-* message.

682 Note:

683 Although the steps below are explicitly arranged and numbered sequentially, the imetrtoistrictly define

684 a specific overall processing algorithm in terms of having implementations follow these steps in exactly the
685 same sequence on a per-header-block basis. However, all specified tests MUST be applied as appropriate to
686 all ID-* header blocks in the inbound SOAP-bound ID-* message.

687 1.Processing common #l received ID-* header blocks:

688 A. TheS:actor attribute MAY be present. If present, its value SHOULD be

689 "http://schemas.xmlsoap.org/soap/actor/next" or some other previously agreed upon (out-of-
690 band) value.

691 B. TheS:mustUnderstand  attribute MAY be present. If present, its value SHOULDTSUE

692 C.A single<Correlation> header block should be present in the header of the message.
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D. If the foregoing testsl(A and1.B and 1.C) hold true, processing continues with s&p

E. Otherwise, the receiver MAY respond to the sender with a SOAP-bound ID-* Fault messa§e¢gen 4.4
ID-* Fault Message$ with the<Status> element configured with:

e acode attribute with a value of:

* "sb:InvalidActor" if the failed test isL.A,
« "sb:InvalidMustUnderstand"” if the failed test isl.B,
« "sh:IDStarMsgNotUnderstood" if the failed test isl.C.

eand aref attribute with its value taken from theessagelD value of the incoming message.

The<S:Fault> SHOULD contain &S:faultcode> of S:Client

Additionally, a header block element of the same type as the offending header block SHOULD be included
in the ID-* Fault message’sdetail>" element, and thal attribute value of this header block element
SHOULD be set to the same value asitheattribute of the offending header block in the incoming message.
The receiver MAY discard the incoming message. The receiver is finished processing this incoming message
at this point.

2.Processing specific to theCorrelation> header block:

A. Ensure that the value of thimestamp attribute is within an appropriate offset from local time expressed
in UTC. Absent other guidance, a value of 5 minutes MAY be used.

B. For messages within the previous step’s time window, ensure thabdbgagelD attribute has not been
seen before. If it has, then this message is likely a duplicate. Receivers SHOULD maintain a list of received
messagelD values that, at least, fall within the previous step’s time window.

C.If the refToMessagelD  attribute is present, and its value is non-null, and if the receiver is participating in
a request-response MEP with the sending party, then the value efTh&lessagelD attribute SHOULD
match the value of thmessagelD attribute of a message previously sent by the receiver to the sender of the
now incoming message.

D. If the foregoing testsZ.A through2.C) hold true, processing continues with stp

E. Otherwise, the receiver MAY respond to the sender with a SOAP-bound ID-* Fault messagecpen 4.4
with the<Status> element configured with:

e acode attribute with a value of:

*"sh:StaleMsg" if the failed test i A,
« "sh:DuplicateMsg" if the failed test i2.B,

* "sb:InvalidRefToMsgID" if the failed test i2.C,

«and aref attribute with its value taken from theessagelD value of the incoming message.
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725 The<S:Fault> SHOULD contain &S:faultcode>  of S:Client

726 Additionally, a header block element of the same type as the offending header block SHOULD be included
727 in the ID-* Fault message's:detail" element, and thel attribute value of this header block element

728 SHOULD be set to the same value asithettribute of the offending header block in the incoming message.

729 The receiver MAY discard the incoming message. The receiver is finished processing this incoming message
730 at this point.

731 3. At this point, the receiver of the message MAY cease processing the message, and indicate to the requester that
732 the message should be re-submitted to a different endpoint, according to the rules speSiietibim 6.4.4.2

733 4. Processing specific to therovider>  header block:

734 A. Verify that any declare@roviderID  or affiliationID , are valid. The receiver SHOULD perform this
735 verification and validation against metadata obtained via methods specifiethestyMetadata]

736 B. If the foregoing test4.A) holds true, processing continues with skep

737 C. Otherwise, the receiver MAY respond to the sender with a SOAP-bound ID-* Fault messag§ed¢pen 4.4

738 with the<Status> element configured with:

739 *acode attribute with a value of:

740 * "sh:ProviderIDNotValid" , or,

741 * "sh: AffiliationIDNotValid" , as appropriate (if both the claimed Provider ID and the Affilia-
742 tion ID

743 are deemed invalid, then the returned code SHOULD"bk: AffiliationIDNotValid" ),

744 eand aref attribute with its value taken from theessagelD value of the incoming message.

745 The<S:Fault> SHOULD contain &S:faultcode>  of S:Client

746 Additionally, a header block element of the same type as the offending header block SHOULD be included
747 in the ID-* Fault message’sdetail>" element, and thel attribute value of this header block element
748 SHOULD be set to the same value asithattribute of the offending header block in the incoming message.
749 The receiver MAY discard the incoming message. The receiver is finished processing this incoming message
750 at this point.

751 5.Processing specific to ID-* header bloc&ther than <Correlation> and <Provider> — see appropriate
752 sections in this and other specifications:

753 * For <wsse:Security> , se€[LibertySecMech]

754 Note:

755 It should be noted that the receiver MAY return sinext: InappropriateCredentials based on their
756 processing of thewsse:Security> header block, under conditions specified belovsaction 6.4.4and

757 Section 6.3.4in addition to other conditions such as an expired credential[(seertySecMech].

758 * For <ProcessingContext> , seeSection 6.1

759 * For<Consent> , seeSection 6.2
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760 » For<UsageDirective> , seeSection 6.6

761 * For <ServicelnstanceUpdate> , seeSection 6.4

762 * For<Timeout> , seeSection 6.5

763 « For <CredentialsContext> , seeSection 6.3

764 « For <is:Userlnteraction> , se€[LibertylInteract]

765 The manner of reporting any issues with these header blocks is specified in the respective section of this
766 specification or in other specification(s) as noted above. If there are no issues with these header blocks, then
767 processing continues with st€elow, otherwise the receiver is finished processing this incoming message at
768 this point.

769 6.If the incoming message’s applicable header blocks have passed all specified and applicable tests, the incoming
770 message SHOULD be dispatched for further processing as appropriate, based on the ordinary ID-* message or
771 ID-* fault message contained in the encompassing SOAP mess&g)8sdy> element.

772 Or, if the message contained in the encompassing SOAP messageisly> element is not recognizable as

773 either an ordinary ID-* message or an ID-* fault message, and thus is not dispatchable, the receiver MAY respond
774 to the sender with a SOAP-bound ID-* Fault message §eation 4.3 with the<Status> element configured

775 with:

776 eacode attribute with a value of:

777 * "sh:IDStarMsgNotUnderstood"

778 eand aref attribute with its value taken from theessagelD value of the incoming message.

779 Receivers MUST be able to avoid ID-* fault message "loops". For example, if the incoming message is conveying
780 an ID-* fault message, and there is some issue with one or more of its ID-* header blocks, the receiver should not
781 issue a SOAP-bound ID-* Fault message in response.
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Note:

Other specifications conforming to this binding that specify ordinary ID-* messages and their processing,
such agLibertylIDPP] or [LibertyDisco], MAY define <Status> element code attribute values in addition to

the ones defined iSection 3.3.bf this document. These code attribute values SHOULD be used to signal to
the sender any issues with the incoming ordinary ID-* message found by the receiver. This specification does
not define any such conditions other than the one described abéyar they are not further discussed in

this document.

5.4. Correlation and Provider ID / Affiliation ID Examples

Example 6illustrates a SOAP-bound ID-* message, containing battorrelation> and <Provider>  header
blocks, and conveying a Personal Profile (ID-PP) Modify mesfabertyIDPP].

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmins:sb="urn:liberty:sbh:2003-08"
xmins:idpp="urn:liberty:id-sis-pp:2003-08">

<S:Header>
<l-- other header blocks, eg wsse:security, may go here -->

<Correlation S:mustUnderstand="1"
id="A13454...245"
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cccc-eeeeffffbb bb"
timestamp="2112-03-15T11:12:127"/>

<Provider provider|D="example.com"
affiliationID="affiliation.example.com"
S:mustUnderstand="1"
id="A9kendan...542"
actor="http://schemas.../next"/ >

<l-- other header blocks, eg wsse:security, may go here -->
</S:Header>
<S:Body>
<idpp:Modify>
<l-- this is an ID-PP Modify message -->
</idpp:Modify>
</S:Body>

</S:Envelope>

Example 6. A SOAP-bound ID-* Message with a<Correlation> Header Block

Example 7illustrates a SOAP-bound ID-* message, containing battorrelation> and <Provider>  header
blocks. The<Correlation> header block is referring to the message in the previous example, which conveyed an ID-
PP Modify message, and the messagexample 7is conveying an ID-PP ModifyResponse message in response to the
former. Note how theefToMessagelD attribute is referencing th@essagelD in the example above. Additionally,

note that the<Provider> header block is claiming that its Provider IDeégample579.com , which is different than

that claimed by the sender of the messagéxample 6 Note that both system entities are claiming to belong to have
the same Affiliation 1D affiliation.example.com
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<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/e nvelope/"
xmlins:sb="urn:liberty:sb:2003-08"
xmins:idpp="urn:liberty:id-sis-pp:2003-08">

<S:Header>
<l-- other header blocks, eg wsse:security, go here -->

<Correlation S:mustUnderstand="1"
id="B893483..83736"
actor="http://schemas..../next"
messagelD="uuid: aaaaeeee-efef-fefe-efef- abababababab"
refToMessagelD=
"uuid: efefefef-aaaa-ffff-cccc-eeeeffffbbbb"
timestamp="2112-03-15T11:12:132"/>

<Provider providerID="example579.com"
affiliationID="affiliation.example.com"”
S:mustUnderstand="1"
id="AObrijas...975"
actor="http://schemas.../next"/>
<l-- other header blocks, eg wsse:security, go here -->
</S:Header>
<S:Body>
<idpp:ModifyResponse>
<l-- this is an ID-PP ModifyResponse message -->
</idpp:ModifyResponse>
</S:Body>

</S:Envelope>

Version: 1.2

Example 7. A SOAP-bound ID-* Message with a<Correlation>  Header Block Referencing a Another Message
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6. Optional Header Blocks

This section describes ID-* header blocks that are "optional” in the sense that they are not integral to basic ID-*
messaging, per se. For example, #@orrelation> header block is minimally necessary to realize the simple
one-way and request-reply MEPs defined above. Plus;Rheider> header block facilitates receiver retrieval of
provider metadata, which is also minimally necessary for communication between Liberty-enabled system entities.

In contrast, the header blocks described in this section are not strictly necessary to realize such basic messaging
notions. However, the optional header blocks described below are essential to realizing several of the higher-level
Project Liberty notions—for example: Principal consent and policy-based interactions.

The optional header blocks described in this specification are:

* <ProcessingContext>

* <Consent>

* <UsageDirective>

* <ServicelnstanceUpdate>
* <Timeout>

¢ <CredentialsContext>

The following sections describe these optional ID-* header blocks along with their specific processing rules.
Note:

Whenever an optional header block appears in a SOAP-bound ID-* message, the processing rules specific to
that header block (which are given in this section, below) MUST be used in combination with the messaging
processing rules given above$ection 5.3 Messaging Processing Rule$his applies whether the message

is being constructed and sent, or being received and processed.

6.1. The <ProcessingContext> Header Block

This section defines theProcessingContext> header block. This header block may be employed by a sender to
signal to a receiver that the latter should add a specific additional facet to the queradssing contexh which

any action(s) are invoked as a result of processing any ID-* message also conveyed in the overall SOAP-bound ID-*
message. The full semantics of this header block are described bel®action 6.1.3 <ProcessingContext>

Header Block Semantics and Processing Rules

Processing context facets are denoted by URIs. URIs are assigned to denote specific processing context facets. This
specification defines several such URIs beloéttion 6.1.3.2

6.1.1. The ProcessingContextType Header Block Type
TheProcessingContextType content model imnyURI . It defines the following attributes:
«id [Optional] — identifies aProcessingContext> header block instance. This attribute MUST be used when

the message is signed as describeflinertySecMech] and the element instance is to be included as one of the
set of signed message components.

e S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]
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eS:actor [Optional] — The SOAP actor attribuf€OAPv1.1]

The following schema fragment defines thecessingContext header block type:

<xs:complexType name="ProcessingContextType">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

Figure 8. The ProcessingContext Header Block Type Schema

6.1.2. <ProcessingContext> Header Block Element

The <ProcessingContext> schema element is given kigure 9

<xs:element name="ProcessingContext" type="ProcessingContextType"/>
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Figure 9. The <ProcessingContext> Element Schema

<S:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope /"
xmins:idpp="urn:liberty:id-sis-pp:2003- 08">

<S:Header>
<l-- other header blocks, eg wsse:security, may go here -->
<ProcessingContext S:mustUnderstand="1">
urn:liberty:sh:2003-08: Processing Context: Principal Offline
</ProcessingContext>
<Correlation S:mustUnderstand="1"
id="B893483..83736"
actor="http://schemas..../next"
messagelD="uuid: eeeecccc-efef- fefe-efef-bddbbddb"
timestamp="2112-03-15T11:12:132"/>
<Provider providerID="example.com"
affiliationID="affiliation.example.com"
S:mustUnderstand="1"
id="A9kendan...542"
actor="http://schemas.../next"/ >
<l-- other header blocks, eg wsse:security, may go here -->
</S:Header>
<S:Body>
<idpp:Modify> <!-- This is an ID-PP "Modify" message bound -->
: <l-- into the <Body> of a SOAP message. -->
</idpp:Modify>
</S:Body>

</S:Envelope>

Example 8. A SOAP-bound ID-* Message with an AttachedProcessingContext> Header Block

6.1.3. <ProcessingContext> Header Block Semantics and Processing Rules

This section first describes the overall semantics ofthmcessingContext> header block, then defines two
processing context facet URENd concludes with defining specific processing rules.

6.1.3.1. <ProcessingContext> Header Block Semantics
The overall semantic of theProcessingContext> header block is:

The <ProcessingContext> header block MAY be employed by a sender, who is acting in a web
services client (WSC) role, to signal to a receiver, who is acting in a web services provider (WSP)
role, that the latter should add a specffiocessing context facé the overallprocessing context
(seeSection 2.2 Terminology in which theservice requess evaluated.

The specific processing context facet being conveyed bymnecessingContext> header block is identified by
the header block’s URI element value.
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Such URIs are known gwocessing context facet URI&n example of a processing context facet that may be signaled
by such a URI is whether the principal should be considered to be online or not.

An ID-WSF or ID-SIS WSP receiving a service request containingPacessingContext> header block with

one of the above processing context facet URIs SHOULD process the conveyed ID-* mesisadlee indicated
processing context facet in forceThus the ID-* message’s processing as well as any applicable access management
policies are exercised within an overall processing context which includes the processing context facet. Finally, an
indication of success or failure of the ID-* message processing is returned to the sender, in the same manner as would
be done if the ID-* message had been sent without the atter@amtessingContext> header block.

The above completely describes the semantic of this header block itself, and further description of particular effects
on processing must be made in descriptions of processing context facet URIs. Such a description is given in the next
section.

Note:

Whether or not a receiver honorsBrocessingContext> header block is a matter of local policy at the
receiver, as is whether or not a receiver honors any given request from any given sender. For example,
the <ProcessingContext> header block functionality has security implications in the sense of possibly
facilitating an adversary to probe a receiver’'s behavior given adversary-chosen inputs. For these reasons,
whether or not theProcessingContext> header block functionality is enabled on the part of a receiver

with respect to a particular sender, should be a matter of business-level agreement between the receiver and
the sender.

6.1.3.2. Processing Context Facet URIs: PrincipalOnline, PrincipalOffline, and Simulate

Three processing context facet URIs are defined below for use wikPitoeessingContext> header block:

urn:liberty: sb:2003-08: ProcessingContext: Principal Offline
Conduct the processing of the ID-* message as if the Principal is offline.

urn:liberty:sb:2003-08: ProcessingContext: PrincipalOnline
Conduct the processing of the ID-* message as if the Principal is online.

urn:liberty:sb:2003-08: ProcessingContext: Simulate
Simulatethe processing of the ID-* message.

If the sender includes @Jserinteraction> header block in addition to theProcessingContext> header block

in the SOAP-bound ID-* request message, the receiver and sender MUST appropriately initiate the indicated user
interaction (sedLibertylnteract), and incorporate information supplied by the user as a part of the resultant user
interaction, into the appropriate data and/or policy stores.

Note:

Any processing context facet that was conveyed indP@cessingContext> header block MUST NOT
be enforced during such a user interaction. Rather, it applies only to the processing of the ID-* message itself.

In summary, the overall intended side-effect of using the above-defined processing context facets is for the receiver to
evaluate applicable policy, and return a putative indication of success or failure to the sender. This provides WSCs the
capability to make an ID-WSF or ID-SIS service request and ascertain whether it will be successful or not—without
the service request actually being carried out. Additionally, it facilitates carrying out any user interaction that may be
indicated by the current combination of service request context and applicable policy. This will, for example, facilitate
some WSCs to fashion more "user friendly" experiences.

6.1.3.3. Defining New Processing Context Facet URIs
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The rightmost portions of the processing context facet URIs after the "ProcessingContext:" component are referred
to asprocessing context facet identifiersor example, whether the Principal is online or not is a facet of a request
context. New processing context facet identifiers MAY be defined in other specifications, for example in ID-SIS data
service specifications. An ID-SIS data service may define as many levels of request context identifiers as necessary to
address the application’s needs.

6.1.3.4. Sender Processing Rules

A sender MAY include a<ProcessingContext> header block in a SOAP-bound ID-* message along with other
header blocks beside€orrelation> and<Provider>  such asUserlInteraction> . The sender MUST include

a processing context facet URI in tkBrocessingContext> header block. The sender then sends the ID-* SOAP-
bound message to an ID-WSF or ID-SIS service-hosting node (AKA the receiver).

A sender MAY indicate that it believes either that the Principal is currently "online" or "offline" when it sends a
message by specifying one of the two processing context facet URIs:

e urn:liberty:sb:2003-08: ProcessingContext: PrincipalOnline

e urn:liberty:sh:2003-08: ProcessingContext: Principal Offline

The sender will typically receive a response from the receiver indicating success or failure or will receive a SOAP
fault indicating a processing error with the SOAP-bound ID-* message. Note that in the case of a "successful" request
simulation the service will not return any result data other than an indication of success or failure to the sender.

6.1.3.5. Receiver Processing Rules

The receiver of a request containingRrocessingContext> header block MUST examine the included processing
context facet URI. If it is known to the data service, then the data service MUST attempt to process the data service
request, represented by the ID-* message, in an overall processing context including the processing context facet as
indicated by the conveyed processing context facet URI, and return an indication of success or failure to the sender.

If the data service request is malformed or has some other issue that would normally cause the receiver to issue a
SOAP fault, the receiver SHOULD do so.

If the receiver is asked to simulate processing of the request (by the inclusion of the

urn:liberty:sb:2003-08: ProcessingContext: Simulate facet URI), and they are both able and willing to
honour that processing context, then the receiver MUST evaluate the conveyed ID-* message, but MUST NOT actually
perform the operation. That is, the receiver MUST NOT make actual changes to underlying ID-* service datastore,
and it MUST NOT return any data as a result of evaluating the ID-* message.

If the sender includes<UserInteraction> header block, in addition to th@rocessingContext> header block,

then both participants MUST initiate the indicated user interaction[(seertyInteract]appropriately, and incorporate
information supplied by the user as a part of the interaction into appropriate data and/or policy stores, even if
theurn:liberty:sh:2003-08: ProcessingContext: Simulate URI is specified in aProcessingContext>

header.

In the event the receiver does not understand the included processing context facet URI, the receiver MAY respond with
a SOAP-bound ID-* fault message (p@ection 4.4 ID-* Fault Message$ with the <Status> element configured
with:

e acode attribute with a value of:

¢ "sh:ProcCtxURINotUnderstood"
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eand aref attribute with its value taken from theessagelD value of the incoming message.

In the event the receiver is not willing to enforce a stipulated processing context, the receiver MAY respond with a
SOAP-bound ID-* fault message (p8ection 4.4 ID-* Fault Messageg with the <Status> element configured
with:

eacode attribute with a value of:
¢ "sh:ProcCtxUnwilling"
eand aref attribute with its value taken from theessagelD value of the incoming message.

Note:

The receiver MAY reference multipleProcessingContext> headers in the<detail> of the fault
response (in accordance with the rules specifiéseation 4.4.

6.2. The <Consent> Header Block

This section defines theConsent> header block. This header block is used to explicitly claim that the Principal
consented to the present interaction.

6.2.1. The consentType Header Block Type

The<Consent> header block element MAY be employed by either a requester or a receiver. For example, the Principal
may be using a Liberty-enabled client or proxy (common in the wireless world), and in that sort of environment the
mobile operator may cause the Principal's terminal (AKA: cell phone) to prompt the principal for consent for some
interaction.

TheconsentType header block type has the following attributes:

euri [Required] — A URI indicating that the Principal’s consent was obtained.
Optionally, the URI MAY identify a particulaConsent Agreement Statemelefining the specific nature of the
consent obtained.
This specification defines one well-known URI Liberty implementors and deployers MAY use to indicate positive
Principal consent was obtained with respect to whatever ID-* interaction is underway or being initiated. This URI
is known as the "Principal Consent Obtained" URI (PCO). The value of this URI is:
urn:liberty:consent: obtained This URI does not correspond to any particular Consent Agreement
Statement. Rather, it simply states that consent was obtained. The full meaning and implication of this will
need to be derived from the execution context.

timestamp [Optional] — For denoting the time at which the sender obtained Principal consent with the POC.

«id [Optional] —identifies aConsent> header block instance. This attribute MUST be used when the message is
signed as described in [LibSecMech], and the element instance is to be included in the signed message components.

e S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]

*S:actor [Optional] — The SOAP actor attribufSOAPv1.1]
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The schema fragment Figure 10defines theConsent header block type.

<xs:complexType name="consentType">
<xs:attribute name="uri" type="xs:anyURI" use="required"/>
<xs:attribute name="timestamp" type="xs:dateTime" use="optional"/>
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>

</xs:complexType>

Figure 10. TheConsent Header Block Type Schema

6.2.2. <Consent> Header Block Element

The schema fragment Figure 11defines thecConsent> element:

<xs:element name="Consent" type="consentType"/>

Figure 11. The<Consent> Element Schema

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/s oap/envelope/"
xmins:idpp="urn:liberty:id-sis-pp:2003-08">

<S:Header>
<!I-- other header blocks, eg wsse:security, may go here -->
<Consent id="A124395732495743"
uri="urn:liberty:consent:ob tained"
timestamp="2112-03-15T11:12:10Z"/>
<Correlation S:mustUnderstand="1"
id="B893483..83736"
actor="http://schemas..../next"
messagelD="uuid: eeeecccc-efef-fefe-efef-bddbbd db"
timestamp="2112-03-15T11:12:132"/>
<!l-- other header blocks, eg wsse:security, may go here -->
</S:Header>
<S:Body>
<idpp:Modify> <!-- This is an ID-PP "Modify" message bound -->
: <l-- into the <Body> of a SOAP message. -->
</idpp:Modify>
</S:Body>

</S:Envelope>
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Example 9. A SOAP-bound ID-* Message with an AttachedConsent> Header Block

6.3. The <CredentialsContext> Header Block

6.3.1. Overview

It may be necessary for an entity receiving an ID-* message to indicate the type of credentials that should be used by
the requester in submitting a message.

6.3.2. CredentialsContext Type and Element

Receivers of an ID-* message MAY addredentialsContext> elements to the SOAP header of their response.
The element is based upon t@eedentialsContextType which is defined as:
« lib:RequestAuthnContext [Optional] — a container that allows the expression of a requested authentication
context (segLibertyAuthnContext].
* SecurityMechID  [Optional] — A set of elements that specify ID-WSF security mechanism URIs[i(deerty-
SecMech].
«id [Optional] — An attribute facilitating references to elements of this type.
e S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]
eS:actor [Optional] — The SOAP actor attribufSOAPV1.1]
The following schema fragment describes #tzedentialsContext> header block.
<xs:complexType name="CredentialsContextType">
<Xs:.sequence>
<xs:element ref="lib:RequestAuthnContext" minOccurs="0"/>
<xs:element name="SecurityMechID" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>
<xs:element name="CredentialsContext" type="CredentialsContextType"/>
Figure 12. The<CredentialsContext> Header Block Element and Type Schema
6.3.3. CredentialsContext Example

Liberty Alliance Project

36



1236

1237

1238
1239

1240

1241

1242
1243

Liberty Alliance Project: Version: 1.2
Liberty ID-WSF SOAP Binding Specification

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope /"

xmins:sb="urn:liberty:sbh:2003-08"

xmins:lib="urn:liberty:iff:2003-08">

<S:Header>

<sbh:Correlation S:mustUnderstand="1"

messagelD="uuid:0023923-28329023-238239023"
refToMessagelD="uuid:00123-ad32-23-09923-88239"
timestamp="2003-06-06T12:10:10Z" />

<l-- Says that the sender would like credentials that include RequestAuthnContext
as specified -->

<sh-ext:CredentialsContext mustUnderstand="1">
<lib:RequestAuthnContext>
</lib:RequestAuthnContext>
</sb-ext:CredentialsContext>
</S:Header>
<S:Body>
<l-- a fault in the body indicates that the WSP’s policy requires
different (perhaps "stronger") credentials than were originally
provided in the request -->
<S:Fault>
<faultcode>S:Server</faultcode>
<faultstring>
Your request contained inappropriate credentials.
</faultstring>
<detail namespace="urn:liberty:sb:2003-08">
<Status code="sh-ext:InappropriateCredentials"/>
<wsse:Security id="a6352...564"/>
</detail>
</S:Fault>
</S:Body>

</S:Envelope>

Example 10. A CredentialsContext Header Offered in Response to a Request with Inappropriate Credentials.

6.3.4. Processing Rules
A sender including this header MUST specify at least RaguestAuthnContext  or oneSecurityMechID

The SecurityMechID  elements SHOULD be listed in order of preference by the sender. The receiver SHOULD use
the highest-listedecurityMechID  that it supports in future requests to the sender of this header.

6.4. The <ServicelnstanceUpdate> Header Block

6.4.1. Overview

It may be necessary for an entity receiving an ID-* message to indicate that messages from the sender should be
directed to a different endpoint, or that they wish a different credential to be used than was originally specified by the
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1244 entity for access to the requested resource. SwvicelnstanceUpdate> allows a message receiver to indicate

1245 that a new SOAP endpoint, new credentials, or new security mechanisms should be employed by the sender of the
1246 message. This header block may be used in conjunction witkdfrext: InappropriateCredentials> and

1247 <sb-ext:EndpointMoved> faults, to indicate that the current message processing failed for those reasons, and
1248 should be submitted with the changes noted in any accompargigicelnstanceUpdate> header block.

1249 Note:

1250 The use of this header block allows the sender of the message to convey updates to security tokens, essentially
1251 providing a token renewal mechanism. This is not discussed further in this specification.

1252 6.4.2. ServicelnstanceUpdate Type and Element
1253 Receivers of an ID-* message may addsrvicelnstanceUpdate> element to the SOAP header of their response.

1254 This element is based upon tBervicelnstanceUpdateType which is defined as:

1255 « SecurityMechID  [Optional] — a URI indicating a new security mechanism that should be used in place of those
1256 currently employed in the sending of this message.

1257 Credential  [Optional] — a container for arbitrary credentials that are supplied by the message sender. This
1258 contains an optionalotOnOrAfter  attribute, used to indicate an expiration time for the supplied credential.

1259 «id [Optional] — An attribute facilitating references to elements of this type.
1260 * S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]

1261 e S:actor [Optional] — The SOAP actor attribufSOAPv1.1]

1262 The following schema fragment describes #iServicelnstanceUpdate> header block.
1263 <xs:complexType name="ServicelnstanceUpdateType">

1264 <xs:sequence>

1265 <xs:element name="SecurityMechID" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
1266 <xs:element name="Credential" minOccurs="0" maxOccurs="unbounded">

1267 <xs:complexType>

1268 <xs:sequence>

1269 <xs:any namespace="##any" processContents="lax"/>

1270 </xs:sequence>

1271 <xs:attribute name="notOnOrAfter" type="xs:dateTime" use="optional"/>

1272 </xs:complexType>

1273 </xs:element>

1274 <xs:element name="Endpoint" type="xs:anyURI" minOccurs="0"/>

1275 </xs:sequence>

1276 <xs:attribute name="id" type="xs:ID" use="optional"/>

1277 <xs:attribute ref="S:mustUnderstand" use="optional"/>

1278 <xs:attribute ref="S:actor" use="optional"/>

1279 </xs:complexType>

1280

1281 <xs:element name="ServicelnstanceUpdate" type="ServicelnstanceUpdateType"/>

1282

1283

1284

1285 Figure 13. The<ServicelnstanceUpdate> Header Block Element and Type Schema

1286 6.4.3. ServicelnstanceUpdate Examples
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1. Service responds to a request, indicating a new security mechanism and credential

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap /envelope/"
xmins:sb="urn:liberty:sb:2003- 08"
xmins:idpp="urn:liberty:id-sis-pp:2003 -08">

<S:Header>
<sh:Correlation S:mustUnderstand="1"
messagelD="uuid:0023923-28329023-238239023"
refToMessagelD="uuid:00123-ad32-23-09923 -88239"
timestamp="2003-06-06T12:10:10Z2" />

<sh-ext: ServicelnstanceUpdate mustUnderstand="1">

<sh-ext:SecurityMechID>urn:liberty:security: 2005-02: T LS: Bearer</sb-ext: SecurityMe
chlD>

<sh-ext:Credential notOnOrAfter="2003-06-06T15:10:10Z">

<wsse:BinarySecurityToken xmins:wsse="..." wsu:ld="..."
ValueType="anyNSprefix: ServiceSessionContext" >
ZjgzOWZINzgyZTk1ZWU3OWEYMTRIODVMNGZk YzZEAMmMQ2ZDNhMzc3Nwo=
</wsse:BinarySecurityToken>

«

</sb-ext:Credential>
</sb-ext:ServicelnstanceUpdate>
</S:Header>
<S:Body>
<idpp:QueryResponse>
</iépp:QueryResponse>
</S:Body>

</S:Envelope>
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2. The client sends a new request, using the contents of the ServicelnstanceUpdate

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/e nvelope/"
xmins:sb="urn:liberty:sb:2003-08 "
xmins:idpp="urn:liberty:id-sis-pp:2003-0 8">

<S:Header>
<sh:Correlation S:mustUnderstand="1"
messagelD="uuid:3736251-21532023-774625253"
refToMessagelD="uuid:0023923-28329023-2382 39023"
timestamp="2003-06-06T12:15:04Z" />

<wsse:Security xmins:wsse="...">

<wsse:BinarySecurityToken xmlns:wsse="..." wsu:ld="bst"
ValueType="anyNSprefix: ServiceSessionContext" >
ZjgzOWZINzgyZTk1ZWU3OWEYMTRIODVMNGZKYz EAMmMQ2ZDNhMzc3Nwo=
</wsse:BinarySecurityToken>

«

</wsse:Security>
</S:Header>
<S:Body>

<idpp:Query>

</i.d.pp:Query>
</S:Body>

</S:Envelope>
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Example 11. A ServicelnstanceUpdate Specifying a ServiceSessionContext Token, and the TLS Bearer Security
Mechanism.

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope /"
xmins:sb="urn:liberty:sb:2003-08">

<S:Header>
<sb:Correlation S:mustUnderstand="1"
messagelD="uuid:0023923-28329023-238239023"
refToMessagelD="uuid:00123-ad32-23-09923-88239"
timestamp="2003-06-06T12:10:10Z2" />
<sb-ext: ServicelnstanceUpdate mustUnderstand="1">
<sh-ext: Endpoint>http://example.com: 443/soap</sh-ext: Endpoint>
</sb-ext: ServicelnstanceUpdate>
</S:Header>
<S:Body>

<l-- a fault in the body indicates that the request corresponding
to this response should be re-submitted to the endpoint -->

<S:Fault>
<faultcode>S:Server</faultcode>
<faultstring>
You must resubmit this request to the new endpoint.
</faultstring>
<detail namespace="urn:liberty:sb:2003-08">
<Status code="sbh-ext:EndpointMoved"/>
</detail>
</S:Fault>
</S:Body>

</S:Envelope>

Example 12. A ServicelnstanceUpdate Specifying an Updated Endpoint.

6.4.4. Processing Rules

6.4.4.1. Processing Rules for the ServicelnstanceUpdate header
The receiver of an ID-* message MAY add8ervicelnstanceUpdate> header block to their response.

The sender of this header block MUST include at least one of the optional elements contained in the header block
(<Endpoint> , <SecurityMechID> , or <Credential> ).

Any <Endpoint> specified SHOULD be set to a complete URI.

This header block may contain one or me®ecurityMechiD>  elements. In this case, the service is stating that
the security mechanisms denoted by these elements SHOULD be used in preference to any that had previously been
specified (for example, upon registration of the service at a discovery s¢hiimatyDisco]). Any mechanisms
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supplied SHOULD be listed in order of preference by the sen#d6ecurityMechiD>  elements MUST be specified
according tdLibertySecMech]

If the message sender includes one or m@ecurityMechiD>  elements in their response, that were not previously
specified (for example during registration at a discovery service), then they MUST supply appropriate credentials for
the message recipient to use in accordance with the supplied mechanisms. This implies, for example, that if a bearer
(se€]LibertySecMech] mechanism is supplied in this header block, but was not previously specified for the requester,
that the sender should supply a bearer token that the requester may use with this mechanism.

The<Credential>  element of the header block may contaimogOnOrAfter  attribute, which the sender SHOULD
use to indicate the latest time at which the supplied credential is valid, unless the credential being supplied contains
some other indication of such a value.

The entity constructing aCredential>  element SHOULD specify a valid credential for use by the recipient. For
example, if the token constructed is of typase:BinarySecurityToken then it should conform to the rules
specified inLibertySecMechjand supporting specifications.

6.4.4.2. Processing Rules for the EndpointMoved SOAP Fault

The receiver of an ID-* message MAY issue a SOAP Fault indicating that the endpoint to which this message was
submitted has permanently changed.

Once the receiver has sent this fault response, no further processing of the message should take place.

If the receiver chooses to send the fault response, then it SHOULD also inckilenacelnstanceUpdate>
header, indicating the new endpoint which should be used to re-submit this message, and any further messages directed
to the responding service.

If the receiver of this fault response also receivedsarvicelnstanceUpdate> header in the response, it MAY
re-submit the failed request to any endpoint specified in that header, but it SHOULD provide a diffessagelD
in the <Correlation> header block of the request.

6.5. The <Timeout> Header Block

6.5.1. Overview

A requesting entity may wish to indicate that they would like a request to be processed within some specified amount
of time. Such an entity would indicate their wish via #iBmeout> header block.

6.5.2. Timeout Type and Element
Senders of ID-* messages MAY add@imeout> element to the SOAP header of their request.
This element is based upon thieneoutType which is defined as:
* maxProcessingTime  [Required] — an integer specifying (in seconds) the maximum amount of time the requester
wishes the receiver to spend in processing their request
«id [Optional] — An attribute facilitating references to elements of this type.
e S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]

*S:actor [Optional] — The SOAP actor attribufSOAPv1.1]
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The following schema fragment describes #flémeout> header block.
<xs:complexType name="TimeoutType">
<xs:attribute name="maxProcessingTime" type="xs:integer" use="required"/>
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>

<xs:element nhame="Timeout" type="TimeoutType"/>

Figure 14. The<Timeout> Header Block Element and Type Schema

6.5.3. Timeout Example

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope /"
xmins:sb="urn:liberty:sh:2003-08"
xmins:idpp="urn:liberty:id-sis-pp:2003-08">
<S:Header>

<sb-ext:Timeout mustUnderstand="1" id="timeout.123"
maxProcessingTime="7"/>

</S:Header>

<S:Body>
<idpp:Query>
</iﬁpp:Query>

</S:Body>

</S:Envelope>
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Example 13. Example of a Request with Timeout Specified

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope /"
xmins:sb="urn:liberty:sb:2003-08">

<S:Header>

</S:Header>
<S:Body>
<S:Fault>
<S:faultcode>
S:Server
</S:faultcode>
<S:detail>

<sbh:Status code="sbh-ext:ProcessingTimeout"/>

<l-- Reference the specified Timeout header, if it was supplied
by the requester -->

<sb-ext: Timeout id="timeout.123"/>
</S:Fault>
</S:Body>

</S:Envelope>

Example 14. Example of a Timed-out Response

6.5.4. Processing Rules

The receiver of a Timeout header SHOULD NOT begin processing of a message (beyond processing of the SOAP
headers as noted in this specification) if it expects that such processing would exceed the value specified in the
maxProcessingTime attribute.

The receiver MUST respond to the message within the number of seconds specified in the maxProcessingTime
attribute.

If the receiver is unable to complete processing within the number of seconds specifiethixEecessingTime
attribute of the Timeout header, then they SHOULD respond with a SOAP Fault witboda of
sb-ext:ProcessingTimeout

Note:
If the sender of a message does not include a Timeout header, but the receiver wishes to indicate to the sender

that server processing failed due to a timeout, then the receiver MAY respond with a SOAP Fault with a
code of sh-ext:ProcessingTimeout

6.6. The <UsageDirective> Header Block
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This section defines the ID-* usage directive facilities.

6.6.1. Overview

Participants in the ID-WSF framework may need to indicate the privacy policy associated with a message. To facilitate
this, senders, acting as either a client or a server, may add one or<twsageDirective> header blocks to the

SOAP Header of the message being sentU8ageDirective>  appearing in a SOAP-based ID-* request message
expressemtended usageA <UsageDirective>  appearing in a response expredsewthe receiver of the response

is to use the response data.<BAsageDirective>  in a response message containing no ID-WSF response message
data, a fault response for example, may be used to express policies acceptable to the responder.

6.6.2. UsageDirective Header Type and Element

Senders MAY add a<UsageDirective> element to the SOAP header. This element is based upon the
UsageDirectiveType which is defined as:

«ref [Required]— An attribute referring to an element of the SOAP-based ID-* message to which the usage directive
applies.

«id [Optional} — An attribute facilitating references to elements of this type.
e S:mustUnderstand  [Optional] — The SOAP mustUnderstand attrib[8©APv1.1]
eS:actor [Optional] — The SOAP actor attribuf€OAPv1.1]

e<element>(s) [Optional] — Elements, comprising an instance of some policy expression language, whose
purpose is to express the actual policy the usage directive is conveyingrefT hattribute above points at the
element in the overall SOAP-based ID-* message to which the usage directive applies.

The schema fragments Figure 15andFigure 16defines the<UsageDirective>  header type and element.

<element name="UsageDirective" type="UsageDirectiveType" />

Figure 15. The<UsageDirective>  Header Block Element Schema

<complexType name="UsageDirectiveType">
<sequence>
<xs:any namespace="##other" processContents="lax" maxOccurs="unbounded"/>
</sequence>
<attribute name="ref" type="reference" use="required"/>
<attribute ref="S:mustUnderstand" use="optional"/>
<attribute ref="S:actor" use="optional"/>
</complexType>

Figure 16. TheUsageDirective =~ Header Block Type Schema

6.6.3. Usage Directive Examples
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Example 15illustrates a SOAP-based ID-* message, containingUsageDirective> header block, and
conveying a Personal Profile (ID-PP) Modify messdgiertyIDPP]. The <UsageDirective> header block
contains a usage directive expressed in a policy language identified bgothe namespace and the URI
http://circle-of-trust.com/policies/eu-compliant , and applying to the ID-PP Query message
identified by thed of datarequest001

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/enve lope/"
xmins:sb="urn:liberty:sbh:2003-08"
xmins:pp="urn:liberty:id-sis-pp:2003-08 ">

<S:Header>
<!I-- other header blocks, eg wsse:security, may go here -->

<UsageDirective
id="directive1000"
ref="#datarequest001"
S:mustUnderstand="1">

<cot:PrivacyPolicyReference
xmins:cot="http://circle-of-tr ust.com/isf">
http://circle-of-trust.com/policies/eu-compliant
</cot: PrivacyPolicyReference>

</UsageDirective>

id="A13454...245"
S:actor="http://schemas.../next"
messagelD="uuid: efefefef-eeee-ffff-cccc -ffffffffobbb"
timestamp="2112-03-15T11:12:14Z7"/>
<l-- other header blocks, eg wsse:security, may go here -->
</S:Header>
<S:Body>
<pp:Query id="datarequest001" xmins:pp="urn:liberty:id-sis -pp:2003-08">
<pp:ResourcelD>data: d8ddw6dd7m28v628</pp:ResourcelD>
<pp:Queryltem>
<pp:Select>/pp:IDPP/pp:IDPPA ddressCard</pp: Select>

</pp:Queryltem>
</pp:Query>

</S:Body>

</S:Envelope>

Example 15. A Usage Directive on a Request for the Address of a Principal.

6.6.4. Processing Rules

The sender of a SOAP-based ID-* message wittaageDirective> header block MUST ensure that the value
of theref attribute is set to the value of the of the appropriate element in the message. The sender SHOULD
ensure that theUsageDirective> is integrity-protected. The protection mechanism, if utilized, SHOULD be in
accordance with those defined[LtibertySecMech]
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A receiver of a SOAP-based ID-* message with an attachigshgeDirective> header block MUST check the

actor attribute and determine if it, the receiver, is the actor the header block is targeted at. If so, the receiver MUST
check themustUnderstand  attribute. If set torRUEthe receiver MUST process the contents. If the attribute is absent

or set toFALSEthe receiver SHOULD attempt to process the content oktheageDirective>  header block.

A receiver that processes the contents @fUaageDirective> header block SHOULD verify the integrity of the
header block — that is, it should verify any digital signatures that list the header block in its mgxifddsig] . The

receiver MUST verify that theef attribute refers to an element in the message. That receiver MUST further process
the message according to the policy expressed by the children elements<tfstiyeDirective> header block.

Those children elements will be imported from a foreign namespace, and MUST be parsed and interpreted according
to the applicable schema and processing rules of that foreign namespace.

A receiver that cannot process<&sageDirective> with mustUnderstand="TRUE" MUST respond with a
<S:Fault> . Thes:Fault MUST contain a&S:Detail> element which in turn MUST contain<status> element
with its <StatusCode> set tosb:CannotHonourUsageDirective . The<Status> element SHOULD possess a
ref attribute with its value set to the value of thie attribute of the offendingUsageDirective>  header block in
the request message.

A receiver that cannot honour a non-mandatory (withstUnderstand="FALSE" ) <UsageDirective> must
respond according to the contained policy. In addition, in this case the receiver MAY respond with a SOAP-based ID-
* message that includes<®tatus> element with its<StatusCode> set tosb: CannotHonourUsageDirective

This<Status> element instance SHOULD includeet attribute with its value set to the value of tide attribute of
the<UsageDirective>  header block in the request message that could not be honoured.

In this case, the receiver MAY include one or more neévgageDirective> header blocks in its response message,
each expressing a policy that the receiver would have been able to honousf Tattribute of these headers SHOULD
be set to thenessagelD of the <Correlation> element.
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7. Security Considerations

* The header blocks specified in this document should be integrity-protected using the mechanisms detailed in
[LibertySecMech]

« Header blocks should be signed in accordance {lithertySecMech] The receiver of a message containing a
signature that covers specific header blocks should verify the signature as part of verifying the integrity of the
header block.

» MetadatdLibertyMetadataghould be used to the greatest extent possible to verify message sender identity claims.

* Message senders and receivers should be authenticated to one another via the mechanisms digébsstyd in
SecMech]

« To prevent message replay, receivers should maintain a message cache, and checkmessigetb values
against the cache.
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<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:liberty:sbh:2003-08"
xmins: S="http://schemas.xmlsoap.org/soap/envelop e/"

xmins:sb="urn:liberty:sb:2003-08"

xmins:xs="http://www.w3.0rg/2001/XML Schema"

xmins="urn:liberty:sb:2003-08"
elementFormDefault="qualified"
attributeFormDefault="unqualifie d"
version="1.0-02">

<l-- Filename: lib-arch-soap-binding.xsd -->

<l-- $Id: lib-arch-soap-binding.xsd,v 1.8.4.1 2005/01/25 18:39:11 dchampagne Exp $ -->

<!-- Author: Jeff Hodges -->

<l-- Last editor: $Author: dchampagne $ -->
<l-- $Date: 2005/01/25 18:39:11 $ -->

<l-- $Revision: 1.8.4.1 $ -->

<xs:import

namespace="http://schemas.xmlsoap.org/soap/envelope/"
schemalocation="http://schemas.xmlsoap.org/soap/envel ope/"/>

<xs:include schemalocation="liberty-idwsf-util ity-v1.1.xsd"/>

<xs:annotation>
<xs:documentation>

Liberty ID-WSF SOAP Binding Specification XSD

</xs:documentation>
<xs:documentation>

The source code in this XSD file was excerpted verbatim from:

Liberty ID-WSF SOAP Binding Specification
Version 1.0
12th November 2003

Copyright (c) 2003-2005 Liberty Alliance participants, see
http://www.projectliberty.org/specs/idwsf _copyrights.html

</xs:documentation>
</xs:annotation>

<l-- message correlation header block -->

<xs:complexType name="CorrelationType">

<xs:attribute name="messagelD" type="IDType" use="required"/>
<xs:attribute name="refToMessagelD" type="IDType" use="optional"/>
<xs:attribute name="timestamp" type="xs:dateTime" use="required"/>
<xs:attribute name="id" type="xs:ID" use="optional"/>

<xs:attribute ref="S:mustUnderstand" use="'

<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>

‘optional"/>

<xs:element name="Correlation" type="CorrelationType"/>

<l-- provider= header block -->

<xs:complexType name="ProviderType">

<xs:attribute name="providerID" type="xs:anyURI" use="required"/>
<xs:attribute name="affiliationID" type="xs:anyURI" use="optional"/>
<xs:attribute name="id" type="xs:ID" use="optional"/>

<xs:attribute ref="S:mustUnderstand" use="'

<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>

‘optional"/>

<xs:element name="Provider" type="ProviderType"/>
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<l-- processing context header block -->

<xs:complexType name="ProcessingContextType">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

<xs:element name="ProcessingContext" type="ProcessingContextType"/>
<l-- consent claim header block -->

<xs:complexType name="ConsentType">
<xs:attribute name="uri" type="xs:anyURI" use="required"/>
<xs:attribute name="timestamp" type="xs:dateTime" use="optional"/>
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>

</xs:complexType>

<xs:element name="Consent" type="ConsentType"/>
<!l-- usage directive header block -->
<xs:complexType name="UsageDirectiveType">

<xs:sequence>
<xs:any namespace="##other" processContents="lax"

maxOccurs="unbounded"/>

</xs:sequence>

<xs:attribute name="id" type="xs:ID" use="optional"/>

<xs:attribute name="ref" type="xs:IDREF" use="required"/>

<xs:attribute ref="S:mustUnderstand" use="optional"/>

<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>

<xs:element name="UsageDirective" type="UsageDirectiveType"/>

</xs:schema>
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B. Liberty ID-WSF SOAP Binding Extension Schema (April 2004)

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:liberty:sb:2004 -04"
xmins: S="http://schemas.xmlsoap.org/soap/envelop e/"
xmins:sb-ext="urn:liberty:sb:2004-04"
xmins:lib="urn:liberty:iff:200 3-08"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins="urn:liberty:sb:2004-04"
elementFormDefault="qualified"
attributeFormDefault="unqualified">

<l-- Author: John Kemp -->

<l-- Last editor: $Author: dchampagne $ -->
<l-- $Date: 2005/01/25 18:39:11 $ -->

<l-- $Revision: 1.3.2.1 $ -->

<xs:import
namespace="http://schemas.xmlsoap.org/soap/envelop e/"
schemalocation="http://schemas.xmlsoap.org/soa p/envelope/"/>

<xs:import
namespace="urn:liberty:iff:2003-08"
schemalocation="liberty-idff-pr otocols-schema-1.2-errata-v3.0 .xsd"/>

<xs:include schemalLocation="liberty-idwsf- utility-v1.1.xsd"/>

<xs:annotation>
<xs:documentation>
Liberty ID-WSF SOAP Binding Specification Extension XSD
</xs:documentation>
<xs:documentation>
The source code in this XSD file was excerpted verbatim from:

Liberty ID-WSF SOAP Binding Specification
Version 1.2
December 2004

Copyright (c) 2004-2005 Liberty Alliance participants, see
http://www.projectliberty.org/specs/idwsf_1_1_copyrights.php

</xs:documentation>
</xs:annotation>

<xs:complexType name="CredentialsContextType">
<xs:sequence>
<xs:element ref="lib:RequestAuthnContext" minOccurs="0"/>
<xs:element name="SecurityMechID" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>

<xs:element name="CredentialsContext" type="CredentialsContextType"/>

<xs:complexType name="ServicelnstanceUpdateType">
<xs:sequence>
<xs:element name="SecurityMechID" type="xs:anyURI" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="Credential" minOccurs="0" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:any namespace="##any" processContents="lax"/>
</xs:sequence>
<xs:attribute name="notOnOrAfter" type="xs:dateTime" use="optional"/>
<I/xs:complexType>
</xs:element>
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<xs:element name="Endpoint" type="xs:anyURI" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>

<xs:element name="ServicelnstanceUpdate" type="ServicelnstanceUpdateType"/>
<xs:complexType name="TimeoutType">
<xs:attribute name="maxProcessingTime" type="xs:integer" use="required"/>
<xs:attribute name="id" type="xs:ID" use="optional"/>
<xs:attribute ref="S:mustUnderstand" use="optional"/>
<xs:attribute ref="S:actor" use="optional"/>
</xs:complexType>
<xs:element name="Timeout" type="TimeoutType"/>

</xs:schema>
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C. Liberty ID-WSF Utility Schema Listing

<?xml version="1.0" encoding="UTF-8"?>
<l-- filename: liberty-idwsf-utility-v1.1.xsd -->

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<xs:annotation>
<xs:documentation>
Liberty Alliance Project utility schema. A collection of common
IDentity Web Services Framework (ID-WSF) elements and types.
This schema is intended for use in ID-WSF schemas.

Copyright 2003-2005 Liberty Alliance Project, see
http:/iwww.projectliberty.org/specs/idwsf_1_1_copyrights.php

This file intended for inclusion, rather than importation,
into other schemas.

This version: 2004-12-14

</xs:documentation>
</xs:annotation>
<xs:simpleType name="IDType">
<xs:annotation>
<xs:documentation>This type should be used to provided IDs to components that have IDs that
may not be scoped within the local xml instance document. </xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string"/>
</xs:simpleType>
<xs:simpleType name="IDReferenceType">
<xs:annotation>
<xs:documentation> This type can be used when referring to elements that are
identified using an IDType </xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string"/>
</xs:simpleType>
<xs:element name="Status" type="StatusType">
<xs:annotation>
<xs:documentation> A standard Status type</xs:documentation>
</xs:annotation>
</xs:element>
<xs:complexType name="StatusType">
<xs:annotation>
<xs:documentation> A type that may be used for status codes. </xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element ref="Status" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="code" type="xs:QName" use="required"/>
<xs:attribute name="ref" type="IDReferenceType" use="optional"/>
<xs:attribute name="comment" type="xs:string" use="optional"/>
</xs:complexType>
<xs:complexType name="EmptyType">
<xs:annotation>
<xs:documentation> This type may be used to create an empty element </xs:documentation>
</xs:annotation>
<xs:complexContent>
<xs:restriction base="xs:anyType"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="Extension" type="extensionType">
<xs:annotation>
<xs:documentation>An element that contains arbitrary content extensions from other
namespaces</xs:documentation>
</xs:annotation>
</xs:element>
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<xs:complexType name="extensionType">
<xs:annotation>
<xs:documentation>A type for arbitrary content extensions from other
namespaces</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:any namespace="##other" processContents="lax" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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D. SOAP Envelope Schema Listing

<?xml version="1.0’ encoding="UTF-8" ?>
<l-- Schema for the SOAP/1.1 envelope

This schema has been produced using W3C’s SOAP Version 1.2 schema
found at:

http://iwww.w3.0rg/2001/06/soap-envel ope
Copyright 2001 Martin Gudgin, Developmentor.

Changes made are the following:

- reverted namespace to http://schemas.xmlsoap.org/soap/envelope/

- reverted mustUnderstand to only allow 0 and 1 as lexical values
- made encodingStyle a global attribute 20020825

Further changes:
- removed default value from mustUnderstand attribute declaration - 20030314
Original copyright:

Copyright 2001 W3C (Massachusetts Institute of Technology,
Institut National de Recherche en Informatique et en Automatique,
Keio University). All Rights Reserved.
http://iwww.w3.org/Consortium/Legal/

This document is governed by the W3C Software License [1] as
described in the FAQ [2].

[1] http://www.w3.org/Consortium/Legal/copyright-software-1998 0720
[2] http://lwww.w3.org/Consortium/Legal/IPR-FAQ-20 000620.htmI#DTD
>

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:tns="http://schemas.xmlsoap. org/soap/envelope/"
targetNamespace="http://schemas.xml soap.org/soap/envelope/" >

<!l-- Envelope, header and body -->
<xs:element name="Envelope" type="tns:Envelope" />

<xs:complexType name="Envelope" >
<xs:sequence>
<xs:element ref="tns:Header" minOccurs="0" />
<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

<xs:element name="Header" type="tns:Header" />
<xs:complexType name="Header" >
<xs:sequence>
<xs:any namespace="##other" minOccurs="0" maxOccurs="unbounded" processContents="lax" />
</xs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

<xs:element name="Body" type="tns:Body" />
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<xs:complexType name="Body" >
<xs:sequence>
<xs:any namespace="##any" minOccurs="0" maxOccurs="unbounded" processContents="lax" />
</xs:sequence>
<xs:anyAttribute namespace="##any" processContents="lax" >
<xs:annotation>
<xs:documentation>
Prose in the spec does not specify that attributes are allowed on the Body element
</xs:documentation>
</xs:annotation>
</xs:anyAttribute>
</xs:complexType>

<l-- Global Attributes. The following attributes are intended to be usable via qualified
attribute names on any complex type referencing them. -->

<xs:attribute name="mustUnderstand" >
<xs:simpleType>
<xs:restriction base="xs:boolean’>
<xs:pattern value="0|1’ />
</xs:restriction>
</xs:simpleType>
</xs:attribute>

<xs:attribute name="actor" type="xs:anyURI" />

<xs:simpleType name="encodingStyle" >
<xs:annotation>
<xs:documentation>
‘encodingStyle’ indicates any canonicalization conventions followed in the contents of
the containing element. For example, the value ’http://schemas.xmlsoap.org/soap/encoding/’
indicates the pattern described in SOAP specification
</xs:documentation>
</xs:annotation>
<xs:list itemType="xs:anyURI" />
</xs:simpleType>

<xs:attribute name="encodingStyle" type="tns:encodingStyle" />

<xs:attributeGroup name="encodingStyle" >
<xs:attribute ref="tns:encodingStyle" />
</xs:attributeGroup>

<xs:element name="Fault" type="tns:Fault" />

<xs:complexType name="Fault" final="extension" >
<xs:annotation>
<xs:documentation>
Fault reporting structure
</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="faultcode" type="xs:QName" />
<xs:element name="faultstring" type="xs:string" />
<xs:element name="detail" type="tns:detail" minOccurs="0" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="detail">
<xs:sequence>

</xs:sequence>
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<xs:anyAttribute namespace="##any" processContents="lax" />

</xs:complexType>

</xs:schema>
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