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1. Introduction

The Simple Object Access Protocol (SOAP) specificatig89APv1.1]and [SOAPv1.2] define an XML-based
[XML] messaging paradigm, but do not specify any particular security mechanisms. They do not, in particular,
describe how on&OAP nodemay authenticate with anoth&0OAP nodevia an exchange of SOAP messages. Thus

it is left to SOAP-based web services frameworks to provide their own notions of security, such as defining how
authentication is accomplished.

This specification defines how to perforgeneral identity authenticatiofVooLam92] also known agpeer entity
authenticationfRFC2828] over SOAP, in the context of the Liberty Identity Web Services Framework (ID-WSF)
[LibertyIDWSFOverview] Rather than specify the particulars of one or manghentication mechanisnarectly in

this specification, we profile the Simple Authentication and Security Layer (SASL) framg¢RbB&2222]

SASL is an approach to modularizing protoci@signsuch that the security design components, e.g. authentication
and security layer mechanisms, are reduced to a uniform abstract interface. This facilitates a protocol’s use of an open-
ended set of security mechanisms, as well as a so-called "late binding" between implementations of the protocol and
the security mechanisms’ implementations. This late binding can occur at implementation- and/or deployment-time.
The SASL specification also defines how one packages authentication and security layer mechanisms to fit into the
SASL framework, where they are known 8ASL mechanismas well as register them with the Internet Assigned
Numbers Authority (IANA)[IANA] for reuse.

This specification is organized as follows. First, it defines the ID-WSF Authentication Protocol. Next, it defines
an ID-WSF Authentication Service Identity Providers may offer, which is based on the authentication protocol.
This authentication service enables Web Services Consumers and/or Liberty-enabled User Agents or Devices to
authenticate with Identity Providers using various authentication mechanisms and obtain ID-WSF security tokens.
Finally, it defines an ID-WSF Single Sign-On Service. This service provides authentication assertions to Web Services
Consumers via a profile of the ID-FF Single Sign-On Protocol, enabling Web Services Consumers to interact with ID-
FF-based Service Providers.
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2. Notation and Conventions

This specification uses schema documents conforming to W3C XML Sch@aieemalland normative text to
describe the syntax and semantics of XML-encoded protocol messages.

2.1. Requirements Keywords

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as describ@dhC2119]

“they MUST only be used where it is actually required for interoperation or to limit behavior which
has potential for causing harm (e.g., limiting retransmissions) ”

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application
features and behavior that affect the interoperability and security of implementations. When these words are not
capitalized, they are meant in their natural-language sense.

2.2. XML Namespaces

This specification uses the XML namespace prefixes listGalote 1

Table 1. XML Namespaces used in this specification

Prefix Namespace
sa: Represents the Liberty namespaom:liberty:sa: 2004-04
Note:

This is the point of definition of this namespace. This namespace is the default
for instance fragments, type names, and element names in this document when a
namespace is not explicitly noted.

ac: Represents the Liberty namespace definddilvertyAuthnContext]

disco: Represents the namespace defindtliimertyDisco].

lib: Represents the namespace defindtliimertyProtSchema]

pp: Represents the namespace definddiimertyIDPP].

S: Represents the SOAP namespace: http://www.w3.0rg/2001/12/soap-envelope, defined in
[SOAPV1.1]

sb: Represents the Liberty namespace definddilvertySOAPBinding]

XS: Represents the W3C XML schema namespace (http://www.w3.0rg/2001/XMLS¢hema)

defined inf[Schemal]
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3. Terminology

This section defines key terminology used in this specification. Definitions for these, as well as other Liberty-specific
terms, may also be found [hibertyGlossary] Note that the definition of some terms below differ slightly from the
definition given in[LibertyGlossary] For example see the definitions fdient andserver This is because in such
cases, the definition given [hibertyGlossaryJis a more general one, and the definition given here is a more narrow
one, specific to the context of this specification. See fE$C2828]for overall definitions of security-related terms,

in general. Other specific references are also cited below.

Terminology

authentication Authenticationis the process of confirming system entitg asserteddentity with a
specified, or understood, level of confidefi€austinCyberspace]

authentication assertion A SAML assertiortypically consisting of a singl&AuthenticationStatement>

The assertion issuer is stating that the subject of the assertion authenticated with it at
some point in time. Assertions are typically time-limi&AMLCorel11]

authentication exchange Seeauthentication protocol exchange.

authentication mechanism An authentication mechanisis a particular, identifiable, process or technique that
results in a confirmation of aystem entitg asserted identity with a specified, or
understood, level of confidence.

authentication protocol exchange Authentication protocol exchangethe term used ifRFC2222]to refer to the
sequence of messages exchanged betweedlidre and serveras specified and gov-
erned by the particul&8ASL mechanisteing employed to effect an act afithentica-
tion.

authentication server The precise, specifiole played by aserverin the protocol message exchanges defined
in this specification.

Authentication Service (AS) Short form of "ID-WSF Authentication Service". The AS is a discoverable ID-WSF
service.

Authentication Service Consumer A Web Service Consum@VSC) implementing thelient-side of the ID-WSF
Authentication Protocol (which is defined in this specification).

Authentication Service Provider (AS Provider) A Web Service ProvidgiWSP) implementing theerverside of
the ID-WSF Authentication Service defined in this specificati®acfion 5 Authentica-
tion Servic@.

client A role assumed by asystem entitywho either explicitly or implicitly initiates an
authentication exchand®FC2828] Clientis implicitly defined in[RFC2222] Also
known as &5ASL client

discoverable A discoverabléin principle" service is one having aervice type UR&ssigned (this is
typically in done in the specification defining the service). A discoverable "in practice"
service is one that is registered in some discovery service instance.
ID-WSF servicesare by definition discoverable "in principle" because such services are
assigned aervice type URfacilitating their registration iDiscovery Servicestances.

final SASL response The final<SASLResponse> message sent from tleerverto theclientin anauthenti-
cation exchange
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127 initial response A [RFC2222]term referring toauthentication exchanggata sent by theclientin the

128 initial SASL requestlt is used by a subset of SASL mechanisms. See Section 5.1 of
129 [RFC2222]

130 initial SASL request The initial <SASLRequest> message sent from thodient to theserver in anauthenti-

131 cation exchange

132 (LUAD-)WSC A Web Service ConsumdkVSC), that may or may not also be_iberty-enabled User

133 Agent or Device

134 mechanism A process or technique for achieving a regMerriam-Webster]

135 message thread A message threaid a synchronous exchange of messages in a request-redgafse
136 between twdSOAP nodes All the messages of a given message thread are "linked" via
137 each message&Correlation> header blockefToMessagelD attribute value being

138 set, by the sender, from the previous successfully received message’slation>

139 header blocknessagelD attribute value.

140 requester A system entityhich sends aervice requedb aprovider.

141 role A function or part performed, especially in a particular operation or prddéssiam-

142 Webster]

143 SASL mechanism A SASL mechanisia anauthentication mechanisthat has been profiled for use in the
144 context of theSASL frameworfRFC2222] See[RFC2444]for a particular example of

145 profiling an existing authentication mechanism—one-time passwife€2289}—for

146 use in the SASL context. SASL mechanisms are "named"; Mechanism names are
147 listed in the column labeled as "MECHANISMS" [BASLReg](a copy of this registry

148 document is reproduced ilppendix A for informational convenience; implementors
149 should always fetch the most recent revision directly fitiiNA] ).

150 server A role donned by aystem entityvho is intended to engage in defined exchanges with
151 clients This term is implicitly defined ilRFC2222]and in this specification is always
152 synonymous wittauthentication server

153 Service Provider (SP) (1)A role donned bysystem entities In the Liberty architectureService Providers

154 interact with other system entities primarily via vanilla HTTP.

155 (2) From a Principal’s perspective, a Service Provider is typically a website providing
156 services and/or goods.

157 SOAP header block A [SOAPv1.2]term meaning: An [element] used to delimit data that logically con-
158 stitutes a single computational unit within the SOAP header. [SIDAPv1.1]these

159 are known as simph5OAP headersor simply headers This specification uses the
160 SOAPvV1.2 terminology.

161 SOAP node A [SOAPv1.2]term describingystem entitiessho are parties to SOAP-based message
162 exchanges that are, for purposes of this specification, also the ultimate destination of the
163 exchanged messages, i®0AP endpoints In [SOAPv1.1] SOAP nodes are referred
164 to as SOAP endpointsor simply endpoints This specification uses the SOAPv1.2
165 terminology.

166 system entity An active element of a computer/network system. For example, an automated process
167 or set of processes, a subsystem, a person or group of persons that incorporates a distinct
168 set of functionalitf SAMLGIloss].
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user identifier

web service

Web Service Consumer

Web Service Provider

AKA user namer Principal.

Generically, aservicedefined in terms of aKML-based protocol, often transported over
SOAR and/or a service whose instances, and possibly data objects managed therein, are
concisely addressable VidRIs

As specifically used in Liberty specifications, usually in termsMBCsand WSPs

it means a web service that's defined in terms of be" "stack", and thus utilizes
[LibertySOAPBInding] [LibertySecMech]and is "discoverablgLibertyDisco].

A role donned by aystem entitywhen it makes a request toageb service

A role donned by aystem entityhen it provides aveb service
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4. Authentication Protocol

This section defines the ID-WSF Authentication Protocol. This protocol facilitates authentication between two ID-*
entities, and is a profile of SASIRFC2222]

4.1. Conceptual Model

The conceptual model for the ID-WSF Authentication Protocol is as follows: an ID-gyStem entityacting in a
Web Services Consum@SC)role, makes an authentication request to another ID-WSF system entity, acting in a
Web Service ProviddiWSP) role, and if the WSP is willing and able, an authentication exchange will ensue.

The authentication exchange is comprised of SOAP-bound ID-* mesHabgesySOAPBInding] and can involve an
arbitrary number of round trips, dictated by the particular SASL mechanism emgy&l222] The WSC may

have out-of-band knowledge of the server’'s supported SASL mechanisms, or it may send the server its own list of
supported SASL mechanisms and allow the server to choose one from among them.

At the end of this exchange of messages, the WSC will either be authenticated or not, the nature of the authentication
depending upon the SASL mechanism that was employed. Also depending on the SASL mechanism employed, the
WSP may be authenticated as well.

Other particulars such as how the WSC knows which WSP to contact for authentication, are addressed below in
Section 6 Single Sign-On Service

Note:

This document does not specify the use of SASL security layers.

4.2. Schema Declarations

The XML schema[Schemal] normatively defined in this section is constituted in the XML Schema file:
lib-arch-authn-svc.xsd , entitled "Liberty ID-WSF Authentication Service XSD(seeAppendix Q.

In addition, the Liberty ID-WSF Authentication Service XSkexplicitly includes, in the XML Schema sense, the
Liberty ID-WSF Utility XSD file (seeAppendix D), whose filename idib-arch-iwsf-utility.xsd

4.3. SOAP Header Blocks and SOAP Binding

This specification does not define any SOAP header blo8extion 4.3.1 below, constitutes the SOAP binding
statement for this specification.

4.3.1. SOAP Binding

The messages defined below $ection 4.6 e.g. <SASLRequest>, are ordinary ID-* messagess defined in
[LibertySOAPBInding] They are intended to be bound to tf®OAPvV1.1] protocol by mapping them directly
into the<s:Body> element of the<s:Envelope> element comprising a SOAP messagg.ibertySOAPBInding]
normatively specifies this binding.

Note:

Implementations of this specification MUST use #ub:Correlation> SOAP header block defined in
[LibertySOAPBInding]to establish anessage threadnd thus correlate their authentication exchanges. See
Section 5.5 Authentication Service Interaction Exampler an example.

4.4. SASL Profile Particulars
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The ID-WSF Authentication Protocol is based on SARRFC2222] and thus "profiles" SASL. Section 4 of
[RFC2222]specifies SASL's "profiling requirements". This section of this specification addresses some particulars
of profiling SASL that are not otherwise addressed in the sections defining the protocol meSsem (4.6
Protocol Messagés and their sequencingéction 4.7 Sequencing of the Authentication Excharge

4.4.1. SASL "Service Name"

The SASL "Service Name" specified hereinithwsf

4.4.2. Composition of SASL Mechanism Names

The protocol messages defined below at times convey a SASL mechanism name, or a list of SASL mechanism names,
as values of message element attributes.

These mechanism names are typically taken from the column labeled as "MECHANIS{EXShReg] but MAY
be site-specific.

These names, and lists of these names, MUST follow these rules:

* The character composition of a SASL mechanism name MUST be as defifg&NiA] 's SASL Mechanism
Registry[SASLReq]

« Alist of SASL mechanism names MUST be composed of names as defined above, separated by ASCII space chars
(hex "20").

4.5. Authentication Exchange Security

This authentication protocol features the flexibility of having implementations being able to select at runtime the actual
authentication mechanism (aka SASL mechanism) to employ. This however may introduce various vulnerabilities
depending on the actual mechanism employed. Some mechanisms may be vulnerable to passive and/or active attacks.
Also, since the server selects the SASL mechanism from a list supplied by the client, a compromised server, or a
man-in-the-middle, can cause the weakest mechanism offered by the client to be employed.

Thus it is RECOMMENDED that the authentication protocol exchange defined h&etign 4.7 Sequencing of

the Authentication Exchangebe employed over a TLS/SSL chaniiBFC2246]as amended bfRFC3546] This

will ensure the integrity and confidentiality of the authentication protocol messages. Additionally, clients SHOULD
authenticate the server via TLS/SSL validation procedures. This will help guard against man-in-the-middle attacks.

4.6. Protocol Messages

This section defines the protocol's messages, along with their message element attribute values, and their semantics.
The sequencing of protocol interactions, also known asthikentication exchangés defined below irsection 4.7
Sequencing of the Authentication Exchange

4.6.1. The <SASLRequest> Message

Figure 1 shows the schema fragment fromliberty ID-WSF Authentication Service XSD describing the
<SASLRequest> message. This message has the following attributes:

* mechanism [Required] — Used to convey a list of one-or-more client-supported SASL mechanism names to the
server, or to signal the server if the client wishes to abort the exchange. It is included<@hallRequest>
messages sent by the client.
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eauthzID [Optional] — TheauthzID , also known asuser identifieror usernameor Principal, that the client
wishes to establish as the "authorization identity" [pFC2222] It is only included on thénitial SASL request

« advisoryAuthnID [Optional] — TheadvisoryAuthnID may be used to advise the server what authentication
identity will be asserted by the client via the selected SASL mechanism; i.e. it is a "hint". It is only included on
the initial SASL request. ThadvisoryAuthniID  provides a means for server implementations to optimize their
behavior on a per authentication identity basis. E.g. if a client requests to execute a certain SASL mechanism
on behalf of some given authentication identity (representeddbigoryAuthnIiD ) and authorization identity
(represented bwuthzID ) pair, the server can decide whether to proceed without having to execute the SASL
mechanism (execution of which might involve more than a single round-trip). Server implementations that make
use of the optionakdvisoryAuthnID attribute, SHOULD be capable of processing inik&ASLRequest>
messages that do not include tivisoryAuthnlD  attribute.

«id [Optional] — identifies a«SASLRequest> message element instance. This attribute MUST be used when the
message is signed as describedLibertySecMech] and the element instance is to be included as one of the set
of signed message components.

<xs:element name="SASLRequest">
<xs:complexType>
<xs:sequence>

<xs:element name="Data" minOccurs="0">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:base64Binary"/>
</xs:simpleContent>
</xs:complexType>
</xs:element>

<xs:element ref="lib:RequestAuthnContext"
minOccurs="0"/>

</xs:sequence>

<xs:attribute name="mechanism"
type="xs:string"
use="required"/>

<xs:attribute name="authz|D"
type="xs:string"
use="optional"/>

<xs:attribute name="advisoryAuthnID"
type="xs:string"
use="optional"/>

<xs:attribute name="id"
type="xs:ID"
use="optional"/>

</xs:complexType>
</xs:element>

Figure 1. <SASLRequest> Message Element — Schema Fragment

The<SASLRequest> message has the following sub-elements:
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e <Data> — This element is used by the client to send SASL mechanism data to the seffRFFAR222]parlance,
this data is termed a "client response". Its content model is base64-encoded data.

* <RequestAuthnContext> — This element is used by the client to convey to the server a desired authentication
context. It is used on only on the initial SASL request (S=etion 4.7 Sequencing of the Authentication
Exchange). If present, the server uses the information in #RequestAuthnContext> in combination
with mechanism attribute when choosing the SASL mechanism to execute. The background use case for
<RequestAuthnContext> is presented irfBection 5.1 Authentication Service Conceptual Model See also:
[LibertyAuthnContextland[LibertyProtSchema]

<?xml version="1.0" encoding="UTF-8"?>

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"
xmins:sa="urn:liberty:sa:2004-04"
xmins:sb="urn:liberty:wsf:soap-bind:1.0"
xmins:pp="urn:liberty:id-sis-pp:2003-08">

<S:Header>

<sb:Correlation S:mustUnderstand="1"
sh:id="A13454...245"
S:actor="http://schemas.../ne xt"
sh:messagelD="uuid: efefefef-aaaa -ffff-cccc-eeeeffffobbb"
sh:timestamp="2112-03-15T11:12:127"/>

</S:Header>

<S:Body>
<sa:SASLRequest sa:mechanism="foo">
<sa:Data>
qwyGHhSWpjQub5yq......vUUIVONmMOZtfzgFz
<sa:Data>

</sa:SASLRequest>
</S:Body>

</S:Envelope>

Example 1. A SASLRequest Bound into a SOAP Message

4.6.1.1. <SASLRequest> Usage

The<SASLRequest> message is used to initially convey to the server a:

« list of one or more client-supported SASL mechanism names,

..in combination with optional:

e authzID attribute, and/or,
* advisoryAuthnID attribute, and/or,

e <RequestAuthnContext>  element.
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353 Inthe case where a single SASL mechanism name is conveyeds 8 Request> message can contain a so-called
354 initial responsgsee Section 5.1 gRFC2222) in the<Data> element.

355 If the server’s subsequeRSASLResponse> message signals that the authentication exchange should continue—and
356 thus contains a server "challenge"—the client will send anotBasLRequest> message, with theData> element

357 containing the client’s "response" to the challenge. This sequence of server challenges and client responses continues
358 until the server signals a successful completion or aborts the exchange.

359 Themechanism attribute is used in these intermediat®ASLRequest> messages to signal the client’s intentions to
360 the server. This is summarized in the next section.

361 Section 4.7 Sequencing of the Authentication Exchangde combination with the next section, normatively defines
362 the precise<SASLRequest> message format as a function of the sequencing of the authentication exchange.

363 4.6.1.2. Values for mechanism attribute of <SASLRequest>

364 The list below defines the allowable values for thechanism attribute of the<SASLRequest> message element,
365 and the resulting message semantics.

366 Note:

367 In items #2 and #, the mechanism attribute contains one or more SASL mechanism names, respectively.
368 The rules noted irsection 4.4.2 Composition of SASL Mechanism NamedUST be adhered to in such
369 cases.

370 1. Multiple SASL mechanism nhames— SeeExample 2 In this case, theSASLRequest> message MUST NOT

371 contain any "initial response" data, and MUST be the initial SASL requestS8etion 4.6.2.1.2or details on
372 the returnecSASLResponse> message in this case.

373

374

375 <SASLRequest mechanism="GSSAPI OTP PLAIN"/>

376

377

378 Example 2. <SASLRequest> Specifying Multiple Client-supported Mechanism Names

379 2.A single SASL mechanism name— In this case, theSASLRequest> message MAY contaiimitial response

380 data. Se&xample 3

381

382

383 <SASLRequest mechanism="GSSAPI">

384 <Data>

385 Q29ub31gQ2F0aWxsIGNhc3VhbGx5IG1hbmdsZXMgcGFzc3dvemRzCg==
386 </Data>

387 </SASLRequest>

388

389

390 Example 3. <SASLRequest> Specifying a Single Mechanism Name

391 3.ANULL string (") — This indicates to the authentication server that the client wishes to abort the authentica-

392 tion exchange. Sdexample 4
393

394

395 <SASLRequest mechanism=""/>
396

397

398 Example 4. <SASLRequest> Message Aborting the SASL Authentication Exchange
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4.6.2. The <SASLResponse> Message

Figure 2 shows the schema fragment fronLiberty ID-WSF Authentication Service XSD describing the
<SASLResponse> message. This message has the following attributes:

« serverMechanism  [Optional] — The server’s choice of SASL mechanism from among the list sent by the client.

+id [Optional] — identifies a<SASLResponse> message element instance. This attribute MUST be used when the
message is signed as describedLibertySecMech] and the element instance is to be included as one of the set
of signed message components.

<xs:element name="SASLResponse">
<xs:complexType>
<xs:sequence>

<xs:element ref="Status"/>

<xs:element name="Data" minOccurs="0">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:base64Binary"/>
</xs:simpleContent>
</xs:complexType>
</xs:element>

<xs:element ref="disco:ResourceOffering"
minOccurs="0"
maxOccurs="unbounded"/>

<xs:element name="Credentials" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:any namespace="##any"
processContents="lax"
minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:sequence>

<xs:attribute name="serverMechanism"
type="xs:string"
use="optional"/>

<xs:attribute name="id"
type="xs:ID"

use="optional"/>

</xs:complexType>
</xs:element>

Figure 2. <SASLResponse> Message Element - Schema Fragment

The<SASLResponse> message has the following sub-elements:
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e <Status> — This element is fromLiberty ID-WSF Utility XSD and is used to convey status from the server to
the client. See below.

« <PasswordTransforms>  — This element is used to convey to the client any required password transformations.
SeeSection 7 Password Transformations: TRasswordTransforms  Element.

e <Data> — This element is used to return SASL mechanism data to the client. Its content model is base64-encoded
data.

* <disco:ResourceOffering> — This element is to convey to the client a resource offering for the server, in its
role as a WSP, upon a successful authentication exchange completidde@iem 5 Authentication Service

* <Credentials> — This element is used to convey to the client credentials authorizing it to interact with
the server (who is acting as a WSP) upon a successful authentication exchange completiGectee5
Authentication Service

4.6.2.1. <SASLResponse> Usage

This message is sent by the server in response to a elf*8LRequest> message. It is used to convey "server
challenges”, iMRFC2222]parlance, to the client during an authentication exchange. So-called "client responses”
are correspondingly conveyed to the server viatBaSLRequest> message, defined above. A given authentication
exchange may occur in one "round-trip", or it may involve several round-trips. This depends on the SASL mechanism
being executed.

The first<SASLResponse> sent by the server is explicitly distinguished from subseqeB8ASLResponse> messages

in terms of child elements and attributes. The fi@ASLResponse> sent by the server in an authentication exchange

is similarly distinguished, although with its own particular characteristics. These details are specified below in
Section 4.7 Sequencing of the Authentication Exchange

The <Status> element (se&igure J is used to convey the authentication server’s assessment of the status of the
authentication exchange to the client, via toele attribute (the<Status> element is declared in théiberty ID-
WSF Utility XSD).

<xs:element name="Status" type="StatusType"/>
<xs:sequence>
<xs:element ref="Status" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="code" type="xs:QName" use="required"/>
<xs:attribute name="ref" type="xs:NCName" use="optional"/>
<xs:attribute name="comment" type="xs:string" use="optional"/>
</xs:complexType>

Figure 3. <Status> Element and Type - Schema Fragment (from lib-arch-iwsf-utility.xsd)

In the two sections below, first the values of tiugle attribute of the<Status> element are discussed, followed by
discussion of the various forms eSASLResponse> messages and their semantics.

4.6.2.1.1. Values for the code> attribute of <Status>

If the value ofcode is:

«"sa:continué' — the server expects the client to craft and send a ¥®ASLRequest> message containing data
appropriate for whichever step the execution of the SASL mechanism is at.
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«"sa:abort" — the server is aborting the authentication exchange. It will not send any more messages on this
message thread.

«"sa:OK" — the server considers the authentication exchange to have completed successfully.
The <SASLResponse> message will typically containcdisco:ResourceOffering> element(s) and a
<Credentials> element, as described below Bection 5.3 Rules for Authentication Service Providers
enabling the client to interact further with this provider, for example to invoke another ID-WSF service such as
the Discovery Service.
Additionally, the <SASLResponse> message can contaiadisco:ResourceOffering> element(s) and
<Credentials>  content for other providers.
SeeSection 4.7 Sequencing of the Authentication Exchanfge the normative specification of the composition
of the<SASLResponse> message in this case. See dartion 5.3 Rules for Authentication Service Providers

4.6.2.1.2. Returning the Server's Selected SASL Mechanism

The server will choose one SASL mechanism from among the intersection of the list sent by the client and the server’s
set of supported and willing-to-execute SASL mechanisms. It will return the name of this selected SASL mechanism
as the value for theerverMechanism  attribute on the initiakSASLResponse> message. Sdexample 5

<SASLResponse serverMechanism="DIGEST-MD5">
<Status code="sa:continue"/>
<Data>
Q29ub3lgQ2FoaWxsIGNhc3VhbGx51G1hbmdszZXMgcGFzc3 dvemRzCg==
</Data>
</SASLResponse>

Example 5. <SASLResponse> Indicating Server's Chosen SASL Mechanism

If there is no intersection between the client-supplied list of SASL mechanisms and the set of supported, and willing-
to-execute, server-side SASL mechanisms, then the server will reta8A8LResponse> message with @ode

attribute whose value is "sa:abort". S&eample 6 and also item &in Section 4.7 Sequencing of the Authentication
Exchange

<SASLResponse>
<Status code="sa:abort"/>
</SASLResponse>

Example 6. <SASLResponse> Indicating a Server-side Abort

4.7. Sequencing of the Authentication Exchange

The authentication exchange is sequenced as follows:

1.The authentication exchange MUST begin by the client sending the ser&%%l Request> message. This
message:
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541 « MUST contain amechanism attribute whose value is a string containing one or more SASL mechanisms
542 the client supports and is prepared to negotiate &aetion 4.6.1.2 Values formechanism attribute of

543 <SASLRequest> ).

544 « MAY contain a<Data> element containing an initial response, specific to the cited SASL mechanism, if the
545 mechanism attribute contains only a single SASL mechanism. See section $RIFGf2222]

546 * MAY contain a<RequestAuthnContext>  element.

547 * SHOULD contain arauthzID attribute whose value is an identifier string for the Principal being authenti-
548 cated.

549 * MAY contain anadvisoryAuthnID attribute whose value is an identifier asserted by the client to represent
550 the authentication identity being established by this authentication event.

551 * MAY contain anid attribute.

552 2.1f the server is prepared to execute, with this client, at least one of the SASL mechanism(s) cited by the client in
553 the previous step, then processing continues with&tep

554 3. Otherwise, the server does not support, or is not prepared to negotiate, any of the SASL mechanisms cited by the

555 client. The server MUST respond to the client with@ASLResponse> message containing:

556 * A <Status> element with aode attribute with a value ofsa:abort".

557 * No <PasswordTransforms>  element.

558 *No <Data> element.

559 * No <disco:ResourceOffering> element.

560 * No <Credentials> element.

561 * No serverMechanism  attribute.

562 The <SASLResponse> message MAY have aid attribute. After this message is sent to the client, processing
563 continues with stef.

564 4.The server sends to the client8ASLResponse> message.

565 If this message is the firsiSASLResponse> sent to the client in this authentication exchange, this message:

566 * MUST contain aserverMechanism  attribute whose value is a single SASL mechanism name, chosen by
567 the server from the list sent by the client.

568 * MAY contain a<Data> element containing a SASL mechanism-specific challenge.

569 *MAY contain a <PasswordTransforms>  element. See&Section 7 Password Transformations: The
570 PasswordTransforms  Element for details on the client’s subsequent obligations in this case.

571 * MAY contain a<id> attribute.

572 « MUST contain aStatus> element with a&ode attribute whose value is given by either itémor B, or C:
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A. "sa:continug' — the execution of the SASL mechanism is not complete; the server expects the client to
process this message and respond. Processing continues with step

B. "sa:OK" — the server declares the authentication exchange has completed successfully.
In this case, thidinal SASL responsmessage can contain, in addition to the items listed above,
<disco:ResourceOffering> element(s) and aCredentials> element. This is specified in
Section 5.3 Rules for Authentication Service Providers
Processing continues with stép

C."sa:abort" — the server declares the authentication exchange has completed unsuccessfully. For
example, the user may have supplied incorrect information, such as an incorrect password. See step
7, below, for additional information.

In this case, thisSASLResponse> message MUST NOT contain argisco: ResourceOffering>
element(s) or &Credentials>  element.
Processing continues with stép

Otherwise, this message:

« MUST NOT contain aserverMechanism  attribute.
« MAY contain a<Data> element containing a SASL mechanism-specific challenge.
« MUST NOT contain a<PasswordTransforms>  element.
* MAY contain a<id> attribute.
* MUST contain a<Status> element with aode attribute whose value is given by either itémnor B, or C:
A. "sa:continue' — the execution of the SASL mechanism is not complete; the server expects the client to
process this message and respond. Processing continues with step

B."sa:OK" — the server declares the authentication exchange has completed successfully.
In this case, this "final responseSASLResponse> message can contain, in addition to the items listed
above <disco:ResourceOffering> element(s) and aCredentials>  element. This is specified in
Section 5.3 Rules for Authentication Service Providers
Processing continues with stép

C."sa:abort" — the server declares the authentication process has completed unsuccessfully. For example,
the user may have supplied incorrect information, such as an incorrect password. Seésteyw, for
additional information.

In this case, thissSASLResponse> message MUST NOT contain argisco:ResourceOffering>
element(s) or &Credentials>  element.
Processing continues with st&p

5.The client sends the servek8ASLRequest> message. This message:
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« SHOULD contain amechanism attribute set to the same value as sent by the server, as the value of the
serverMechanism  attribute, in its first<SASLResponse> message (seBection 4.6.2.1:2 Returning the
Server’s Selected SASL Mechanigm
Note:

The client MAY, however, choose to abort the authentication exchange by settingethanism attribute

to either a "null" string, or to a mechanism name different than the one returned by the server in its first
<SASLResponse> message.

If the client chooses to abort, processing continues with&tep

« SHOULD contain aData> element containing data specific to the cited SASL mechanism.
* MUST NOT contain acRequestAuthnContext>  element.

*« MUST NOT contain arauthzID attribute.

* MUST NOT contain aradvisoryAuthnID attribute.

* MAY contain anid attribute.

Processing continues with stepand5 until the server signals success, failure, or aborts — or the client aborts
the exchange using the technique noted in the first bullet item, above, of this step.

6. The authentication exchange has completed successfully. The client is now authenticated in the server’s view, and
the server may be authenticated in the client’s view, depending upon the SASL mechanism eng#otied.5.1
Authentication Service Conceptual Modeldiscusses what the next interaction steps between the client and
server are in the ID-WSF authentication service case.

7.The authentication exchange has completed unsuccessfully due to an exception on the server side. The client
SHOULD cease sending messages on this message thread.
The reasons for an authentication exchange failing are manifold. Often it is simply a case of the user having
supplied incorrect information, such as a password or passphrase. Or, there may have been a problem on the
server’s part, such as an authentication database being unavailable or unreachable.
Note:
[RFC2222]and the RFCs specifying various SASL mechanisms—for exafifi#c2245] [RFC2444] and
[RFC3163}—are arguably not as clear as they could be with respect to the situation where an execution of the
SASL mechanism fails for some reason. Though, Section 4, item[BF&E2222]indicates that the server must
have a means of indicating "failure of the exchange" to the client. In this version of this specification, this is
handled by the server returning a status codesafdbort’ to the client, as specified above4n Future versions
of this specification may facilitate more fine-grained error reporting by the server.

8. The client aborted the authentication exchange.
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5. Authentication Service

The ID-WSF Authentication Service provides web service-based authentication facilities to Web Service Consumers
(WSCs). This service is built around the SASL-based ID-WSF Authentication Protocol as specified ebavtion 4

This section first outlines the Authentication Service’s conceptual model and then defines the service itself.

5.1. Conceptual Model

ID-WSF-based Web Service Providers (WSPs) may require requesters, AKA Web Service Consumers (WSCs), to
present security tokens in order to successfully interact (security token specifics, are speftifleatipSecMech].

A Discovery ServicdLibertyDisco], which itself is just a WSP, is able to create security tokens authorizing WSCs to
interact with other WSPs, on whose behalf a Discovery Service has been configured to speak. But Discovery Service
instances, might themselves be configured to require WSCs to present security tokens when making requests of them.

The ID-WSF Authentication Service addresses the above conundrum by providing the means for WSCs to prove their

identities—to authenticate—and obtain security tokens enabling further interactions with other services, at the same

provider, on whose behalf the Authentication Service instance is authorized to speak. These offered services may be,
for example, a Discovery Service or Single Sign-On Service. WSCs may then use these latter services to discover and
become capable of interacting with yet other services.

Note that although an Authentication Service itself does not require requesters to present security tokens in order to
interact with it, an Authentication Service may, in some situations, be configured to understand presented security
tokens and use them when applying policy.

5.1.1. Stipulating a Particular Authentication Context

In some situations, a WSC may need to stipulate some of the properties for an authentication exchange. A scenario
illustrating a use case of this is:

Suppose a Principal is wielding a Liberty-enabled user agent or device (LUAD) that is acting as
a WSC (i.e. a LUAD-WSC). The Principal authenticates with her bank, say, and authenticates
via the ID-WSF authentication service using some authentication mechanism, such as PLAIN
[SASLReg] At some point, the Principal wants to transfer a large sum of money to the Fund

for Poor Specification Editors (using some (fictitious) ID-SIS-based web service), and the bank’s
system indicates to the LUAD-WSC that the Principal’s present authentication is "inappropriate”.
The bank’s system also includesRequestAuthnContext>

Now, the LUAD-WSC "knows" that it needs to help the Principal reauthenticate—as her present
credentials aren’t being honored for the financial transaction she wishes to carry out.  So the
LUAD-WSC prompts the Principal for permission to reauthenticate her, and (assuming the answer
was "yes") initiates the ID-WSF Authentication Protocol with the appropriate authentication service
provider, and includes the supplied-by-the-bamtequestAuthnContext> . The authentication
service provider factors the requested authentication context into its selection of SASL mechanism
for the ensuing authentication exchange. And upon successful authentication, the Principal is able
to successfully make the funds transfer.

When initiating an authentication exchange, a WSC can stipulate some properties for the ensuing authentication event,

and thus the subsequently issued (if successful) credentials. It does this by inclu@eguastAuthnContext>  in
the initial <SASLRequest> .

5.2. Service Type Declaration

The Service Type URI for the ID-WSF Authentication Service is:
urn:liberty:as:2004-04
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5.3. Rules for Authentication Service Providers

Providers offering ID-WSF Authentication Services MUST adhere to the following rules:

1. Authentication Service Providers (AS Providers) MUST implement the ID-WSF Authentication Protocol, as
defined inSection 4 Authentication Protocal The Authentication Service Provider MUST play the role of the
authentication server

2.Upon successful completion of an authentication exchangérie<ResourceOffering> element instances
contained in thdinal SASL responsBHOULD refer to services at the Authentication Service provider—i.e. at
the "same provider"—that said AS Provider can offer to the Authentication Service Consumer.
For example, Identity Providers may often add #hiisco: ResourceOffering> and <Credentials>  for
the Discovery Service of the Principal just authenticated, as weHld#so: ResourceOffering> s and
<Credentials>  for other offered services, such as an SSO Service.
In deployments where the Identity Provider and Discovery Service are tightly coupledCtbdentials>
element MAY be shared. S@&ection 4.7 Sequencing of the Authentication Exchangtep4. The Provider

MAY also include additionakdisco:ResourceOffering> element instances, and security tokens within the
<Credentials>  element, that refer to services offered by other providers—i.e. providers other than the AS
Provider.

3.Any included credentials SHOULD be useful for a reasonable time.  Even if the AS Consumer recently
authenticated with the Authentication Service, i.e. an earlier issued credential for consumption by the AS
Provider is still valid, the AS Provider SHOULD issue credential(s) that have later expiration times than the
earlier issued credential(s). = The AS Provider MAY choose to re-authenticate, using any of the available
SASL mechanisms, or issue new credentials without a engaging in an authentication exchange. This can be
accomplished by responding to the AS Consumer’s initial SASL request with a final SASL response containing
requisite<ResourceOffering>  (S) and<Credentials>
Note:
Credentials containingsaml: AuthenticationStatement> (s) should have theirsaml: Authenticationinstant> (s)
set to the time when the authentication event actually took placeS2ééL.Corel1]

4. Additionally, if the first<SASLRequest> in an exchange contains<tib:RequestAuthnContext> element,
then upon successful authentication, the Authentication Service MUST either: ralgdentials> that
satisfy the<lib:RequestAuthnContext> , or, abort the authentication exchange (see also the "Single Sign-
On and Federation Protocol" sectionitibertyProtSchemg] To satisfy the<lib: RequestAuthnContext> ,
any returneccCredentials>  MUST be created according to the following rules:

a.If one or morex<lib: AuthnContextClassRef> or <lib: AuthnContextStatementRef> elements are
present in thdib:RequestAuthnContext , then the resulting authentication statement in the assertion
(if any) MUST contain an authentication statement that conforms to the class or statement specified.
Additionally, the set of supplied elements MUST be evaluated as an ordered set, where the first element
is the most preferred authentication context class or statement. If none of the specified classes or statements
can be satisfied, the identity provider MUST NOT include a credential and abort.

b. Additionally, if an <lib:AuthnContextComparison> element is supplied, and one or more
<libAuthnContextStatementRef> or <lib: AuthnContextClassRef> elements are included,
then the resulting authentication statement in the assertion (if any) MUST follow the rule specified in the
<lib: AuthnContextComparison> element. If this requirement cannot be satisfied, the identity provider
MUST NOT include a credential and abort.
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722 c. If an <lib: AuthnContextComparison> is specified and set to "exact", then the resulting authentication
723 statement in the assertion (if any) MUST be the exact match of at least one of the authentication contexts
724 specified.

725 If <lib: AuthnContextComparison> is specified and set to "minimum®”, then the resulting authentication

726 statement in the assertion (if any) MUST be at least as strong (as deemed by the Authentication Service
727 provider) as one of the authentication contexts specified.

728 If AuthnContextComparison is specified and set to "better", then the resulting authentication statement
729 in the assertion (if any) MUST be stronger (as deemed by the identity provider) than any specified in the
730 supplied authentication contexts. AfithnContextComparison is specified and set to "maximum®”, then

731 the resulting authentication statement in the assertion (if any) MUST be as strong as possible (as deemed by
732 the identity provider) without exceeding the strength of at least one of the authentication contexts specified.

733 5. An Authentication Service instance SHOULD be deployed such that the security mecllaibisrtySecMech]
734 urn:liberty:security:2003-08: TLS:null

735 can be used by the WSC.

736 Note:

737 In practice this means that the Authentication Service should be exposed on an endpoint for which the URL
738 should haventtps  as the protocol field.

739 6.An Authentication Service implementation SHOULD support the following SASL mechaniSHSLReg]
740 PLAIN, CRAM-MDS5.

741 5.4. Rules for Authentication Service Consumers
742  WSCs implementing the client-side of the ID-WSF Authentication Protocol, and thus also kndduthentication
743 Service Consumef&S Consumers), MUST adhere to the following rules:

744 1.AS Consumers MUST implement the ID-WSF Authentication Protocol, as defingedtion 4 Authentication
745 Protocol in the role of the client.

746 Note:

747 The AS Consumer may include various SOAP header blocks, e.gwsse:Security> element[Liberty-

748 SecMech]which can house a security token(s) obtained earlier from an Authentication Service or Discovery
749 Service[LibertyDisco]. In such a case, the Authentication Service SHOULD evaluate the presented security to-
750 ken(s) in combination with applicable policy, as a part of the overall authentication event. This provides a means,
751 for example, of "security token renewal".

752 2.In case the AS Consumer has not been provisioned witkdiseo: SecurityMechID> for the Authentication

753 Service instance that it uses, the AS Consumer SHOULD assume that the required security mechanism is:

754 urn:liberty: security:2003-08: TLS:null

755 Note:

756 <disco: SecurityMechID> is a subelement of<disco:Description> , Which is a subelement of

757 <disco: Servicelnstance> , Which is a part okdisco:ResourceOffering> [LibertyDisco]

758 Only when the endpoint URL of the Authentication Service is prescribed totigge as the protocol MAY the

759 WSC presume a security mechanism ofirn:liberty: security:2003-08:null:null

760 3.1tis RECOMMENDED that the WSC support the password transformations speciffgzbiendix B.
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761 5.5. Authentication Service Interaction Example

762 Example throughExample 10llustrate an example exchange between a LUAD-WSC and an ID-WSF Authentication
763 Service (AS). The AS includes information about the Discovery Service (DS) in its final response. Here the DS is
764 offered by the same provider.

765

766 <s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/en velope/'>

767 <s:Header>

768 <sh:Correlation s:mustUnderstand="1" xmins:sb="urn:liberty:sb:2003-08"
769 id="thisCorrHdr.1234"

770 messagelD="-1909129211480725265-1455516650932757068"

771 timestamp="2004-02-03T22:12:26Z"

772 xmins:sb="urn:liberty:sbh:2003-08"/>

773 </s:Header>

774 <s:Body>

775 <SASLRequest mechanism="CRAM-MD5"

776 advisoryAuthnID="358408021451"

777 xmins="urn:liberty:sa:2004-04" />

778 </s:Body>

779 </s:Envelope>

780

781 Example 7. The WSC sends aSASLRequest> on behalf of a Principal, asserting that the authentication identity is
782 "358408021451" and indicates it desire to use the "CRAM-MD5" SASL mechanism.
783

784 <S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/en velope/">

785 <S:Header>

786 <sh:Correlation s:mustUnderstand="1" xmins:sb="urn:liberty:sbh:2003-08"
787 id="thisCorrHdr.2345"

788 messagelD="i48b4353f50acal494665d61b93498c885449c868 "

789 refToMessagelD="-1909129211480725265-14555166 50932757068"
790 timestamp="2004-02-03T722:12:27Z" />

791 </S:Header>

792 <S:Body>

793 <SASLResponse serverMechanism="CRAM-MD5"

794 xmins="urn:liberty:sa:2004-04">

795 <Status code="continue"/>

796 <Data>

797 ...a CRAM-MD5 challenge here...

798 </Data>

799 </SASLRequest>

800 </s:Body>

801 </s:Envelope>

802
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Example 8. The AS replies, agreeing to use CRAM-MD5, and issues a CRAM-MD5 challenge.

<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/en velope/*>

<s:Header>

<sh:Correlation s:mustUnderstand="1" xmIns:sb="urn:liberty:sb:2003-08"

id="thisCorrHdr.3456"

messagelD="-411835766977623870327144762785172067"

refToMessagelD="i48b4353f50acal494665d61b93498c8 85449c868"

timestamp="2004-02-03T22:12:282" />
</s:Header>
<s:Body>
<SASLRequest mechanism="CRAM-MD5"
xmlns="urn:liberty:sa:2004-04 ">
<Data>

...some CRAM-MD5 response here...

<Data>
</SASLRequest>
</s:Body>
</s:Envelope>

Liberty Alliance Project

24



823

824
825
826
827
828

830
831

833
834
835

837
838

840
841
842
843
844
845

847
848
849
850
851
852

854
855
856

858
859

861
862
863

865
866

868
869
870

872
873
874

876

877
878

Liberty Alliance Project:

Liberty ID-WSF Authentication Service and Single Sign-On Service Specification

Example 9. The WSC responds with an CRAM-MDS5 response.

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/en velope/">
<S:Header>
<sh:Correlation s:mustUnderstand="1" xmIns:sb="urn:liberty:sb:2003-08"
id="thisCorrHdr.4567"
messagelD="ic8d255ebe4b286eale7645ac3e9c558e11e8e8f1"
refToMessagelD="-4118357669776238703271447627 85172067"
timestamp="2004-02-03T22:12:29Z"/>
</S:Header>
<S:Body id="msgBody">
<sa:SASLResponse xmins:sa="urn:liberty:sa:2004-04"
xmins:disco="urn:liberty:disco:2003-08">
<Status code="sa:OK"/>
<disco:ResourceOffering>
<disco:ResourcelD>
http://tg2.example.com:8080/tfs/ local/358408021451
</disco:ResourcelD>
<disco:Servicelnstance>
<disco:ServiceType>
urn:liberty:disco:2003-08
</disco:ServiceType>
<disco:Provider|D>
http://tg2.example.com:8080/tfs
</disco:Provider|D>
<disco:Description>
<disco: SecurityMechID>
urn:liberty: security:2005-02: null: Bearer
</disco:SecurityMechID>
<disco:CredentialRef>
i1b42508103cab657f34e5ef189f28e a10dd86926
</disco:CredentialRef>
<disco:Endpoint>
http://tg2.example.com:8080/tfs-soap/IdPDiscovery Service
</disco:Endpoint>
<disco:SoapAction>
urn:liberty:disco:2003-08
</disco: SoapAction>
</disco:Description>
</disco:Servicelnstance>
</disco: ResourceOffering>
<sa:Credentials>
<saml:Assertion
Assertion|D="i1b42508103cab657{34e5ef189f28eal 0dd86926"
Issuelnstant="2004-02-03T722:12:33Z"
Issuer="http://tg2.trustgenix .com:8080/tfs"

</saml:Assertion>
</sa:Credentials>
</sa:SASLResponse>
</S:Body>
</S:Envelope>

Version: v1.1

Example 10. The AS replies with its "final" <SASLResponse> message, which includes credentials with which the WSC

may subsequently use to invoke a DS.
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6. Single Sign-On Service

The ID-WSF Single Sign-On Service (SSO Service, or SSOS) provides Web Service Consumers (WSCs) an ID-
WSF-based means to obtdiiberty authentication assertiorenabling them to interact witBervice Provider¢SPs)
[LibertyProtSchema]

This section first outlines the ID-WSF SSO Service’s conceptual model and then defines the SSO Service in terms of
rules for Providers and Consumers of the service.

6.1. Conceptual Model

In the Liberty architecture, it is conceivable for any concrggetem entityo don any architecturable that it is
physically capable of bearing. For example, a Lib&gyvice Provide(SP) is essentially just a Liberty ID-FF-enabled
website. Such Service Providers can also be simultaneously cast into WSC and WSP roles.

Similarly, user agentdn the Liberty architecture range from vanilla web browsers, to modestly Liberty-enabled
browsers (LECPs), to arbitrarily complex SOAP-based clients. These latter user agents Liberigeenabled User
Agents or Device$LUADSs) will conceivably be dynamically cast into the full range of Liberty architectural roles;
they will be called upon to be a vanilla browser one moment, and a WSC the next, and even a WSP at times.

Similarly to the conundrum outlined iBection 5 Authentication Servigea LUAD acting as a WSC one moment (a
"LUAD-WSC") and as a vanilla browser the next, will need the means to obtain authentication assertions and security
tokens as necessary.

As noted inSection 5 a (LUAD-)WSCs needing to obtain security tokens in order to interact with a Discovery
Service can utilize an ID-WSF Authentication Service to obtain requisite security tokens.  However, in ID-FF,
the user agent is assumed to be a vanilla browser, and Identity Providers vouch for browser-wielding Principals by
sending authentication assertions, or "pointers" to authentication assertions (AKA "SAML ar{i§&kdl. Corel1),

to Service Providers "through" Principals’ browsers (e.g. via HTTP "redirects").

(LUAD-)WSCs thus need some means to cause authentication assertions to be conveyed to SPs they wish to interact
with. Remember that not all SPs will be able to don a WSP role, so simply authenticating via the Authentication
Service, either at some Identity Provider or with an SP/WSP providing an Authentication Service, is not a solution for
this use case.

The ID-WSF Single Sign-On Service addresses this issue. It is a profile of the ID-FF Single Sign-On and Federation
Protocol[LibertyProtSchemal]lt provides the means for (LUAD-)WSCs to interact with SPs. See[albertyClient-
Profiles]for additional background information.

The overall mechanism is based on two steps. First, a (LUAD-)WSC wishing to interact with some SP can use
the Authentication Service at an Identity Provider to obtain security tokens. Next, the (LUAD-)WSC invokes the
Single Sign-On Service at the Identity Provider in order to obtain an authentication assertion to convey to the SP, thus
enabling Liberty-SSO-enabled, vanilla, web-based interactions with that SP.

For example, if a (LUAD-)WSC successfully authenticates with an Identity Provider (IdP) via the IdP’s Au-
thentication Service Section 9, the IdP can ensure that the LUAD-WSC will have in its possession a
<disco:ResourceOffering> and necessary credentials for the ID-WSF Single Sign-On Service at the very
same |dP. Thus the (LUAD-)WSC may obtain an authentication assertion via the IdP’s the latter Service.

Additionally, the IdP can, at the same time, ensure that the (LUAD-)WSC possestissiaResourceOffering>

and necessary credentials for the Discovery Service (DS) of the Principal wielding the LUAD-WSC — thus enabling
the LUAD-WSC to simultaneously utilize ID-FF- and ID-WSF-based services on behalf of the Principal, based on
one sign-on interaction, from the Principal’s perspective.

In yet another plausible scenario, some web service provider(s) might not be ID-WSF-based. Rather, they could be
generic Web Service ProvidefgWSPs).
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922 A (LUAD-)WSC consuming services from gWSPs may need to obtain security tokens satisfying whichever security
923 paradigm the gWSPs employ. It is plausible that such a paradigm will accommodate use of Liberty authentication
924 assertions as security tokens — for example,[8ss-smsland[wss-saml] Note that the SSO Service can address

925 this use case.

926 6.2. Service Type Declaration

927 The Service Type URI for the ID-WSF SSO Service is:
928 urn:liberty:ssos:2004-04

929 6.3. Rules for SSO Service Providers

930 SSO Service Providers (SSOS Providers) MUST adhere to the following rules:

931 1.Unless stated otherwise below the SSOS Provider SHOULD adhere fhilileetyProtSchemagnd [Liberty-
932 BindProf] specifications.

933 2.The SSOS Provider SHOULD offer an ID-WSF Authentication Service, as defingddtion 5 Authentication
934 Service

935 Upon successful authentication the SSOS Provider will respond to the SSOS ConsumesasttRasponse

936 as specified irsection 5 Returnedkdisco: ResourceOffering> elements referring to SSO Service instances
937 MUST use the Service Type URI definedSection 6.2above.

938 3.The SSOS Provider SHOULD adhere to the SOAP binding as specififidbartySOAPBInding] in case
939 of conflict with the SOAP binding as specified jhibertyBindProf] the [LibertySOAPBInding] shall take
940 precedence.

941 4.SSOS Providers SHOULD advertise in their SSO capability in metddé#tartyMetadata]it provides the

942 SSO Service. To accomplish this, it MUST includecad: SingleSignOnServiceProfile> element in
943 its metadata, with a value of:

944 urn:liberty:iff: profiles:id-wsf

945 5.The SSOS Provider MAY, when it receives dlib: AuthnRequest> that has itsProtocolProfile element
946 set to urn:liberty:iff: profiles:id-wsf , respond with an ID-WSF message, containing relevant
947 header blocks as specified[itibertySOAPBInding]

948 Note:

949 SSOS Providers MAY take advantage of various optional header blocks definfidbartySOAPBInd-
950 ingl. For example, instead of attempting to establish a local session via an HTTP cookie, which is
951 likely to be ignored, the SSOS Provider may includecsc: ServiceSessionContext> element in a
952 <sh:ServicelnstanceUpdate> header block. The WSC that sent the origiaih: AuthnRequest> must

953 of course understand these header blocks.

954 6.SSOS Providers SHOULD NOT respond with any content other than SOAP. For example, the MIME type of the

955 HTTP response must be set accordingLibertySOAPBInding]

956 Note:

957 This is different from the LECP profilfLibertyBindProf] where an IdP is allowed to respond with any content
958 that is acceptable to the requester (i.e. the LECP).

959 7.Upon successful processing of thié: AuthnRequest> , the SSOS Provider SHOULD respond with a SOAP-
960 bound<lib: AuthnResponse> message, constructed accordindltdbertyProtSchemajn combination with
961 [LibertySOAPBInding]

962 Note:

963 This is different from the LECP profilgLibertyBindProf] where an IdP is expected to respond with an
964 <lib:AuthnRequestEnvelope>
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6.4. Rules for SSO Service Consumers

Consumers of the ID-WSF SSO Service MUST adhere to the following rules:

1.Unless stated otherwise below the WSC SHOULD adhere to the rules for active intermediaries as specified in
[LibertyProtSchema&nd[LibertyBindProf].

2.The WSC SHOULD adhere to the SOAP binding as specifieflLiinertySOAPBInding] in case of conflict
with the SOAP binding as specified [hibertyBindProf] the [LibertySOAPBInding] shall take precedence.
For example, the WSC must include a progsb:Correlation> header block in its messages to the SSOS
Provider.
Note:
The WSC MAY include various other header blocks, e.gwase:Security>  header blocKLibertySecMech]
[wss-sms] Such a header block could contain a security token obtained from an ID-WSF Authentication Service
Provider.

3.The WSC MUST set thelib: ProtocolProfile> element of thelib: AuthnRequest> to:
urn:liberty:iff: profiles:id-wsf
Note:
Depending on the application and deployment model the WSC may have to constrilitt fhehnRequest>
by itself, unlike LECP implementations that merely repackiie: AuthnRequest> message that was con-
structed by an SP. Obviously, a WSC will not be able to siinAuthnRequest> messages on behalf of the
party that will consume thelib:AuthnResponse> . See the discussion fBection 6.1 Conceptual Modeior
context.

4.When the WSC receives security tokens, in the fornxsz#fml: Assertion> elements or derivatives thereof,
it MUST NOT send these to any other party than the intended audience, as indicated in the assertion’s
<saml:Audience> element.
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7. Password Transformations: The PasswordTransforms Element

This section defines thePasswordTransforms>  element. Authentication servers MAY use this element to convey
password pre-processing obligations to clients.

For example, an authentication server may have been configured such that it presumes that the strings users enter as
their passwords have been pre-processed in some fashion before being further processed and/or stored. For example
the passwords may be truncated to a given length, and all upper case characters may be folded to lower case, and
whitespace may be eliminated. The authentication server can communicate these requirements dynamically to clients
using the<PasswordTransforms>  element in an initiakSASLResponse>. SeeFigure 4

<xs:element name="PasswordTransforms">

<xs:annotation>
<xs:documentation>
Contains ordered list of sequential password transformations
</xs:documentation>
</xs:annotation>

<xs:complexType>
<xs:sequence>

<xs:element name="Transform" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>

<xs:element name="Parameter"
minOccurs="0"
maxOccurs="unbounded">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="name"
type="xs:string"
use="required"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>

</xs:sequence>

<xs:attribute name="name"
type="xs:anyURI"
use="required"/>

<xs:attribute name="id"
type="xs:ID"
use="optional"/>

</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
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Figure 4. The PasswordTransforms element
<PasswordTransforms>
<Transform name="urn:liberty:sa:pm:truncate">
<Parameter name="length">8</Parameter>
</Transform>
<Transform name="urn:liberty:sa:pm:lowercase" />
</PasswordTransforms>

Figure 5. Example of a PasswordTransforms

Servers MAY include aPasswordTransforms>  element along with theinitial <SASLResponse> to a client. A
<PasswordTransforms>  element contains one or mot&ransform> elements. EackhTransform> is identified

by the value of th@ame attribute which must be @RI [RFC2396] This URI MUST specify a particular transforma-

tion on the password. Transforms are specified elsewhere, for example in configuration data at implementation- and/or
deployment-time. A basic set is specifieddppendix B Password Transformations

A client receiving aninitial <SASLResponse> message containing @PasswordTransforms>  element MUST
apply the specified transformations to any password that is used as input for the SASL mechanism indicated in the
<SASLResponse>.

The client MUST apply the transformations in the order given in<dPasswordTransforms<  element, and MUST
apply each transform to the result of the preceding transform. Of course, the first transform MUST be applied to the
raw password.

Unless the specification of<aransform>  states otherwise, it is specified in termgldhicode]abstract characters

An abstract character is a character as rendered to a user. Since an abstract character may require more than one
octet to represent, there is not necessarily a one-to-one mapping between an abstract character, or sequence of abstract
characters, and its corresponditaped character representation

For example, if a truncation transform indicates, "truncate after the first eight characters", the characters after the
eighth abstract character should be removed; in some languages and character encodings this could mean that more
than 8 octets remain.

See alsAppendix B
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1177 A. Listing of Simple Authentication and Security Layer (SASL) Mecha-
1178 NISMS

1179 Ref:[SASLReq]

1180 Note:

1181 The file listed below IS SUBJECT TO CHANGE! It is presented here as non-normative background
1182 information only. Implementers and deployers should always retrieve the a fresh copy of this file from
1183 [IANA] .

1184

1185

1186 SIMPLE AUTHENTICATION AND SECURITY LAYER (SASL) MECHANISMS

1187 -

1188

1189 (last updated 2004-01-21)

1190

1191 The Simple Authentication and Security Layer (SASL) [RFC2222] is a
1192 method for adding authentication support to connection-based

1193 protocols. To use this specification, a protocol includes a command
1194 for identifying and authenticating a user to a server and for

1195 optionally negotiating a security layer for subsequent protocol

1196 interactions. The command has a required argument identifying a SASL
1197 mechanism.

1199 SASL mechanisms are named by strings, from 1 to 20 characters in
1200 length, consisting of upper-case letters, digits, hyphens, and/or

1201 underscores. SASL mechanism names must be registered with the IANA.
1202 Procedures for registering new SASL mechanisms are given in the

1203 section "Registration procedures" of RFC2222.

iggg MECHANISMS USAGE REFERENCE OWNER

1207 KERBEROSVa | LMITED [RFC2e22] IESG <iesq@ietiorg>

388 GSSAPI COMMON [RFC2222] IESG <iesg@ietf.org>

igﬂ SKEY OBSOLETE [RFC2444] IESG <iesg@ietf.org>

gﬁ EXTERNAL COMMON [RFC2222] IESG <iesg@ietf.org>

igig CRAM-MD5 LIMITED [RFC2195] IESG <iesg@ietf.org>

igig ANONYMOUS COMMON [RFC2245] IESG <iesg@ietf.org>

gig OoTP COMMON [RFC2444] IESG <iesg@ietf.org>

iggg GSS-SPNEGO LIMITED [Leach] Paul Leach <paulle@microsoft.com>

igg% PLAIN COMMON [RFC2595] IESG <iesg@ietf.org>

iggg SECURID COMMON [RFC2808] Magnus Nystrom <magnus@rsasecurity.com>
igg? NTLM LIMITED [Leach] Paul Leach <paulle@microsoft.com>

%ggg NMAS_LOGIN LIMITED [Gayman] Mark G. Gayman <mgayman@novell.com>
iggg NMAS_AUTHEN LIMITED [Gayman] Mark G. Gayman <mgayman@novell.com>
gg% DIGEST-MD5 COMMON [RFC2831] IESG <iesg@ietf.org>

igg% 9798-U-RSA-SHA1-ENC COMMON [RFC3163] robert.zuccherato@entrust.com

1237 9798-M-RSA-SHA1-ENC COMMON [RFC3163] robert.zuccherato@entrust.com
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9798-U-DSA-SHA1 COMMON [RFC3163] robert.zuccherato@entrust.com
9798-M-DSA-SHA1 COMMON [RFC3163] robert.zuccherato@entrust.com
9798-U-ECDSA-SHA1 COMMON [RFC3163] robert.zuccherato@entrust.com
9798-M-ECDSA-SHA1 COMMON [RFC3163] robert.zuccherato@entrust.com

KERBEROS_V5 COMMON [Josefsson] Simon Josefsson <simon@josefsson.org>
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B. Password Transformations

This section defines a number of password transformations.

1. Truncation

The urn:liberty:sa:pw:truncate transformation instructs processors to remove all (Unicode abstract) sub-
sequent characters after a given number of characters have been obtained (from the user). Subsequent processing
MUST take only the given number of characters as input. The number of characters that shall remain is given in a
<Parameter> element with nam#&ength"

<Transform name="urn:liberty:sa:pw:truncate">
<Parameter name="length">8</Parameter>
<[Transform>

Figure B.1. Example of truncation transformation

2. Lowercase

Theurn:liberty:sa:pw:lowercase transformation instructs processors to replace all uppercase characters with
lowercase characters. Characters that do not have case must remain unchanged. This transformation has no parameters.
Note that the "case" of the abstract Unicode character is decisive, i.e. only characters that hayeettese

property should be replaced with equivalent characters withdiwercase property. This mapping frordPPERCASE

to lowercase  should confirm to the relevant sections (e.g. 4.2)\bficode]

<Transform name="urn:liberty:sa:pw:lowercase" />
Figure B.2. Example of lowercase transformation

3. Uppercase

Theurn:liberty:sa: pw:uppercase transformation instructs processors to replace all lowercase characters with
uppercase characters. Characters that do not have case must remain unchanged. This transformation has no parameters.
Note that the "case" of the abstract Unicode character is decisive, i.e. only characters that haweettese

property should be replaced with equivalent characters witbpipercase property. This mapping frofewercase

to UPPERCASEhould confirm to the relevant sections (e.g. 4.2)bficode]

<Transform name="urn:liberty:sa:pw:uppercase" />

Figure B.3. Example of uppercase transformation

4. Select

Theurn:liberty:sa:pw:select transformation instructs processors to remove all characters except those spec-
ified in the"allowed” parameter. Note that the allowed characters refer to abstract Unicode characters. In the
message that contains th€ransform> element these characters are encoded with the same encoding as used for the
xml document that contains the message (usually UTF-8).

<Transform name="urn:liberty:sa:pw:select">
<Parameter name="allowed">0123456789abcdefghijkimnopqgrstyvwxyz</Parame ter>
</Transform>

Figure B.4. Example of select transformation
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C. lib-arch-authn-svc.xsd Schema Listing

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema
targetNamespace="urn:liberty:sa:2004-04"
xmins: S="http://schemas.xmlsoap.org/soa p/envelope/"
xmins:sa="urn:liberty:sa:2004-04"
xmins:xs="http://www.w3.0rg/200 1/XMLSchema"
xmins:lib="urn:liberty:iff: 2003-08"
xmins:disco="urn:liberty:disc 0:2003-08"
xmins="urn:liberty:sa:2004-04"
elementFormDefault="qualified"
attributeFormDefault="unqualified"
version="07"

>

<l-- Filename: lib-arch-authn-svc.xsd -->

<l-- $ld: lib-arch-authn-svc.xsd,v 1.4.4.1 2005/01/25 17:25:52 dchampagne Exp $ -->
<l-- Author: Jeff Hodges -->

<l-- Last editor: $Author: dchampagne $ -->

<l-- $Date: 2005/01/25 17:25:52 $ -->

<!-- $Revision: 1.4.4.1 $ -->

<xs:import
namespace="urn:liberty:iff:2003-08"
schemalocation="liberty-idff-protocols-schema-1.2-errat a-v3.0.xsd"/>

<xs:import
namespace="urn:liberty:disco:2003-08"
schemal.ocation="liberty-idwsf-disco-sv c-v1.2.xsd"/>

<xs:include schemalocation="liberty-idwsf- utility-v1.1.xsd"/>

<xs:annotation>
<xs:documentation>
Liberty ID-WSF Authentication Service XSD
</xs:documentation>
<xs:documentation>
The source code in this XSD file was excerpted verbatim from:

Liberty ID-WSF Authentication Service Specification
Version 1.1
14 Dec 2004

Copyright (c) 2003-2005 Liberty Alliance participants,
see http://www.projectliberty.org/specs/idwsf_1_1_copyrights.php

</xs:documentation>
</xs:annotation>

<l-- SASLRequest and SASLResponse ID-* messages -->

<xs:element name="SASLRequest">
<xs:complexType>
<xs:sequence>

<xs:element name="Data" minOccurs="0">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:base64Binary"/>
</xs:simpleContent>
</xs:complexType>
</xs:element>
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<xs:element ref="lib:RequestAuthnContext"
minOccurs="0"/>

</xs:sequence>

<xs:attribute name="mechanism"
type="xs:string"
use="required"/>

<xs:attribute name="authz|D"
type="xs:string"
use="optional"/>

<xs:attribute name="advisoryAuthnID"
type="xs:string"
use="optional"/>

<xs:attribute name="id"
type="xs:ID"
use="optional"/>

</xs:complexType>
</xs:element>

<xs:element name="SASLResponse">
<xs:complexType>
<xs:sequence>

<xs:element ref="Status"/>

<xs:element name="Data" minOccurs="0">
<xs:complexType>
<xs:simpleContent>

<xs:extension base="xs:base64Binary"/>

</xs:simpleContent>
</xs:complexType>
</xs:element>

<xs:element ref="disco:ResourceOffering"
minOccurs="0"
maxOccurs="unbounded"/>

<xs:complexType>
<xs:sequence>
<xs:any namespace="##any"
processContents="lax"
minOccurs="0"

maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>
</xs:element>

</xs:sequence>

<xs:attribute name="serverMechanism"
type="xs:string"
use="optional"/>

<xs:attribute name="id"
type="xs:ID"
use="optional"/>
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</xs:complexType>
</xs:element>
<!I-- Password Transformations -->
<xs:element name="PasswordTransforms">

<xs:annotation>
<xs:documentation>

Contains ordered list of sequential password transformations

</xs:documentation>
</xs:annotation>

<xs:complexType>
<xs:sequence>

<xs:element name="Transform" maxOccurs="unbounded">

<xs:complexType>
<xs:sequence>

<xs:element name="Parameter"
minOccurs="0"
maxOccurs="unbounded">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute name="name"
type="xs:string"
use="required"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>

</xs:sequence>

<xs:attribute name="name"
type="xs:anyURI"
use="required"/>

<xs:attribute name="id"
type="xs:1D"
use="optional"/>

</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:schema>
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D. lib-arch-iwsf-utility.xsd Schema Listing

<?xml version="1.0" encoding="UTF-8"?>
<l-- filename: liberty-idwsf-utility-v1.1.xsd -->

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSc hema"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<xs:annotation>
<xs:documentation>
Liberty Alliance Project utility schema. A collection of common
IDentity Web Services Framework (ID-WSF) elements and types.
This schema is intended for use in ID-WSF schemas.

Copyright 2003-2005 Liberty Alliance Project, see
http:/iwww.projectliberty.org/sp ecs/idwsf_1_1_copyrights.php

This file intended for inclusion, rather than importation,
into other schemas.

This version: 2004-12-14

</xs:documentation>
</xs:annotation>
<xs:simpleType name="IDType">
<xs:annotation>
<xs:documentation>This type should be used to provided IDs to components that have IDs that
may not be scoped within the local xml instance document. </xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string"/>
</xs:simpleType>
<xs:simpleType name="IDReferenceType">
<xs:annotation>
<xs:documentation> This type can be used when referring to elements that are
identified using an IDType </xs:documentation>
</xs:annotation>
<xs:restriction base="xs:string"/>
</xs:simpleType>
<xs:element name="Status" type="StatusType">
<xs:annotation>
<xs:documentation> A standard Status type</xs:documentation>
</xs:annotation>
</xs:element>
<xs:complexType name="StatusType">
<xs:annotation>
<xs:documentation> A type that may be used for status codes. </xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element ref="Status" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="code" type="xs:QName" use="required"/>
<xs:attribute name="ref" type="IDReferenceType" use="optional"/>
<xs:attribute name="comment" type="xs:string" use="optional"/>
</xs:complexType>
<xs:complexType name="EmptyType">
<xs:annotation>
<xs:documentation> This type may be used to create an empty element </xs:documentation>
</xs:annotation>
<xs:complexContent>
<xs:restriction base="xs:anyType"/>
</xs:complexContent>
</xs:complexType>
<xs:element name="Extension" type="extensionType">
<xs:annotation>
<xs:documentation>An element that contains arbitrary content extensions from other
namespaces</xs:documentation>
</xs:annotation>
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</xs:element>
<xs:complexType name="extensionType">
<xs:annotation>
<xs:documentation>A type for arbitrary content extensions from other
namespaces</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:any namespace="##other" processContents="lax" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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