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1. Introduction38

This document lists errata in the Liberty ID-WSF specification set. The specification set targeted by this errata39
document is listed in section 2 below. This is not an authoritative document, nor a final version, but a precursor40
for changes that will likely be included in a future revision of the targeted specifications.41

The ID-WSF protocols, as initially specified, contained certain material errors, collectively referred to aserrata.42
Readers of the Liberty ID-WSF specification set should note the errata in this document, and incorporate it into their43
reading of the specifications.44

Additionally, implementers of the affected specifications should use the Liberty schemata listed below, in place of45
those affected by the specified errata.46

• http://www.projectliberty.org/specs/liberty-idwsf-utility-1.0-errata-v1.0.xsd47

• http://www.projectliberty.org/specs/liberty-metadata-1.0-errata-v1.0.xsd48

• http://www.projectliberty.org/specs/liberty-paos-1.0-errata-v1.0.xsd49
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2. Abbreviations50

The following abbreviations are used in this document:51

SE- Substantive Errata designator52

EE - Editorial Errata designator53

CR- Change Request number (included for internal reference only).54
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3. Target Specifications55

• [1] Liberty Reverse HTTP Binding for SOAP Specification56
http://www.projectliberty.org/specs/liberty-paos-v1.0.pdf57

• [2] Liberty ID-WSF Interaction Service Specification58
http://www.projectliberty.org/specs/liberty-idwsf-interaction-svc-v1.0.pdf59

• [3] Liberty ID-WSF Discovery Service Specification60
http://www.projectliberty.org/specs/liberty-idwsf-disco-svc-v1.0.pdf61

• [4] Liberty ID-WSF Security Mechanisms Specification62
http://www.projectliberty.org/specs/liberty-idwsf-security-mechanisms-v1.0.pdf63

• [5] Liberty ID-WSF SOAP Binding Specification64
http://www.projectliberty.org/specs/liberty-idwsf-soap-binding-v1.0.pdf65

• [6] Liberty ID-WSF Data Services Template Specification66
http://www.projectliberty.org/specs/liberty-idwsf-dst-v1.0.pdf67

• [7] Liberty ID-WSF Utility XML Schema68
http://www.projectliberty.org/specs/liberty-idwsf-utility-v1.0.xsd69

• [8] Liberty Metadata Description and Discovery Specification70
http://www.projectliberty.org/specs/liberty-metadata-v1.0.pdf71
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4. Editorial Errata72

4.1. [EE1] Incorrect statement about PAOS MEP being different than the73

regular SOAP MEPs74

4.1.1. Summary75

We state on line 148 of [1] that this binding does not introduce any new message exchange pattern for SOAP. However,76
it is also erroneously stated on lines 266-268 of [1], that wedo introduce a new message exchange pattern.77

4.1.2. Resolution78

Delete lines 266-268 of [1]79

4.2. [EE2] Incorrect Example of PAOS usage80

4.2.1. Summary81

There were a number of inaccuracies in the example of PAOS usage given in the specification. The example has82
been updated to reflect the correct namespace for the Liberty ID-SIS Personal Profile Service; to use namespaces in83
the XPATH query; to remove the unnecessaryResourceID from the query, and to correct the usage of the personal84
profile service.85

4.2.2. Resolution86

Replace lines 176-252 of [1] with:87

88
89

1. User-Agent requests a page...90
91

GET /index HTTP/1.192
Host: horoscope.example.com93
Accept: text/html; application/vnd.paos+xml94
PAOS: ver="urn:liberty:paos:2003-08";95

"urn:liberty:id-sis-pp:2003-08", "urn:liberty:id-sis-pp:demo graphics"96
97

2. Server responds by asking for a date of birth...98
99

HTTP 200100
Content-Type: application/vnd.paos+xml101
Content-Length: 1234102

103
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.o rg/soap/envelope/">104

<soap:Header>105
106

<paos:Request xmlns:paos="urn:liberty:paos:2003-08"107
responseConsumerURL="/soap"108
service="urn:liberty:id-sis-pp:2003 -08"109
mustUnderstand="1"110
actor= "http://schemas.xmlsoap.org/soap/a ctor/next" />111

112
<sb:Correlation xmlns:sb="urn:liberty:sb:2003-08"113

messageID="6c3a4f8b9c2d"/>114
115

</soap:Header>116
117

<soap:Body>118
119

<pp:Query xmlns:pp="urn:liberty:id-sis-pp:2003-08">120
121
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<QueryItem>122
<Select>/pp:PP/pp:Demographics/pp:Birthday</Select>123

</QueryItem>124
125

</pp:Query>126
127

</soap:Body>128
129

</soap:Envelope>130
131

3. Service at user agent responds to the SOAP request with a SOAP response inside an HTTP ←↩132
request...133

134
POST /soap HTTP/1.1135
Host: horoscope.example.com136
Accept: text/html; application/vnd.paos+xml137
PAOS: ver="urn:liberty:paos:2003-08"; "urn:liberty:id-sis-pp:2003-08", ←↩138

"urn:liberty:id-sis-pp:demographics"139
Content-Type: application/vnd.paos+xml140
Content-Length: 2345141

142
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envel ope/">143

144
<soap:Header>145

<sb:Correlation xmlns:sb="urn:liberty:sb:2003-08"146
messageID="4d3eae2e3f5g"147
refToMessageID="6c3a4f8b9c2d"/>148

</soap:Header>149
150

<soap:Body>151
152

<pp:QueryResponse xmlns:pp="urn:liberty:id-sis-pp:2003-08">153
154

<Data>155
<Birthday>--05-09</Birthday>156

</Data>157
158

</pp:QueryResponse>159
160

</soap:Body>161
162

</soap:Envelope>163
164

4. Finally the server responds with a page containing a personalized horoscope...165
166

HTTP 200167
Content-Type: text/html168
Content-Length: 1234169

170
<html>171

<head>172
<title>Your Horoscope from horoscope.example.com</title>173

</head>174
<body>175

<p>Dear Virgo, <br/>176
In May 2004 you will have to sit through many boring meetings.177
But this ordeal will be worth it and you will make new friends.</p>178

</body>179
</html>180

181

4.3. [EE3] Interaction Service Status Codes182

4.3.1. Summary183
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Line 668 of the specification is incomplete, giving an incomplete description of the use of status codes within the184
interaction service.185

4.3.2. Resolution186

1.Replace lines 667, 668 of [2] with:187
If processing is successful, the recipient MUST respond with a message containing an<InteractionResponse>188
with a <Status> element holding acode attribute ofis:success.189
Other values for thecode attribute are specified below, and MAY be returned in fault responses.190

2.Replace lines 670-672 of [2] with:191
The IS Service responds with an ID-WSF message that either contains anInteractionResponse ele-192
ment, or a SOAP fault. Either of these responses will contain aStatus element and, upon success,193
the InteractionResponse will contain values for all the parameters in the query of the corresponding194
<InteractionRequest> . Thecode attribute of theStatus element can take one of the following QNames:195

4.4. [EE4] Inconsistent text regarding the signing of Inquiry elements196

4.4.1. Summary197

Clarification of text regarding the presence, and signing of Inquiry elements in InteractionStatements.198

4.4.2. Resolution199

1.Replace lines 692,693 of [2] with:200
Contains one or more signedInquiry element.201

2.Replace lines 702-705 of [2] with:202
This is a copy of the element submitted in the request, but with thevalue attributes of eachInquiryElement203
set (or left blank) by the Principal. The<Inquiry> in an <InteractionStatement> MUST includeall204
InquiryElements of InquiryElementType specified in the request; but other elements, such as<Help> ,205
<Hint> and<Item> , MAY be omitted.206

3.Replace lines 707 and 708 of [2] with:207
Contains a signature that covers theInquiry elements (and thus all child elements). The signature208
must be constructed by use of the private key associated with the content of the<ds:KeyInfo> of the209
<InteractionRequest> .210

4.Replace line 725 of [2] with:211
<element ref="Inquiry" maxOccurs="unbounded"/>212
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4.5. [EE5] Multiple Correlation Headers213

4.5.1. Summary214

It was previously stated on line 613 of [5] that the outgoing message "MUST include a<Correlation> header215
block", which does not prohibit a sender from adding multiple of these header blocks.216

4.5.2. Resolution217

Change lines 613, 614 to read:218

The outgoing message MUST include exactly one<Correlation> header block (see <xref linkend="soap-msg-219
corr">) in the<S:Header> child element of the<S:Envelope> element.220

4.6. [EE6] Incorrect examples221

4.6.1. Summary222

Several of the examples displayed in [5] are incorrect for various reasons pertaining both to other errata items, and223
other issues.224

4.6.2. Resolution225

1.Replace Example 3 (lines 405 - 447) with:226
227
228

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"229
xmlns:sb="urn:liberty:sb:2003-08"230
xmlns:pp="urn:liberty:id-sis-pp:2003-08">231

232
<S:Header>233

234
<!-- other header blocks, eg wsse:security, may go here -->235

236
<Correlation S:mustUnderstand="1"237

id="B6432...466"238
actor="http://schemas.../next"239
messageID="uuid:efefefef-aaaa-ffff-cc cc-eeeeffffbbbb"240
timestamp="2112-03-15T11:12:12Z"/>241

242
<Provider providerID="example.com"243

affiliationID="affiliation.exa mple.com"244
S:mustUnderstand="1"245
id="A9kendan...542"246
actor="http://schemas.../next"/>247

248
<!-- other header blocks, eg wsse:security, may go here -->249

250
</S:Header>251

252
<S:Body>253

254
<S:Fault>255

<faultcode>S:server</faultcode>256
<faultstring>Server Error</faultstring>257
<!-- <S:faultactor> should be absent -->258

259
<detail namespace="urn:liberty:sb:2003-08" >260

<Status code="sb:"261
ref="Foo"262
comment="Bar" />263

Liberty Alliance Project
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<Correlation id="A13454...245"/>264
</detail>265

</S:Fault>266
267

</S:Body>268
269

</S:Envelope>270
271
272

2.Replace Example 6 (lines 761 - 794) with:273
274
275

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"276
xmlns:sb="urn:liberty:sb:2003-08"277
xmlns:idpp="urn:liberty:id-sis-pp:2003-08">278

279
<S:Header>280

281
<!-- other header blocks, eg wsse:security, may go here -->282

283
<Correlation S:mustUnderstand="1"284

id="A13454...245"285
actor="http://schemas.../next"286
messageID="uuid:efefefef-aaaa-ffff-cccc-eeeeffffbb bb"287
timestamp="2112-03-15T11:12:12Z"/>288

289
<Provider providerID="example.com"290

affiliationID="affiliation.example.com"291
S:mustUnderstand="1"292
id="A9kendan...542"293
actor="http://schemas.../next"/ >294

295
<!-- other header blocks, eg wsse:security, may go here -->296

297
</S:Header>298

299
<S:Body>300

301
<idpp:Modify>302

: <!-- this is an ID-PP Modify message -->303
</idpp:Modify>304

305
</S:Body>306

307
</S:Envelope>308

309
310

3.Replace Example 7 (lines 807 - 842) with:311
312
313

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/"314
xmlns:sb="urn:liberty:sb:2003-08"315
xmlns:idpp="urn:liberty:id-sis-pp:2003-08">316

317
<S:Header>318

319
<!-- other header blocks, eg wsse:security, go here -->320

321
<Correlation S:mustUnderstand="1"322

id="B893483..83736"323
actor="http://schemas..../next"324
messageID="uuid:aaaaeeee-efef-fefe-efef-abababababa b"325
refToMessageID=326
"uuid:efefefef-aaaa-ffff-cccc-eeeeffff bbbb"327
timestamp="2112-03-15T11:12:13Z"/>328
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329
<Provider providerID="example579.com"330

affiliationID="affiliation.example.com "331
S:mustUnderstand="1"332
id="A0brijas...975"333
actor="http://schemas.../next"/>334

335
<!-- other header blocks, eg wsse:security, go here -->336

337
</S:Header>338

339
<S:Body>340

341
<idpp:ModifyResponse>342

: <!-- this is an ID-PP ModifyResponse message -->343
</idpp:ModifyResponse>344

345
</S:Body>346

347
</S:Envelope>348

349
350

4.Replace Example 9 (lines 1083 - 1112) with:351
352
353

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/s oap/envelope/"354
xmlns:idpp="urn:liberty:id-sis-pp:2003-08">355

356
<S:Header>357

358
<!-- other header blocks, eg wsse:security, may go here -->359

360
<Consent id="A124395732495743"361

uri="urn:liberty:consent:ob tained"362
timestamp="2112-03-15T11:12:10Z"/>363

364
<Correlation S:mustUnderstand="1"365

id="B893483..83736"366
actor="http://schemas..../next"367
messageID="uuid:eeeecccc-efef-fefe-efef-bddbbd db"368
timestamp="2112-03-15T11:12:13Z"/>369

370
<!-- other header blocks, eg wsse:security, may go here -->371

372
</S:Header>373

374
<S:Body>375

376
<idpp:Modify> <!-- This is an ID-PP "Modify" message bound -->377

: <!-- into the <Body> of a SOAP message. -->378
</idpp:Modify>379

380
</S:Body>381

382
</S:Envelope>383

384
385

5.Replace Example 10 (lines 1165 -1206) with:386
387
388

<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/enve lope/"389
xmlns:sb="urn:liberty:sb:2003-08"390
xmlns:pp="urn:liberty:id-sis-pp:2003-08 ">391

392
<S:Header>393
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394
<!-- other header blocks, eg wsse:security, may go here -->395

396
<UsageDirective397

id="directive1000"398
ref="#datarequest001"399
S:mustUnderstand="1">400

401
<cot:PrivacyPolicyReference402

xmlns:cot="http://circle-of-tr ust.com/isf">403
http://circle-of-trust.com/policies/eu-compliant404

</cot:PrivacyPolicyReference>405
406

</UsageDirective>407
408

<Correlation S:mustUnderstand="1"409
id="A13454...245"410
S:actor="http://schemas.../next"411
messageID="uuid:efefefef-eeee-ffff-cccc -ffffffffbbbb"412
timestamp="2112-03-15T11:12:14Z"/>413

414
<!-- other header blocks, eg wsse:security, may go here -->415

416
</S:Header>417

418
<S:Body>419

420
<pp:Query id="datarequest001" xmlns:pp="urn:liberty:id-sis -pp:2003-08">421

<pp:ResourceID>data:d8ddw6dd7m28v628</pp:ResourceID>422
<pp:QueryItem>423

<pp:Select>/pp:IDPP/pp:IDPPA ddressCard</pp:Select>424
</pp:QueryItem>425

</pp:Query>426
427

</S:Body>428
429

</S:Envelope>430
431
432

4.7. [EE7] Propagation of modificationTime common attribute in the433

Data Services Template434

4.7.1. Summary435

The propagation of the value for themodificationTime attribute in [6] was not stated clearly enough to describe436
the intention.437

4.7.2. Resolution438

1.Replace the sentence starting on line 182 of [6] with:439
So the time of the modification MUST be propagated up all the way to the root element, when container elements440
have themodificationTime attribute. If the root element has themodificationTime attribute, it states the441
time of the latest modification. Note that a data service may have themodificationTime attribute used only in442
leaf elements or not even for those as it is optional.443
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2.Add new text after the end of the line 1042 of [6]:444
When themodificationTime attribute is used by a data service, the WSP MUST keep it up to date to indicate445
the time of the latest modification of an element and update it, when ever a modification is done either using the446
<Modify> request or some other way. When themodificationTime attribute is used in container elements,447
the time of a modification MUST be propagated to all ancestor elements of the modified element all the way up448
to the root element.449

4.8. [EE8] The existence of ResourceID element in Query message of450

the Data Services Template451

4.8.1. Summary452

The<ResourceID> element is optional in [6]. There was unnecessary requirements for cases, when it can be left out.453

4.8.2. Resolution454

Replace lines 563-566 of [6] with:455

<ResourceID> element would have had the valueurn:liberty:isf:implied-resource (see [LibertyDisco]).456
In this case the<ResourceID> MAY be left out.457

When either the<ResourceID> or the<EncryptedResourceID> element should have been present, a more detailed458
status code with the valueMissingResourceIDElement SHOULD be used in addition to the top level status code.459

4.9. [EE9] The TimeOut Status Code in the Data Services Template460

4.9.1. Summary461

TheTimeOut status code defined in [6] should be returned, when the WSP can finish the processing as fast as it wants.462
The WSC has no control how long the WSP tries to process before giving up and returning theTimeOut status code.463
This needs to be stated more clearly.464

4.9.2. Resolution465

1.Replace the line 706 of [6] with:466
level status codeTimeOut SHOULD be used to indicate this, when the data is not returned to the WSC due to a467
WSP internal time out. The WSP defines how long it tries to process before giving up and returning theTimeOut468
status code.469

2.Replace the line 1084 of [6] with:470
status codeTimeOut SHOULD be used to indicate that the requested modification was not made due to a WSP471
internal time out. The WSP defines how long it tries to process before giving up and returning theTimeOut status472
code.473
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4.10. [EE10] Examples in the Data Services Template474

4.10.1. Summary475

The examples in [6] have two bugs.476

4.10.2. Resolution477

1.The time in line 816 of [6] is in wrong format, it should be 12:10:12.478

2.The XPath expression in line 1150 is incorrect. Replace the line 1150 of [6] with:479
<Select>/pp:PP/pp:AddressCard[@pp:id=’98123’]</Select>480

4.11. [EE11] Keeping common attributes up to date in services based481

on the Data Services Template482

4.11.1. Summary483

The semantics of the common attributes are stated and those imply that they should be kept up to date, but there are484
no related processing rules stating this explicitly.485

4.11.2. Resolution486

Add new text after the line 1029 of [6]:487

When any of theACC, modifier , ACCTimeor modificationTime attributes is used in a resource, the WSP hosting488
the data service MUST keep their values up to date. When data is modified, themodifier MUST contain the489
ProviderID of the modifier or have no value, and themodificationTime MUST define the time of the modification490
or have no value. TheACCMUST define the attribute collection context of the current value of a data element or have491
no value and theACCTimeMUST define the time, when the current value of theACCwas defined or have no value.492

4.12. [EE12] Use of ID-* Fault message in DST493

4.12.1. Summary494

A WSP is expected to send an ID-* Fault message in case the processing of a request fails before starting to really to495
process the messages specified in [6].496

4.12.2. Resolution497

Change the text in lines 614 and 1071 of [6] from "...return a<S:Fault> [SOAPv1.1]..." to "... return an ID-* Fault498
Message [LibertySOAPBinding] ..."499

4.13. [EE13] CredentialRef500

4.13.1. Summary501

In [3], the CredentialRef element is incorrectly referred to as CredentialIDRef in several places.502

4.13.2. Resolution503

Replace all occurrences of "CredentialIDRef" in [3] with "CredentialRef".504
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4.14. [EE15] Missing maxOccurs condition on Status element of utility505

StatusType XML type506

4.14.1. Summary507

In [7], the<Status> element is missing amaxOccurs="unbounded" .508

4.14.2. Resolution509

1.Update theStatusType XML type in [7] to read as follows:510
511
512

<xs:complexType name="StatusType">513
<xs:annotation>514

<xs:documentation> A type that may be used for status codes. </xs:documentation>515
</xs:annotation>516
<xs:sequence>517

<xs:element ref="Status" minOccurs="0" maxOccurs="unbounded"/>518
</xs:sequence>519
<xs:attribute name="code" type="xs:QName" use="required"/>520
<xs:attribute name="ref" type="xs:NCName" use="optional"/>521
<xs:attribute name="comment" type="xs:string" use="optional"/>522

</xs:complexType>523
524
525

2.XML Schema included references to [7] present in [2,3,5,6] should be updated to include this schema change.526

4.15. [EE16] Reference to Discovery Service "SecMecID" is Incorrect527

4.15.1. Summary528

In [1] and [2], reference is made to theSecMecID element of the Liberty ID-WSF Discovery Service Specification.529
Such an element does not exist.530

4.15.2. Resolution531

1. line 129 of [1] should read:532
The URI values of<SecurityMechID> elements of the<ResourceOffering> element can be given as PAOS533
Extensions (if the security mechanism(s) can be used for all PAOS exposed services), or asOption(s) for a534
particular Service.535

2.Line 197 of [2] should read:536
<disco:SecurityMechID>urn:ietf:rfc:2246</disco:SecurityMechID>537
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4.16. [EE17] SOAP Fault Language is Too Narrowly Defined538

4.16.1. Summary539

In [5], it was intended that SOAP Faults could be used in reference not only to header blocks, but also SOAP body540
elements. Additionally, it was intended that SOAP Fault codes could be defined by other specifications.541

4.16.2. Resolution542

1.Lines 347-351 of [5] should read:543
The<S:Fault> element’s<detail> child element SHOULD also contain an indicator of which header block544
or ID-* message body element, in the message being processed, is being referred to by the fault. The indicator545
is constructed by including in the<detail> element, after the<Status> element, an element of the same type546
as the one referred to by the fault. This element SHOULD have only one attribute, theid attribute whose value547
MUST be the value of theid attribute of the element referred to by the fault.548

2.Lines 341-342 of [5] should read:549
MUST contain acode attribute set to the value as specified when the issuance of a ID-* Fault message is550
indicated.551
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5. Substantive Errata552

5.1. [SE1] Discovery Service Extensibility553

5.1.1. Summary554

The Discovery Service modify response in [3] is not extensible. The modify request is extensible via the directive555
mechanism, but some new directives may require additional information to be provided in the response.556

5.1.2. Resolution557

1.Replace lines 774-777 of [3] with the following:558
The response contains the following elements and attributes:559

• Status : Contains status code; see processing rules.560

• newEntryIDs: If the status is OK, and InsertEntry was present in the Modify request, thenewEntryIDs561
attribute MUST contain the list of entry IDs assigned to the new entries. The list MUST be in the same562
order that the InsertEntry elements were in.563

• Extension : Contains future extensions in other namespaces.564

2. Insert the following line between lines 781 and 782 of [3], and between lines 1043 and 1044 of [3]:565
<xs:element ref="Extension" minOccurs="0" maxOccurs="1"/>566

5.2. [SE2] Discovery Service directives567

5.2.1. Summary568

The desired behavior is not clear when both the AuthenticateSessionContext and AuthorizeRequester directives are569
specified.570

5.2.2. Resolution571

1. Insert the following between lines 756 and 757 of [3]:572
However, if bothAuthorizeRequester andAuthenticateSessionContext are present, the discovery ser-573
vice provider SHOULD NOT generate both a ResourceAccessStatement and a SessionContextStatement; instead,574
it SHOULD generate a SAML assertion containing a ResourceAccessStatement, and the ResourceAccessState-575
ment SHOULD contain a SessionContext element.576
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5.3. [SE3] Discovery Service Options matching577

5.3.1. Summary578

The algorithm for matching options when processing queries does not work as intended.579

5.3.2. Resolution580

1.Replaces lines 619-626 of [3] with the following:581
The discovery service provider returns entries based on the requester’s criteria, the policies of the discovery582
resource, and the contents of the discovery resource. For eachRequestedServiceType , the following matching583
rules MUST be followed in determining the subset of result that will be returned to the requester:584

585

• If no Options element is present in the ResourceOffering, all entries in the discovery resource with the586
specified service type match.587

• A ResourceOffering in the discovery resource matches the query if eachOption element value in the588
RequestedServiceType is also present in theResourceOffering . Note that this means that if there are589
no Option elements in theRequestedServiceType , the resource matches.590

5.4. [SE4] Discovery Service ResourceID should be optional591

5.4.1. Summary592

The ResourceID element should be optional, and the default should be the implied ResourceID.593

5.4.2. Resolution594

1.Add the following paragraph between lines 121 and 122 of [3]:595
The ResourceID element is optional (minOccurs="0"). If the ResourceID element is not present, the mes-596
sage should be processed the same way as if the ResourceID element was present and its value was597
"urn:liberty:isf:implied-resource". Note that in version 1.0 of this specification ResourceID was not optional598
and so older implementations may not process messages which have omitted ResourceID instead of including it599
with this value.600

2.Change lines 141 and 929 to read:601
<xs:choice minOccurs="0" maxOccurs="1">602

5.5. [SE5] Security Mechanisms SessionContext missing attribute603

5.5.1. Summary604

TheSessionContext element of [4] is missing a session index attribute.605

5.5.2. Resolution606

1. Insert the following after line 607 of [4]:607
<xs:attribute name="SessionIndex" type="xs:string" use="optional"/>608

Liberty Alliance Project

19



Liberty Alliance Project: Version: 1.0
Liberty ID-WSF 1.0 Errata

2. Insert the following after line 623 of [4]609
The SessionIndex attribute is used as an aid when in managing multiple sessions with a Principal. This610
attribute represents the same thing as the attribute of the same name in thelib:AuthenticationStatement611
[LibertyProtSchema]612

5.6. [SE6] Security Mechanisms overspecified privacy constraint on613

encrypted name identifier in [4]614

5.6.1. Summary615

The privacy protections accorded to the name identifier are burdensome when the producer and consumer are the same616
system entity.617

5.6.2. Resolution618

1.Replace lines 615-618 of [4] with the following text:619
The<SessionSubject> element could be available to parties which are not privy to the name identifier of the620
subject. When this is the case the<saml:SessionSubject> element MUST be constructed in such a way as621
to protect the privacy of the identifier it carries by adhering to the rules defined in Encrypted Name Identifiers622
[Section 5.3.1]. An example of when the contents would not require these privacy protections is when the name623
identifier in the SessionSubject is produced and consumed by the same entity and the party with which it passes624
through has knowledge of the name.625

5.7. [SE7] Security Mechanisms overspecified statement type and626

confirmation obligations in [4]627

5.7.1. Summary628

Lines 467-470 and 489-490 of [4] (and the various examples) state that the TTP issues an assertion with a Authentica-629
tionStatement including a SubjectConfirmation element which the sender is subsequently obliged to confirm. This is630
overspecified for the AuthenticationStatment since its purpose in the assertion is to inform the relying party how the631
sender authenticated to the assertion issuer. The text should state that the sender is obliged to confirm itself for any632
derived SubjectStatments which indicate subject confirmation obligations.633

5.7.2. Resolution634

1.Replace lines 467-470 with the following text:635
These mechanisms utilize the Web Services Security SAML Profile[wss-saml] as the means by which636
the message sender authenticates to the recipient. In general these mechanisms assume that a TTP issues637
an assertion which includes an<saml:AuthenticationStatement> and other statements derived from638
<saml:SubjectStatement> . The<saml:AuthenticationStatement> describes the authentication event639
at the authority. For each of the<saml:SubjectStatement> bound to the assertion the authority dictates640
the subject confirmation obligations the subject must affirm to a relying party in order for the statement to be641
considered trustworthy.642

2.Replace lines 489-490 of [4] with the following text:643
The sender MUST adhere to its subject confirmation obligation in accordance with the semantics of the644
confirmation method described by each<saml:SubjectStatement> bound to the<saml:Assertion> .645
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3.Replace lines 1072-1094 of [4] with the following text:646
647
648

<saml:AuthenticationStatement649
AuthenticationMethod="urn:ietf: rfc:2246"650
AuthenticationInstant="2003-09-09T 16:57:30.000Z">651
<saml:Subject>652

<saml:NameIdentifier format="urn:liberty:iff:nameid:entityID">653
http://serviceprovider.com/654

</saml:NameIdentifier>655
</saml:Subject>656

</saml:AuthenticationStatement>657
658
659

4.Replace lines 1214-1236 of [4] with the following text:660
661
662

<saml:AuthenticationStatement663
AuthenticationMethod="urn:ietf:rfc:2246"664
AuthenticationInstant="2003-09-09T16:57:30.000Z" >665
<saml:Subject>666

<saml:NameIdentifier format="urn:liberty:iff:nameid:entityID ">667
http://serviceprovider.com/668

</saml:NameIdentifier>669
</saml:Subject>670

</saml:AuthenticationStatement>671
672
673

5.8. [SE8] Security Mechanisms underspecified proxy chaining in [4]674

5.8.1. Summary675

We state on line 803 of [4] that the confirmation data includes thesaml:AssertionID of the assertion which676
the proxy presented to the requester for authorization purposes. However, the actual schema element is of type677
saml:AssertionIDReference678

The processing rules and data requirements to build a proxy chain were confusing and/or undefined.679

5.8.2. Resolution680

1.Replace lines 782-787 of [4] starting with sentence beginning with the word "OPTIONALLY" with the following681
text:682
OPTIONALLY, the assertion issuer MAY include information which assists in building a chain of683
transited proxies. It is RECOMMENDED that the<saml:Advice> element be decorated with a684
<saml:AssertionIDReference> which is a reference to the assertion bearing it. Also as the chain685
builds the assertion should be augmented with<ProxyTransitedStatement> . The issuer should include a686
<ProxyTransitedStatement> for each proxy which has participated in the progression of assertion issuance.687
See Proxy Chaining [Section 8.3.2] for a recommendation on constructing the proxy chain.688

Liberty Alliance Project

21



Liberty Alliance Project: Version: 1.0
Liberty ID-WSF 1.0 Errata

2.Replace lines 799-807 of [4] with the following text:689
In some operational settings it may be necessary to carry the chain of proxies traversed. The following algorithm690
describes how an assertion issuing authority could formulate the proxy chain.691
It is presumed that when a system entity interacts with the assertion issuing authority that the system entity will692
include a claim which contains a<ProxyTransitedStatement> bearing<ProxyInfoConfirmationData> .693
This claim SHOULD be in the form of a SAML assertion carried as a security token within the security header694
of the request to the assertion issuing authority.695
D1 The confirmation data includes the<saml:AssertionIDReference> of the assertion which the initial696
requester presented to the system entity needing subsequent proxy capability. It is presumed that the assertion697
issuing authority decorates assertions with<saml:AssertionIDReference> within the <saml:Advice>698
element for assertions which it deems to be proxiable. Thus, the assertion issuer could use this information699
to locate the requester’s assertion and add it to the list of proxies transited. Given the assertion the proxy chain700
can be formulated and a new chain created by appending the most recently transited proxy to the chain. The result701
will be an<saml:Assertion> comprised of<ProxyTransitedStatement> elements for each of the proxies702
transited. It is recommended that this assertion be carried within an<saml:Advice> element of the assertion703
issued to the proxy.The following example depicts an assertion containing advice regarding transited proxies.704

705
706

<saml:Assertion707
xmlns:saml="urn:oasis:names:tc:SAML:1.0:asser tion"708
MajorVersion="1" MinorVersion="0"709
AssertionID="2sxJu9g/vvLG9sAN9bKp/8q0NKU ="710
Issuer="authority.example.com"711
IssueInstant="2003-09-09T16:58:33.173Z">712

713
<saml:Advice>714

<saml:AssertionIDReference>refers to this assertion</saml:AssertionIDReference>715
<saml:Assertion>716

<!-- This statement reflects the first proxy transited -->717
<ProxyTransitedStatement>718

<Issuer>authority.example.com</Issuer>719
<IssueInstant>2003-09-09T16:58 :30.173Z</IssueInstant>720
<saml:AssertionIDReference>721

<!-- refers to assertion first.example.com confirmed to722
authority.example.com to get an assertion which named723
first.example.com the ProxySubject. -->724

</saml:AssertionIDReference>725
<saml:Subject>726
<saml:NameIdentifier format="urn:liberty:iff:nameid:en tityID">727

http://first.example.com/728
</saml:NameIdentifier>729

</saml:Subject>730
<ProxyTransitedStatement>731
<ProxyTransitedStatement>732

<Issuer>authority.example.com</Issuer >733
<IssueInstant>2003-09-09T16:58:32.173Z</Iss ueInstant>734
<saml:AssertionIDReference>735

<!-- refers to assertion second.example.com confirmed to736
authority.example.com to get an assertion which named737
second.example.com the ProxySubject. -->738

</saml:AssertionIDReference>739
<saml:Subject>740
<saml:NameIdentifier format="urn:liberty:iff:nameid:entityID">741

http://second.example.com/742
</saml:NameIdentifier>743

</saml:Subject>744
<ProxyTransitedStatement>745

</saml:Assertion>746
</saml:Advice>747

748
<!-- The AuthenticationStatement carries information749

which describes the identity of the entity this assertion750
was issued to (the Subject) and the method the Subject751
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authenticated to the assertion issuing authority -->752
<saml:AuthenticationStatement753

AuthenticationMethod="urn:ietf:rfc:2246"754
AuthenticationInstant="2003-09-09T16:57:30.000Z">755
<saml:Subject>756

<saml:NameIdentifier format="urn:liberty:iff:nameid:entityID">757
http://third.example.com/758

</saml:NameIdentifier>759
</saml:Subject>760

</saml:AuthenticationStatement>761
762

<ResourceAccessStatement xmlns="urn:oasis:names:tc:SAML:1.0:asse rtion">763
<saml:Subject>764

<!-- the name identifier of the interacting entity -->765
<saml:NameIdentifier ID="#abesyd"766

Format="urn:liberty:iff:nameid:encrypted">767
HJJWbvqW9E84vJVQkjjLLA6nNvBX7mY00TZhwBdFNDElgsc SXZ5Ekw768
A23B45...C569UXR3==769

</saml:NameIdentifier>770
<SubjectConfirmation>771

<!-- The confirmed sender of this message vouches for the772
identity carried in this subject. -->773

<ConfirmationMethod>774
urn:oasis:names:tc:SAML:1.0:cm:sender- vouches775

</ConfirmationMethod>776
</SubjectConfirmation>777

</saml:Subject>778
<ProxySubject>779

<!-- the name identifier of the sender -->780
<NameIdentifier format="urn:liberty:iff:nameid:e ntityID">781

http://third.example.com/782
</NameIdentifier>783
<SubjectConfirmation>784

<ConfirmationMethod>785
urn:oasis:names:tc:SAML:1.0:cm:holder-of-key786

</ConfirmationMethod>787
<!-- This keyinfo is the key by which the sender must prove788

possession. -->789
<ds:KeyInfo>790

<ds:KeyName>791
CN=third.example.com,OU=Services R US,O=Service Nation,...792

</ds:KeyName>793
<ds:KeyValue>...</ds:KeyValue>794

</ds:KeyInfo>795
</SubjectConfirmation>796

</ProxySubject>797
</ResourceAccessStatement>798
<!-- signature by the authority over the assertion -->799
<ds:Signature>...</ds:Signature>800

</saml:Assertion>801
802
803
804
805

5.9. [SE9] Optionality of Provider Header Block806

5.9.1. Summary807

Most senders of ID-WSF SOAP messages will be Libertyproviders, but some may not, and thus cannot claim to be a808
Liberty provider, with the addition of a provider header block to messages they send. The Provider header is currently809
mandated by the specification, but should be optional.810
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5.9.2. Resolution811

1.Change lines 63, 64 of [5] to read:812
Participants in ID-* interactions may declare themselves by their Provider ID, as well as their Affiliation ID if813
appropriate. This specification defines the<Provider> header block for this purpose.814

2.Change line 360 of [5] to read:815
having a<Correlation> header block, and possibly a<Provider> header block in its<S:Header> element,816
and,817

3.Change lines 633, 634 of [5] to read:818
The message SHOULD include exactly one, and MUST include no more than one<Provider> header block819
(see <xref linkend="provider"/>) in the<S:Header> child element of the<S:Envelope> element. If this header820
block is present, the sender is claiming to be a Liberty provider with the specifiedproviderID .821

4.Change line 713, 714 to read:822
Verify that any declaredproviderID or affiliationID , are valid. The receiver SHOULD perform this823
verification and validation against metadata obtained via methods specified by <xref linkend="LibertyMetadata">824
[LibertyMetadata] </xref>.825

5.10. [SE10] SOAP Fault Schema Incorrect826

5.10.1. Summary827

A fragment from the SOAP 1.1 Envelope Schema <xref linkend="SOAPv1.1-Schema"/> in [5] was displayed828
incorrectly, with sub-elements qualified in the SOAP namespace. Similarly, several examples, and references to829
elements from that schema are displayed incorrectly as namespace-qualified.830

5.10.2. Resolution831

1.Replace Figure 3 (lines 282 - 300) of [5] with:832
833

<xs:element name="Fault" type="tns:Fault"/>834
835

<xs:complexType name="Fault" final="extension">836
<xs:annotation>837

<xs:documentation>838
Fault reporting structure839

</xs:documentation>840
</xs:annotation>841
<xs:sequence>842

<xs:element name="faultcode" type="xs:QName"/>843
<xs:element name="faultstring" type="xs:string"/>844
<xs:element name="faultactor" type="xs:anyURI" minOccurs="0"/>845
<xs:element name="detail" type="tns:detail" minOccurs="0"/>846

</xs:sequence>847
</xs:complexType>848

849
<xs:complexType name="detail">850

<xs:sequence>851
<xs:any namespace="##any" minOccurs="0" maxOccurs="unbounded" processContents="lax"/>852

</xs:sequence>853
<xs:anyAttribute namespace="##any" processContents="lax"/>854

</xs:complexType>855
856
857
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2.Replace all instances of<S:faultcode> , <S:faultstring> , <S:faultactor> , <S:detail> with858
<faultcode> , <faultstring> , <faultactor> , <detail> respectively.859

5.11. [SE11] SOAP Fault Usage, Codes860

5.11.1. Summary861

There were some inconsistencies and typos in the status codes defined for SOAP Fault responses, and the processing862
steps for using faults.863

5.11.2. Resolution864

1.Replace all occurrences ofsb:BogusActor with sb:InvalidActor .865

2.Replace all occurrences ofsb:BogusMustUnstnd with sb:InvalidMustUnderstand .866

3.Replace all occurrences ofsb:invalidRefToMsgID with sb:InvalidRefToMsgID .867

4.Replace all occurrences ofsb:IDStarMsgNotUnstd with sb:IDStarMsgNotUnderstood .868

5.Replace all occurrences ofsb:ProcCtxURINotUnstd with sb:ProcCtxURINotUnderstood .869

6.Replace line 334 of [5] with:870
SHOULD contain a<faultcode> element whose value SHOULD be either "S:server " or "S:client ".871

5.12. [SE12] Additional Processing Context Facet URI872

5.12.1. Summary873

The processing context facet allowing request simulation was incorrectly combined with the facets available for874
indicating that a request should be conducted as if the Principal were either online, or offline.875

5.12.2. Resolution876

1.Replace lines 970-973 of [5] with:877
Three processing context facet URIs are defined below for use with the<ProcessingContext> header block:878
urn:liberty:sb:2003-08:ProcessingContext:PrincipalOffline879
Conduct the processing of the ID-* message as if the Principal is offline.880
urn:liberty:sb:2003-08:ProcessingContext:PrincipalOnline881
Conduct the processing of the ID-* message as if the Principal is online.882
urn:liberty:sb:2003-08:ProcessingContext:Simulate883
Simulatethe processing of the ID-* message.884

2.Replace lines 993 - 998 of [5] with:885
In summary, the overall intended side-effect of using the above-defined processing context facets is for the886
receiver to evaluate applicable policy, and return a putative indication of success or failure to the sender. This887
provides WSCs the capability to make an ID-WSF or ID-SIS service request and ascertain whether it will be888
successful or not - without the service request actually being carried out. Additionally, it facilitates carrying out889
any user interaction that may be indicated by the current combination of service request context and applicable890
policy. This will, for example, facilitate some WSCs to fashion more "user friendly" experiences.891
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3. Insert after line 1009 of [5]:892
A sender MAY indicate that it believes either that the Principal is currently "online" or "offline" when it sends a893
message by specifying one of the two processing context facet URIs:894

895

• urn:liberty:sb:2003-08:ProcessingContext:PrincipalOnline896

• urn:liberty:sb:2003-08:ProcessingContext:PrincipalOffline897

4.Replace lines 1010-1013 of [5] with:898
The sender will typically receive a response from the receiver indicating success or failure or will receive a SOAP899
fault indicating a processing error with the SOAP-bound ID-* message. Note that in the case of a "successful"900
requestsimulation, the service will not return any result data other than an indication of success or failure to the901
sender.902

5. Insert after line 1022 of [5]:903
If the receiver is asked to simulate processing of the request (by the inclusion of the904
urn:liberty:sb:2003-08:ProcessingContext:Simulate facet URI), and they are both able and willing905
to honor that processing context, then the receiver MUST evaluate the conveyed ID-* message, but MUST NOT906
actually perform the operation. That is, the receiver MUST NOT make actual changes to underlying ID-* service907
datastore, and it MUST NOT return any data as a result of evaluating the ID-* message.908
If the sender includes a<UserInteraction> header block, in addition to the<ProcessingContext> header909
block, then both participants MUST initiate the indicated user interaction (see[LibertyInteract]appropriately,910
and incorporate information supplied by the user as a part of the interaction into appropriate data and/or911
policy stores, even if theurn:liberty:sb:2003-08:ProcessingContext:Simulate URI is specified in a912
<ProcessingContext> header.913

6. Insert after line 1036 of [5]:914
Note:915
The receiver MAY reference multiple<ProcessingContext> headers in the<detail> of the fault response916
(in accordance with the rules specified in <Link to ID-* Fault Messages section>).917

5.13. [SE13] Metadata918

5.13.1. Summary919

Various metadata changes were required to accomadate the other errata. These included revising the schema920
element IDFFSOAPAuthnProtocolProfile with AuthnServiceURL and created additional processing rules for use of921
this resource, and failure conditions, Provided clarifying text around when the use of multiple provider descriptors is922
appropriate, and clarifications in the use and meaning of affiliationOwnerID attribute on AffiliationDescriptor.923

5.13.2. Resolution924

Delete lines 401, 434, RemoveRelationshipTerminationNotificationProtocolProfile925

Lines 405, 436, insertNameIdentifierMappingEncryptionProfile926

Delete lines 496, 507, 508, RemoveIntroductionNotificationProtocolProfile927

Line 496, Insert:AuthnServiceURL [Optional, 0-1] of typeanyURI describes the SOAP Endpoint supporting the928
ID-FF authentication by the identity provider as defined in[LibertyInteract]and supports the relevant profile(s) cited929
in SingleSignOnProtocolProfile . IF the IDP supports SOAP-based IDFF authentication, indicated by the930
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associatedSingleSignOnProtocolProfile , and there is noAuthnServiceURL provided, then the IDP supports931
this profile at the URL identified bySingleSignOnServiceURL .932

Line 507, Insert:933

934
<xs:element name="AuthnServiceURL" type="xs:anyURI" minOccurs="0"/>935

936

Line 520, Insert:937

Entities describing a singleproviderID , but wish to publish different metadata for two implementations protocol938
support (e.g. IDFF 1.1 services vs. IDFF 1.2 services) may use the plurality ofIDPDescriptor andSPDescriptor939
to convey this.940

Delete lines 591, 592, 617:affiliationID941

Expand line 593-594 to:942

affiliationOwnerID [Required] TheproviderID of the owner or parent operator of the affiliation, from which,943
additional metadata may be derived. This DOES NOT indicate affiliation membership of entity described as944
affiliationOwnerID . Thus if a member is both the owner of and a member of the affiliation, they must indicate945
both in the instance (e.g. the entitiesproviderID appears in bothaffiliationOwnerID AND AffiliateMember .946
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