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Fidelity objectives
To set up 4 Circles of Trust and to manage identities in

this pan-European context

To demonstrate the inter-operability of the Liberty
approach

To evaluate the technical and some socio-economic
aspects of the demonstration

To make standardisation and implementation
contributions
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Authentication

 ldentity Management is getting more and more important
 ldentity Provider based on the Liberty Alliance concepts
regarding:
— Technology
— Business:
« How to establish a Circle-of-Trust

« Which services are compelling to Service
Providers and users?

=» The SIM Strong Authentication Service



Limitation of current authentication
solutions
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Limitation of current
authentication solutions

Alternatively, smart cards can be used

Smart cards are tampered resistant devices
that can be used to store the encryption
keys and the credentials of the user

They can be equipped with
encryption/decryption functions

However, they introduce cost at

deployment time and for management r —
. ‘ CPU ’——‘ ROM ‘
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— many cards that fill the wallet O E

— many pin codes to remember



Our SIM strong
authentication service

A user with a valid Telenor mobile subscription having

one of the following:

— A mobile phone with a SIM and Bluetooth placed close to a Bluetooth enabled
PC

— A dongle (with a SIM) mounted on the PC
— A GPRS/3G PC card (with a SIM) installed on the PC
— A card reader (with a SIM) installed in the PC

« May quite easily and securely log on to
— An Internet bank
— A corporate intranet
— A commerce webshop
— An Enterprise web site
— An eGovernment application
At anytime and anywhere in the world.



Components of the SIM strong
authentication service
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