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Abstract:

The Liberty Content SMS and MMS Specification (ID-SIS-CSM) layers on MM7 to add identity-based invocation

and addressing. It leverages the Liberty ID Web Services Framework (ID-WSF) to do this. It enables Principals
wielding Liberty identities to access Value Added Services (VAS), such that privacy is preserved and mobile spam is
controlled, while allowing the Value Added Service Providers (VASPSs) to offer more personalized service using
controlled sharing of user and device attributes. The user is identified independently of delivery channel and, indeed,
multiple channels can be supported.

The ID-SIS-CSM consists of Mobile Originated (MO) and Mobile Terminated (MT) interfaces that are quite
independent, but can be combined to form round trip scenarios. The MO interface allows a mobile Principal to
invoke, by sending a message, a VAS using Liberty Single Sign On (SSO) such that the VASP has assurance of the
Principal’s identity and is able to further invoke ID Web Services on behalf of the Principal. The MT interface

allows a VASP that has obtained a Principal’s discovery or MT resource offering to send messages and content to the
Principal by invoking the MT ID Web Service.
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Notice

This document has been prepared by Sponsors of the Liberty Alliance. Permission is hereby granted to use the
document solely for the purpose of implementing the Specification. No rights are granted to prepare derivative works
of this Specification. Entities seeking permission to reproduce portions of this document for other uses must contact
the Liberty Alliance to determine whether an appropriate license for such use is available.

Implementation of certain elements of this document may require licenses under third party intellectual property
rights, including without limitation, patent rights. The Sponsors of and any other contributors to the Specification are
not and shall not be held responsible in any manner for identifying or failing to identify any or all such third party
intellectual property rightsThis Specification is provided "AS IS," and no participant in the Liberty Alliance

makes any warranty of any kind, express or implied, including any implied warranties of merchantability,
non-infringement of third party intellectual property rights, and fithess for a particular purpose. Implementers

of this Specification are advised to review the Liberty Alliance Project’s welsite: {/www.projectliberty.org/for
information concerning any Necessary Claims Disclosure Notices that have been received by the Liberty Alliance
Management Board.

Copyright © 2005-2007 Ericsson; Hewlett-Packard Development Company, L.P.; NeuStar, Inc.; Sun Microsystems,
Inc.; Symlabs, Inc.; Telefénica Méviles; and Vodafone Group Plc. All rights reserved.
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1. Introduction

MM7 [MM7] is an industry standard for mobile messaging that has enjoyed success especially in MMS content
and messaging, yet it is generic enough to be used for other messaging technologies like SMS and can be easily
translated to other protocols such as SMPP. MM7 is a regular Web Service that is based on SOAP 1.1 with attachments
[SOAPattachand with MIME multipart contentRFC238T.

Liberty ID Web Services Framework (ID-WSF) is an enabling technology that allows identity-based access and
addressing to be added to existing web services, such as MM7. ID-WSF adds certain elements to convey the identity
information, such as SAML assertions, and requires little or no alteration to the SOAP body. It allows an existing
Web Service to be leveraged to create a new ID-enabled web service. The objective of this document is to describe
just such a protocol and service: the ID-SIS-CSM.

ID-SIS-CSM is an identity service because (i) messages are addressed to an identifiable Principal, (ii) the Principal's
consent to receive messages from a VASP is conveyed using robust Liberty ID-WSF mechanisms that prevent the
VASPs from forging the consent, and (iii) the ID-WSF mechanisms also enable better privacy.

Scope This specification specifies identity web services interfaces between an identity messaging server (MO and
MT roles, defined later), an IdP, and a VASP.

Out of scope This specification does NOT specify interfaces between an identity messaging server and rest of the
messaging system. Any references to MM7 and MMSC are for illustration, only. Non-messaging identity web
services are out of scope as well, but they are defined in other Liberty Alliance specifications.

1.1. Motivation

Many popular Value Added Service Providers (VASP) deliver content to the mobile phones of their users. In some
cases, mobile content delivery is the primary service offered, for example, services that offer ring tones or phone logos
and screen savers. In other cases, mobile messaging is used by a VASP to enhance its other services, for example,
airlines offer to send short messages about flight status. In order for a VASP to send messages to a mobile phone
of a user, it needs both access to a delivery system as well as the mobile phone number of the user. In many cases,
however, the nature of the service does not justify the privacy hazard that occurs when the user has to give her mobile
phone number. This specification aims to overcome this problem by suggesting the use of the Liberty ID-WSF
specifications to exchange pseudonymous or anonymous identifiers for the users between the VASP and the delivery
system.

Many of the aforementioned service providers offer their services through a Short Message Service (SMS) interface.
That is, end users can request some service, information, or content by sending a short message from their phone to
a well-known short number. Typically, the short number identifies the service provider and the message structure is
rigorously defined to carry the necessary request information. For example, a user may obtain a ring tone by sending
"RING Feel"to 12345. Typically, users find these services and instructions through advertisements. To reply with the
content, the VASP again needs the mobile phone number of the user. It is important to note that the same user may
at other times access the VASP through a normal browser session. It would be advantageous if the VASP would have
the possibility to recognize the user independently from the service access channel, browser, or messaging.

For all VASPs, it is beneficial to provide highly personalized content.  This is especially true for the SMS-based
services described above, as the user interface in this case is very poor. Consider a horoscope service. For example,
to offer a proper service, it would need the birthday of the user, but typing something like "HS 15.4.1972" is much
more cumbersome than simply "HS." The ID-WSF framework allows for VASPs to discover and use identity services
for the user, e.g., for personal profile information, geolocation, etc.

1.2. Mobile Originated (MO) Scenario and Roles
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______________________________________________________________________________________

! Mobile Messaging Domain ! 1 ID-CSM MO | 1ID-WSF 5
E (MMSE) (out of scope) E i MO3 EC:Authn 1dP. E ' (out of scope) E
1 ; [ MO2 L E E Disco E
; MOL| wessaging | | DeliverReq ID-CSM MO4 EC:AuthnResp | |
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: (©.0. MMSC) MO-Relay oS ¥ :
: DeliverRsp ' DeliverReq+ | MO5.1
MO6 -
! E E DeliverRsp DvASP > owse E
S ! | Ve —

Figure 1. MO Scenario and Roles

In the MO scenario, a principal sends a message (MO1) to a number, usshiyt@ode The message is processed
by a messaging server, such as an MMSC. The messaging server understands, perhaps from the short code, that the
message should be forwarded (MO2, e.g., DeliverReq) tdtiBeRelay Everything up to this point is in the Mobile
Messaging Domain and out of scope for this specification. Suffice to say that mechanisms like MM7 or SMPP may
be used on interface (MO2).

Upon receiving the message, MO-Relay proceeds to perform Single Sign On udif arhis involves sending an
AuthnFedrequest (MO3) using one of the protocols profiled later, e.g., LECP, ECP, or SSOS.

The IdP uses aobile authentication methdd authenticate the Principal. Exactly how this happens is not within

the scope of this specification, but perhaps a trusted MSISDN HTTP header was passed to convey the SIM card-based
network layer authentication. This would assume that the IdP can trust the MO-Relay - most probably they would be
in same trusted network and operated by the same business entity.

The IdP generates a SAML assertion witluthnStmtcontaining the Principal’'s pseudonymob&amelD to be
consumed by thib-VASP, andAttributeStmtcontaining ID-WSHiscovery Bootstraghat allows ID Web Services to

be invoked. The assertion is sent (MO4) to the MO-Relay, which forwards it (MDBliverReq>+ <AuthnResp>)

to the ID-VASP. This is effectively an unsolicited authentication response. It knows to which ID-VASP to send the
message by mapping the number or short code to the ID-VASP’s end point URL for MO interface. Presumably, there
is some routing table or other implementation-dependent means for determining this. All of this happens using one
of the protocols profiled later in this document, e.g., LECP, ECP, or SSOS.

Now, the ID-VASP consumes the assertion, notices that the user is valid, and interprets the service request. The
ID-VASP may perform any desired processing, but finally it has to reply (MK&liverRsp>) to the MO-Relay,
confirming that the message, sent by the user, was correctly received. Upon (MO6), the MO-Relay may acknowledge
the message to the messaging server (€@eliverRsp>to MMSC) which may take any appropriate and necessary
action in the mobile network.

If the VAS involves a reply with content, the MT scenario will be used to send this reply. While the ID-VASP will

not know the Principal’s phone number, it will have the means to make an ID Web Service call that conveys enough
information for the MT-Relay to figure out the phone number and other parameters needed to send the content to the
Principal. At any rate, the content will be sent asynchronously with respect to message (MO6).

In processing the message (MG®eliverReq>), the ID-VASP may invoke ID Web Services. Typically, it would
invoke (MO5.1) theDiscovery Servicéo find out the end point for the ID Web Service of interest and then call
(MO5.2) the ID-WSP to obtain some service, or perhaps attributes about the Principal or her handset.  All these
interactions arenabledby the present specification, but use regular ID-WSF mechanisms and are therefore not in the
scope of this specification.

Roles defined
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ID-SIS-CSM MO-Relay This entity acts as LECP, ECP, or SSOS WSC in order to effectuate SSO and to pass the

IdP

ID-VASP

message to the ID-VASP. It will also have to talk some messaging protocol, such as MM7
or SMPP towards the Mobile Messaging Domain. How this happens is not within the scope
of this specification. The MO-Relay is a functional entity acting on behalf of the user in the

Liberty-based interactions. The concrete realization of this entity is not within the scope
of this document, e.g., MO-Relay may be one or several logical elements at the whim of the
implementer.

There is nothing special about this entity other than that it must accept mobile authentication.
How it does this is not within the scope of this specification. ~ Any Liberty ID-FF 1.2-,
ID-WSF 1.1-, or SAML 2.0-certified IdP can be used. As IdPs are well-specified in other
specifications, they will not be further described in this specification.

This is a special type of VASP that speaks the protocol described in this specification (steps
5 and 6). An ID-VASP may also make ID-WSF Web Service calls such as calling the ID-
SIS-CSM MT service to send content requested by the Principal. The latter aspect employs
normal mechanisms documented in Liberty ID-WSF specifications and will not be discussed
further in this specification.

1.3. Mobile Terminated (MT) Scenario and Roles

1Web SSO (out of scope)

| Mobile Messaging Domain E ID-CSM MT !
' (MMSE) (out of scope) ! ID-WSF ) | E
1 MT4 v Disco ! i :
i SubmitReq ] e I
! Messaging ID-CSM MT3 : MT2 |1 L— MT1 E/ 1
i Server S MT-Relay bmitReq+ o ——
: MT5 | (eg-MMsC) LBMIERSE. | “wsp) : —_—
- - ubmitRsp |
! Lo VASP !
! MT®6 DeliveryReportReq L IMT7 ID-CSM WSC |
e il...__..._..} iDeliveryReportReq - T T T I o ._. !

Figure 2. MT Scenario and Roles

In the MT scenario, the Principal performs a Single Sign On (SSO) (MT1) using some federated identity protocol with
which we do not have to concern ourselves except to the extent that the VASP, which act®&a8ISrCSM WSC

will receive a discovery bootstrap containingegsource offeringRO) for the discovery service. The SSO operation
could be the MO scenario, above, or it could be something else, perhaps a LUAD or web-based SSO. The RO may

also have been received earlier by other means, such as a previously created subscription.

The ID-SIS-CSM WSC discovers (MT2) thB-SIS-CSM MT-Relaysing the discovery service indicated by the RO
in the bootstrap. As a precondition for this to succeed, the ID-SIS-CSM MT-Relay must have been registered for the
Principal. This registration may have happened by a request of the Principal, previously, and using standard ID-WSF

protocols, or it could have happened using some implementation-dependent, out-of-band method, such as a default

value or bulk registration. All this is standard ID-WSF usage and will not be discussed further within this document.

The ID-SIS-CSM WSC contacts (MT3, e.g&SubmitReq>) the ID-SIS-CSM MT-Relay using the ID-WSF-based
protocol described in this document. The ID-SIS-CSM MT-Relay contacts (MT4<&ghmitReg>) the messaging

server (e.g., MMSC) or other Mobile Messaging Domain entity to request delivery (MT5) of the message.

In reply

to (MT4, e.g.,.<SubmitRsp>), the ID-SIS-CSM MT-Relay will get confirmation about acceptance of the message for

delivery which it passes (MT3) back to ID-SIS-CSM WSC.

If the ID-SIS-CSM WSC requesteddelivery receiptthis will be sent asynchronously. Generally, the messaging
server will send (MT6<DeliveryReportReq>) the delivery receipt to ID-SIS-CSM MT-Relay in a way that is not

within the scope of this specification and the MT-Relay will send (MTip#ficationto the ID-SIS-CSM WSC.

Liberty Alliance Project
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Roles defined

ID-SIS-CSM MT-Relay This entity acts as an ID Web Services Provider that sends mobile messages to the Principal.
It has an ID-WSF-based interface, specified in the present document, and a Mobile Messaging
Domain interface, perhaps MM7 or SMPP, that is not within the scope of this document.

The MT-Relay is a functional entity acting on behalf of the user in the Liberty-based
interactions. The concrete realization of this entity is not within the scope of this document,
e.g., the MT-Relay may be one or several logical elements at the whim of the implementer.

ID-SIS-CSM WSC This is an ID-WSF-based ID Web Services Client that speaks the client half of the protocol
described in this document. It usually also has some federation framework SP interface for
SSO (MT1), but that interface is not within the scope of this document as long as it allows
discovery or an ID-SIS-CSM MT service RO to be obtained.

Disco This is a regular ID-WSF discovery servickiljertyDiscol3. While this entity is
architecturally necessary, there is noting special about it. Any certified ID-WSF discovery
service implementation can be used and thus will not be discussed further within this
document.

1.4. Combined MO and MT Scenario

In this scenario, the Principal uses the MO to request some service which is then delivered using MT. It essentially
combines MO and MT scenarios, but also creates the requirement that the ID-VASP has to be able to send a reply
message using the WSP offered by ID-SIS-CSM MT-Relay. Since the MO scenario states that the ID-VASP must be
able to call any ID Web Service, this requirement is trivially satisfied.

If the terminal or the MT-Relay needs to correlate the MT message to the MO message (i.e., MT is legitimate only if
there was corresponding MO), it MAY use tkkinkedID> element, seeIM7], Section 8.7.1.3 "Features," p.109.

1.5. Combined MT and MO Scenario

In this scenario, the VASP, or any other entity that acts as an ID-SIS-CSM WSC, sends a message, using the MT
scenario, to the Principal, requesting a reply. If the Principal replies, the MO scenario is used to deliver the reply to
the VASP, which, in this case, acts in the ID-VASP role.

This scenario generates two special requirements.

1.The message sent in MT must be replyable, e.g., perhaps it appears to have been sent from the short code of the
ID-VASP.

2.1t must be possible to correlate the MO message to the MT message. This can be accomplished either
a.by the content of the reply, e.g., the reply must contain the code that was sent in the MT message, or

b. by using some messaging level correlation mechanism.
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Obviously, there are certain dangers in sending messages to the Principal and asking her to reply to them. A sensible
protection against these threats is to limit in the MT-Relay or the Mobile Messaging Domain, e.g., in the MMSC, the
possible "From" addresses that a given ID-SIS-CSM WSC can spoof.

1.6. Notational Conventions

This document is a Liberty ID Web Services Interface Specification that normatively specifies the ID-SIS-CSM
Service.

In case of disagreement between the present document and any guidelines or XML schema descriptions, this document
is prescriptive. Any published errata is hereby incorporated to this document by reference and as such is normative.

The key words "MUST," "MUST NOT," "REQUIRED," "SHALL," "SHALL NOT," "SHOULD," "SHOULD NOT,"
"RECOMMENDED," "MAY," and "OPTIONAL" in this specification are to be interpreted as described in IETF
[RFC2119.

N.B. [MM7] and colloquial messaging terminology is used where ever possible even when Liberty
terminology collides.

1.7. Derivation of ID-SIS-CSM from MM7, ID-FF, SAML 2.0, and ID-WSF

The ID-SIS-CSM MO service is formed by extending Liberty ID-FF 1.2 LECk®¢rtyBindPro}, Section 3.2.4
"Liberty-Enabled Client and Proxy Profile,” or SAML 2.0 ECRPAMLProf2], Section 4.2 "Enhanced Client or Proxy
(ECP) Profile," by adding an MMMM7] payload to the message (MOSDeliverReq> + <AuthnResp>), or by
employing regular Liberty ID-WSF Single Sign-On ServitébertyAuthnl11, to obtain an assertion which is then
added to the MM7 payload of message (MO5). All stipulations of these specifications are incorporated, unless
expressly waived in this specification.

Different federation framework versions (i.e., LECP vs. ECP vs. SSOS) are accommodated by separate profiles that
appear as part of this specification. All implementations MUST implement the ECP-based profile while the LECP
and SSOS-based profiles are OPTIONAL. An implementation SHOULD state which versions it supports.

The ID-SIS-CSM MT service is formed from MM7MM7] by adding ID-WSF 1.1 [[ibertySOAPBIinding1}
specified SOAP headers to convey the identity of the Principal and addressing. All stipulations of these specifications
are incorporated, unless expressly waived in this specification.

Both MO and MT services can be implemented using various versions and sub-versions of the MM7 specification. All
implementations MUST suppoM7] (the specific version) and MAY support other versions. An implementation
SHOULD state which versions it supports. Note that this restriction does not apply to the MO2 and MT4 interfaces.

1.8. Compliance

This specification defines an interface to whictimplementatiorand arninstanceg(deployment, ID-VASP) of ID-SIS-
CSM service MUST conform. For an ID-VASP to be ID-SIS-CSM compliant, it MUST adhere to all aspects of the
specification.

A minimally-compliant ID-SIS-CSM implementation MAY choose not to support optional features of this specifica-
tion. Such an implementation may be labeled as an "ID-SIS-CSM implementation" provided that publicly available
documentation about the implementation clearly discloses which optional parts of the schema and which features are
not supported. All other features and schema are assumed to be supported. A deployment of an implementation
that is not capable of supporting the full schema SHOULD only register the discovery option keywords that accurately
reflect its capabilities.

Liberty Alliance Project
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An implementation that only supports Mobile-Originated operation is termed an "ID-SIS-CSM MO implementation."
Within the MO scenario, the ID-SIS-CSM MO-Relay and ID-VASP roles exist. If an implementation only supports
one of the roles, its labeling MUST indicate which.

An implementation that only supports Mobile-Terminated operation is termed an "ID-SIS-CSM MT implementation.
Within the MT scenario, the ID-SIS-CSM MT-Relay and ID-SIS-CSM WSC roles exist. If an implementation only
supports one of the roles, its labeling MUST indicate which.

An implementation that supports all of the schema and features specified in this document, including Annex, in all roles
MAY be labeled as a "full ID-SIS-CSM implementation." An implementation that falls short on any feature or part of
the schema MUST NOT be labeled as a "full ID-SIS-CSM implementation.” A "full ID-SIS-CSM implementation"
deployment MAY administratively, or via configuration, restrict the schema and features.

An ID-SIS-CSM implementation MUST publicly disclose which federation framework, ID-WSF, and MM7 versions
it supports. Labeling of an implementation that does not yet support SAML 2.0 must be qualified by the designator
"(interim)."

A deployment that supports all of the schema and features specified in this document MAY be labeled as a "full
ID-SIS-CSM deployment” or a "full ID-SIS-CSM service." To meet full ID-SIS-CSM deployment status, all of the
schema and features MUST be supported for all Principals wishing to use them, barring a policy decision excluding
some Principal.

A deployment that only supports some subset of ID-SIS-CSM may still be labeled as an "ID-SIS-CSM deployment”
or an "ID-SIS-CSM service" provided that the deployment publicly discloses the subset that it supports.

An ID-SIS-CSM deployment or instance MUST publicly disclose which federation framework, ID-WSF, and MM7
versions it supports. Labeling of a deployment or implementation that does not yet support SAML 2.0 must be
gualified by designator "(interim)."”

1.9. Namespaces

In the discovery registrations, the MT service is registereskagice type

urn:liberty:id-sis-csm:2006-02

The addressing extensions, as well as legacy messaging extensions, described in the Annex are in their own namespace,
called "csm:" and denoted by the same URN as is usesiice typeThe extension points of MM7 addressing are
presumed to be defined in respective MM7 schema, here prefixed as "mm7:."

Table 1. Referenced XML namespaces

Prefix URI Description

mm7: URI of chosen MM7 version MM7 version, such asNIM7]. Some|
other specifications refer to this names-
pace as "tns:."

csm: urn:liberty:id-sis-csm:2006-02 This service.

ds: urn:liberty:disco:2004-04 Liberty ID-WSF Discovery Serviceljib-
ertyDiscol2

xml: http://www.w3.0rg/TR/REC-xml XML Definition [ XML] (for xml:lang)

XS: http://www.w3.0rg/2002/XMLSchema XML Schema Definition fchemal-p

Liberty Alliance Project
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2. MO Service
2.1. MO5 Message

The MO5 message MUST be a valid MM7 message, including SOAP attachments and MIME multipart/related
components, if needed. Typically, it isdeliverReg>message.

It may have been constructed by the MO-Relay or it may be passed almost directly from some source, such as MMSC
or MO2 message<DeliverReq>). Since MO2 generally is not signed, the MO-Relay has great license in sanitizing
or re-crafting the message before it is passed on as MO5.

MO5 MUST NOT contain valickkSender>information since this is conveyed by the single sign-on elements (e.g.,
SAML 2.0 <Response>or ID-FF 1.2<AuthnResp>). If the message is being tunneled, the MO-Relay MUST
sanitize this information away.

MO5 MUST contain, depending on profile<&esponsey>see BAMLCored Section 3.3.3 "ElemertResponse?

or an <AuthnResponse> see [ibertyProtSchemnia element. This element MUST be passed in the SOAP
<Body> right after the MM7 message (e.g., afteDeliverReq> and MUST contain a SAML attribute statement
describing a Discovery Bootstrap, see Section 6. "SAML AttributeDesignator for Discovery ResourceOffering" of
[LibertyDisco13.

MO5 MUST contain HTTP and SOAP headers as mandated by profile, see below.

2.2. MO6 Message

The MO6 message MUST be a valid MM7 response, including SOAP attachments and MIME multipart/related
components, if needed. This specification does not specify any extensions over MM7 for this message. Typically, it
is a<DeliverRsp>message.

MO6 may be correlated to MO5 by virtue of the HTTP request - response mechanism. However, the ID-VASP
SHOULD observe MM7 correlation requirements.

2.3. Other MO Processing Rules

If delivery receipt was requested at the MO2 interface, the MO-Relay SHOULD generate it upon receiving MOG6.

2.4. MO ECP Profile
The MO-Relay MUST act in Enhanced Client role and the ID-VASP MUST act in SAML 2.0 SP role.

Normal ECP protocol MUST be implemented, as specifiedSiANILProf2], Section 4.2 "Enhanced Client or Proxy
(ECP) Profile," with the following modifications:

a.The MO-Relay generates an unsigretuthnRequest>and sends (MO3) it to the IdP, i.e., the protocol starts at
step 4, and

b.The message (MO5) in step 7 ("ECP ConveyResponse>o SP using PAOS") MUST have PAOS-related
headers described iSAMLProf2], Section 4.2.4.5 "PAOS Response Header Block: ECP to SP."

Liberty Alliance Project
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MO5 MUST have a<Response>lement in its SOARBody>, as described above.

2.5. MO LECP Profile
The MO-Relay MUST act in LEC role and the ID-VASP MUST act in SP role.

Normal LECP protocol is implemented, as specifiedlibbgrtyBindProl, Section 3.2.4 "Liberty-Enabled Client and
Proxy Profile," with the following modifications:

a.The MO-Relay generates an unsigretuthnRequest>and sends (MO3) it to the IdP, i.e., the protocol starts at
step 4, and

b.The message in step 7 ("Posting the Form Containing<thethnResponse®) MUST use MO5 format,
described above. It MUST NOT be th&RESbased. MO5 MUST have the HTTP headers described in
[LibertyBindProl, Section 3.2.4.1 "Liberty-Enabled Indications."

MO5 MUST have<AuthnResponse>element in its SOARBody>, as described above.

2.6. MO ID-WSF 1.1 SSOS Profile
The MO-Relay MUST act in LUAD role and the ID-VASP MUST act in SP rdléprtyAuthn1].

1.The MO-Relay invokes the AS in the normal fashion to authenticate itself and SSOS to obtain the discovery
bootstrap.

2.The MO-Relay adds theAuthnResponse>element from step 1 to the MO5 and sends it to the end point
indicated byAssertionConsumerServiceURleta-data element of the ID-VASP.

3.The ID-VASP replies with MOG6.

Liberty Alliance Project
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3. MT Service
3.1. MT3 Message and Its Response

The MT3 message MUST be a valid MM7 message, including SOAP attachments and MIME multipart/related
components, if needed.

The MT-Relay MUST look in thecRecipients>container and if it findsdentity addressing tokenseeSection 4.2

convert them to messaging addresses as needed by backend technology. If it finds other addresses than identity
addressing tokens, the behavior is implementation-dependent. The MT-Relay may, in this case, act as a regular
MMSC or it may ignore such addresses or even flag an error.

MT3 MUST have SOAP headers prescribed by the profile, see below.

Response to MT3 MUST have SOAP headers prescribed by the profile, see below.

3.2. MT7 Message and Its Response

The MT7 message MUST be a valid MM7 message, including SOAP attachments and MIME multipart/related
components, if needed.

It may have been constructed by MT-Relay or it may be passed almost directly from some source, such as MMSC or
MT6 message. Since MT6 generally is not signed, MT-Relay has great license in sanitizing or re-crafting the message
before it is passed on as MT7.

MT7 SHOULD NOT contain validSender>information, unless it is not privacy sensitive, e.g., the Sender only
identifies a well-known system entity such as the VASP. If the message is being tunneled, the MT-Relay MUST
sanitize this information away.

MT7 is just a regular MM7 response. It does not have any ID-WSF properties. Determining the end point for sending
an MT7 message is out of scope.

3.3. MT ID-WSF 1.1 Profile

MT3 is enhanced by adding the SOAP headers and signatures descrithdioeiyfSOAPBInding1?and [Liberty-
SecMech1Pto it as is customary for ID-WSF 1.1-based services.

The MT-Relay creates @Recipients>container, overwriting any previousRecipients>container using the method
described irSection 4.2

Once the<Recipients>has been constructed, the MT-Relay sends the message to the messaging server (e.g., MMSC)
over the MT4 interface. The messaging server is expected to reply over this same interface with an MM7 response.

The MT-Relay sanitizes away from the MT4 response any identifiable information and uses it as the MT3 response.

The MT-Relay decorates the MT3 response with the SOAP headers and signatures desclitbedtyrsPAPBInd-
inglZ and [LibertySecMech1Ppas is customary for ID-WSF 1.1-based services.
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4. Protocol Features

4.1. Discovery Registrations

Only the MT service needs to be registered in the discovery service with its service type. The MO "service" is not a
service in an ID-WSF sense and, therefore, can not be registered.

The following discovery option keywords MAY be registered
urn:liberty:id-sis-csm:2006-02: deliveryreceipDelivery receipts are supported
urn:liberty:id-sis-csm:2006-02:framework:sm3he MT service is SMS-capable
urn:liberty:id-sis-csm:2006-02: framework: mm'Regular, non-Liberty, MM7 is supported

urn:liberty:id-sis-csm:2006-02: framework:idwsfl.liberty ID-WSF 1.1 framework LibertyIDWSF10SCR is
supported

4.1.1. Discovery Options to Indicate Supported MM7 Versions

An implementation MAY indicate its support for a specific version of the MM7 protocol by registering a discovery
option of form

urn:liberty:id-sis-csm:2006-02: support: <mm7-ns-uri>

where the<mm7-ns-uri> is the namespace URI of the supported MM7 version. For example (very long so it may
wrap out of right edge):

urn:liberty:id-sis-csm:2006-02:support: http://www.3g pp.org/ftp/Specs/archive/23_se
ries/23.140/schema/REL-6-MM7-1 -4

An implementation MAY register multiple such options to indicate support for multiple versions.

4.1.2. Implementation-Dependent Discovery Options

The implementers and deployers MAY define additional discovery option keywords to meet their special needs,
provided that these keywords are properly qualified, e.g., using the domain name of the inventor to avoid conflicts.
Such additional keywords MUST NOT start with urn:liberty. Some potential uses for additional keywords include
advertising commercial properties such as cost or charging model so that a VASP can choose an appropriate gateway
to use.

4.2. Addressing One Message to Multiple Recipients

An ID-SIS-CSM message may be addressed to any number of recipients, including one, identifikhtty
addressing tokens The identity addressing token is an abstract notion that allows identity to be carried in the
addressing field. Specific instances of the identity addressing token are defined in profiles, Sectioais4.2.1 A
message may also be addressed to resolvable addresses, such as MSISDN or RFC822 addresses.

When an identity addressing token of some type is included in an MW#?, <Cc>, or <Bcc> container, it conveys

that the Principal has consented to receive messages from the sender as all Liberty-defined mechanisms require the
user to be present, at some time in past no further than the validity period of the identity addressing token. In other
words, for the VASP to have obtained the identity addressing token, the user must have performed a single sign-on
somewhere and allowed the identity addressing token to be discovered or obtained.

Liberty Alliance Project
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The identity addressing token is carried in the MM7 message by placing it kEk&ension>element in an MM7
<To>, <Cc>, or <Bcc>container, seSection 6

4.2.1. Using Liberty ID-WSF 1.1 ResourcelD for Addressing

When using Liberty ID-WSF 1.1, the addressing information is expressed<fyeaourcelD>or an<Encrypte-
dResourcelD>element. To bind the addressing to credentialssi@entityAddressingToken> container is intro-
duced such that it contains botfResourcelD>or <EncryptedResourcelD>and<CredentialRef> elements. The
latter is used to reference a SAML assertion that serves as a credentiak|demityAddressingToken> acts as
identity addressing tokein the sense ofection 4.2

Schema

<xs:element name="IdentityAddressingToken"
type="csm:ldentityAddressingTokenType "/>
<xs:complexType name="ldentityAddressingTokenType">
<xs:sequence>
<xs:group ref="ds:ResourcelDGroup" minOccurs="1" maxOccurs="1"/>
<xs:element name="CredentialRef" type="xs:IDREF"
minOccurs="0" maxOccurs="1"/>
</xs:sequence>
</xs:complexType>

TheResourcelDGroup expresses either<ResourcelD>or an<EncryptedResourcelD> There MUST be exactly
either one or another. AdldentityAddressingToken> can address only one Principal. Use multiple tokens for
addressing multiple Principals.

N.B. Addressing a single Principal works using this same mechanism: just supply ortydame
tityAddressingToken>. This approach is somewhat different that in some other ID-WSF-based
services where the credentials in the SOAP header implicitly specify the targeted Principal. With
the <ldentityAddressingToken>, the credentials in the SOAP header can still affect determination
of the Principal because they can be referenced usrgdentialRef>.

<CredentialRef> contains a "pointer" to the credential assertion, typically carried somewhere in SOAP headers. The
contents of thecCredentialRef>element MUST match the ID XML attribute of the corresponding SAML assertion.
<CredentialRef> SHOULD be used, but there may be special scenarios, e.g., in a trusted network, where it can be
dispensed.

Example
<Assertion ID="CREDI-1234156154574djask"> ... </Assertion>
<ldentityAddressingToken>
<ResourcelD>http://mt-gw.com/4m0B82k15csaUxs</Reso urcelD>

<CredentialRef>CREDI-1234156154574djask</CredentialRef>
</IdentityAddressingToken>

The MT-Relay is responsible for performing discovery registrations such that Principals using the same MT-Relay can
indeed be identified as such by the ID-SIS-CSM WSC. Itis RECOMMENDED that the MT-Relay uses the same end
point and security mechanism for all Principals. If different end points are used, the ID-SIS-CSM WSC may be lead
to believe that they point to different MT-Relays and, thus, can not be batched.

4.3. Mixing Frameworks
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ID-SIS-CSM is designed such that the choice of Single Sign-On framework (a.k.a. Federation Framework) is
independent of the Identity Web Services Framework and vice versa. Thus, it is possible to use SAML 2.0 SSO
and ID-WSF 1.1 together. SekipertyCrossFramewotior guidance.

4.4. Securing Attached Message Contents
Following MM7, the ID-SIS-CSM allows message contents to be carried partially or entirely as MIME attachments

[SOAPattach When such attachments are used, they MAY be secured as describsdsis\d The message
payload MAY use its own security mechanism. Such security mechanisms are outside the scope of this document.
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5. Guidance

5.1. VASP Aggregation

As content messaging is an existing industry with value chains and solutions in place, it is desirable to keep them as
much as they are. One particular player that has emergedAS® Aggregator

A VASP Aggregator interacts with one or multiple mobile operators on behalf of a large number of VASPs. This
allows mobile operators to maintain only few contact points to the vast number of VASPs out there.

ID-SIS-CSM supports the VASP aggregator model and, indeed, a VASP Aggregator can add a lot of value to its VASPs
by interfacing ID-SIS-CSM to legacy protocols that are already used in industry and by acting as systems integrator.

There are two basic cases of VASP aggregation that need to be handled differently under ID-SIS-CSM due to the
ability to reply and to privacy requirements.

1. Aggregation of many simple VASPs
* aggregator acts as ID-VASP,
« VASPs may continue to talk old protocols (aggregator translates), and

« Use temporaryNamelDs to preserve privacy and avoid collusion (same NamelD towards all aggregated
VASPs, but different ID is used every time).

2.Aggregation of VASPs that need to remember state about users
* must usepersistenNamelD,
« every aggregated VASP must have a different persistent NamelD in order to avoid collusion,
« this means that we need a separate ID-VASP for every underlying VASP,
 aggregator operates a farmwiftual ID-VASPs, one per short code, and

« as long as virtualization can be managed efficiently, aggregator’s business will be good and add value to
VASPs.

5.2. Accounting and Customer Care

A real life problem that is common in the content messaging industry is that users repudiate VASP transactions.
Customer Care generally needs to handle such requests and they need an easy way to verify the claims of the customers.

Accounting only for the money at the granularity of any access to short code is insufficient. A way to check the
transactions per short code per user is needed.

Under ID-SIS-CSM aggregation, the aggregated VASP logs are likely to show only NamelD, but the Customer Care
center can be trusted by the operator and thus can map from the NamelDs back to the MSISDN.
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6. Using ID-SIS-CSM with MM7 XML Schema

To address a message to multiple recipients,3seion 4.2 the identity addressing tokens MUST be placed in the
<mm?7:Extension>container in the<To>, <Cc>, or <Bcc> container of an MM7 message as if the AddressGroup
schema element contained a choice with

<xs:element name="Extension" type="mm?7:anyDataType"/>
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7. Examples

The following examples illustrate some ID-SIS-CSM protocol exchanges and the ID-WSF SOAP binding around
them. These examples are not normative. In fact, they even make use of the ability to use other versions of MM7
than that specified ir\IM7].

7.1. MO Round Trip

Assuming the following plain MM7 message, carried on https transport, on MO2 interface,

POST /send.x HTTP/1.0

HOST: 192.168.70.72

SOAPACTION: ™

X-FH-EXTERNAL-MESSAGE-ID: QOFL6sProLUAAEV3AAAACQAAAAMAAAAA

X-FH-CONNECTION-ID: 3184

X-FH-ROUTING-FROM: +44679501170/TYPE=PLMN

CACHE-CONTROL: no-cache

USER-AGENT: demo/1.5

CONNECTION: keep-alive

ACCEPT: text/html, image/gif, image/jpeg, *; g=.2, */*; q=.2

PRAGMA: no-cache

CONTENT-LENGTH: 1844

CONTENT-TYPE: multipart/related;
boundary="fh-mms-multipart-boundary-11059-11283527775 35";
type="text/xml"; start="<cid-550@192.168.115.10>"

--fh-mms-multipart-boundary-1105 9-1128352777535
Content-Type: text/xml; charset="utf-8"
Content-ID: <cid-550@192.168.115.10>

<?xml version="1.0" encoding="UTF-8"?>
<soap-env:Envelope
xmins:soap-env="http://schemas.xmlsoap.org/soap/env elope/"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-inst ance"
xsi:schemalocation="http://schemas.xmlsoap.org/soa p/envelope/soap-envelope.xsd">
<soap-env:Header>
<TransactionID
soap-env:mustUnderstand="1"
xmins="http://www.3gpp.org/ftp/Specs/ archive/23_series/23.140/schem a/REL-5-MM7-1-0"
xmins:xsi="http://www.w3.0rg/2001/X MLSchema-instance"
xsi:schemalocation="http://www.3g pp.org/ftp/Specs/archive/23_se
ries/23.140/schema/REL-5-MM7-1-0 REL-5-MM7-1-0.xsd">
fh-transaction-id-11058-1128352 777534
</TransactionID>
</soap-env:Header>
<soap-env:Body>
<DeliverReq
xmins="http://www.3gpp.org/ftp/Specs/archive/23_series/23. 140/schema/REL-5-MM7-1-0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.3gpp.org/ftp/Specs/arch ive/23_series/23.140/schema/RE
L-5-MM7-1-0 REL-5-MM7-1-0.xsd">
<MM7Version>5.3.0</MM7Version>
<LinkedID>0001CE41150A4AC</LinkedID>
<Sender>
<Number>44679501170</Number>
</Sender>
<Recipients>
<To>
<ShortCode>55555</ShortCode>
</To>
</Recipients>
<TimeStamp>2005-10-03T15:19:37-00:00 </TimeStamp>
<Priority>Normal</Priority>
<Content
allowAdaptations="true"
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560 href="&It;0001CE41150A4AD@demo.com>"
561 type="MMS"/>
562 </DeliverReqg>

563 </soap-env:Body>

s64  </soap-env:Envelope>

s6s  --fh-mms-multipart-boundary-11059-1128352777535
se6  Content-Type: multipart/mixed; boundary="fh-mms-multipart-nex t-part-1128352777441-0-95054"
ss7  Content-ID: <0001CE41150A4AD@demo.com>

568

se9  --fh-mms-multipart-next-part-1128352777441-0-9505 4
s70  content-length: 5

s71 - Content-Type: text/plain;charset=utf-8

572

573 Games

574 --fh-mms-multipart-next-part-1128352777441-0-95054--
575

s76  --fh-mms-multipart-boundary-11059-1128352777535--
577

578

s the MO-Relay could send following MO3 message to the IdP.

ss0 POST /ecplogin HTTP/1.0

s SOAPACTION: http://www.oasis-open.org/committees/security
sg2  X-MSISDN: 44679501170

ss3 CONTENT-TYPE: text/xml

584

s85  <soap:Envelope

586 xmins:lib="urn:liberty:iff: 2003-08"

587 xmins:soap="http://schemas.xmlsoap.org/soap/en velope/*>
588 <soap:Header>

589 <paos:Request

590 xmins:paos="urn:liberty:paos:2003- 08"

591 messagelD="1"

592 responseConsumerURL="https:// g-wsc.liberty-iop.org:8643/MM 7-CS"
593 service="urn:oasis:names:tc: SAML:2.0:profiles: SSO:ecp"

594 soap:Actor="http://schemas.xmlsoap.or g/soap/actor/next"

595 soap:mustUnderstand="1"/>

596 <ecp:Request

597 xmins:ecp="urn:oasis:names:tc: SAML:2.0 :profiles: SSO:ecp"

598 IsPassive="0"

599 ProviderName="g-wsc"

600 soap:Actor="http://schemas.xmlsoap.org/soap /actor/next"

601 soap:mustUnderstand="1">

602 <sa:lssuer

603 xmins:sa="urn:oasis:names:tc: SAML:2.0:ass ertion">

604 https://g-wsc.liberty-iop.org:8643/sp.xml

605 </sa:lssuer>

606 <sp:IDPList xmins:sp="urn:oasis:names:tc: SAML:2.0:proto col"/>
607 </ecp:Request>

608 </soap:Header>
609 <soap:Body>

610 <sp:AuthnRequest

611 xmins:sp="urn:oasis:names:tc : SAML:2.0:protocol"

612 AssertionConsumerServiceURL="https://g-ecp.liberty-iop.org: 8083/SP-P"
613 ForceAuthn="false"

614 ID="RYijvfbg_BGdjZ1gxD63W"

615 IsPassive="false"

616 Issuelnstant="2005-10-03T16:58:28Z"

617 ProtocolBinding="urn:oasis:names:t c: SAML:2.0:bindings: PAOS"
618 ProviderName="g-wsc"

619 Version="2.0">

620 <sa:lssuer

621 xmins:sa="urn:oasis:names:tc: SAML:2.0:a ssertion"

622 Format="urn:oasis:names:tc: SAML:2.0: nameid-format: entity">
623 https://g-wsc.liberty-iop.org:8643/sp.xml

624 </sa:lssuer>
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<sp:NamelDPolicy
AllowCreate="true"
Format="urn:oasis:names:tc: SAML:2.0:nameid-format : persistent"/>
<sp:RequestedAuthnContext Comparison="exact">
<sa:AuthnContextClassRef
xmins:sa="urn:oasis:names:tc: SAM L:2.0:assertion">
urn:oasis:names:tc: SAML:2 .0:ac:classes: MobileOneFact orContract
</sa:AuthnContextClassRef>
</sp:RequestedAuthnContext>
</sp:AuthnRequest>

</soap:Body>
</soap:Envelope>

HTTP/1.0 200 Ok
CONTENT-LENGTH: 5857
CONTENT-TYPE: application/vnd.paos-response+xml

<soap:Envelope
xmins:lib="urn:liberty:iff:2003-08"
xmins:soap="http://schemas.xml soap.org/soap/envelope/">
<soap:Header>

<ecp:Response
xmins:ecp="urn:oasis:names:tc: SAML:2.0:profil es:SSO:ecp"
AssertionConsumerServiceURL="https://g- wsc.liberty-iop.org:8643/SP-P "
soap:actor="http://schemas.xmlsoap.org/soap/actor/ next"
soap:mustUnderstand="1"/>

</soap:Header>
<soap:Body>

<sp:Response

xmins:sp="urn:oasis:names:tc: SAML:2.0:protocol"

ID="R43axB2w-lic4g-nSoqZp"

InResponseTo="RYijvfbg_BGdjZ1gxD63W"

Issuelnstant="2005-10-03T16:58:30Z"

Version="2.0">

<sa:lssuer
xmins:sa="urn:oasis:names:tc: SAML:2. O:assertion"
Format="urn:oasis:names:tc: SAML:2 .0:nameid-format: entity">
https://g-ds.liberty-iop.org:8681/idp.xml

</sa:lssuer>

<sp:Status>

<sp:StatusCode Value="urn:oasis:names:tc:SAML:2 .0:status: Success"/>

</sp:Status>
<sa:Assertion
xmins:sa="urn:oasis:names:tc: SAML:2.0:ass ertion"
ID="ARFA7ZbsmMFIMY_Cw6S5"
Issuelnstant="2005-10-03T16:58:30Z"
Version="2.0">
<sa:lssuer
Format="urn:oasis:names:tc: SAML:2. 0:nameid-format: entity">
https://g-ds.liberty-iop.org:8681/idp.xml
</sa:lssuer>
<ds:Signature xmiIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-ex c-c14n#"/>
<ds: SignatureMethod
Algorithm="http://www.w3.0rg/20 00/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#ARFA7ZbsmMFIMY_Cw6S5">
<ds:Transforms>
<ds:Transform
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This <AuthnRequest> is synthesized on behalf of the SP whose provider ID is https://g-wsc.liberty-
Note that the request is performed by the MO-Relay on behalf of another provider (the
Content Provider or VASP) and therefore the request is not signed.



689
690
691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737
738
739

740

741

742

743

744
745
746
747
748
749
750
751

Liberty Alliance Project: Version:

Liberty Content SMS and MMS Specification

Algorithm="http://www.w3.0rg/2000/09/xmldsig#en veloped-signature"/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n #"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<ds:DigestValue>AmHQXTnGRTLdu4lKt+Xx/S5gxx s=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>TGqw/+QD...3 U64zX0=</ds: SignatureValue>
</ds:Signature>
<sa:Subject>
<sa:NamelD
Format="urn:oasis:names:tc: SAML:2.0 :nameid-format: persistent"
NameQualifier="https://g-ds.liberty-iop.org: 868 1/idp.xml">
P5NgEgP00VGXOAU9VX0R1
</sa:NamelD>
<sa:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm: bearer">
<sa:SubjectConfirmationData
NotOnOrAfter="2005-10-03T17:08:29Z"
Recipient="https://g-wsc.liberty -iop.org:8643/SP-P"/>
</sa:SubjectConfirmation>
</sa:Subject>
<sa:Conditions
NotBefore="2005-10-03T16:53:30Z2"
NotOnOrAfter="2005-10-03T17:08:30Z">
<sa:AudienceRestriction>
<sa:Audience>https://g-wsc.liberty-iop.org: 8643/ sp.xml</sa: Audience>
</sa:AudienceRestriction>
</sa:Conditions>
<sa:AuthnStatement
Authninstant="2005-10-03T16:58:30Z"
Sessionindex="1128358709-1">
<sa:AuthnContext>
<sa:AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:classes: P assword
</sa:AuthnContextClassRef>
</sa:AuthnContext>
</sa:AuthnStatement>
<sa:AttributeStatement>
<sa:Attribute>

ID-WSF1.1 DS ResourceOffering with appropriate credentials would go in here

</sa:Attribute>
</sa:AttributeStatement>
</sa:Assertion>
</sp:Response>
</soap:Body>
</soap:Envelope>

The next step in the mobile-originated sequence is that the MO-Relay sends an unsolicited PAOS response (MO5),
along with the original MM7 message, to the ID-VASP. The Response is appended after the regular MM7 message

(DeliverReq).

The MO5 message might be like:

POST /MM7-CS HTTP/1.0
AUTHORIZATION: Basic c3ItbGFiczpzeW1sYWJz
SOAP_ACTION:
CONTENT-TYPE: multipart/related;
type=text/xml; start="</cmvt256/mm7-submit>";
boundary=1128358710_2078917053

--1128358710_2078917053
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752 CONTENT-ID: <cid-550@192.168.115.10>

753 CONTENT-TYPE: text/xml; charset="utf-8"

754

755 <soap:Envelope

756 xmins:lib="urn:liberty:iff:2003-08"

757 xmins:soap="http://schemas.x mlsoap.org/soap/envelope/*>
758 <soap:Header>

759 <mm7:TransactionID

760 xmins:mm7="http://www.3gpp.org/ftp/Specs/ar chive/23_series/23.140/schema/ REL-5-MM7-1-2"
761 soap:actor="http://schemas.xmlsoap.or g/soap/actor/next"

762 soap:encodingStyle="http://schema s.xmlsoap.org/soap/encoding"

763 soap:mustUnderstand="1">TIDszxsyhQptODEPnpGtCEG

764 </mm7:TransactionID>

765 </soap:Header>
766 <soap:Body id="bdy">

767 <mm7:DeliverReq

768 xmins:mm7="http://www.3gpp.or g/ftp/Specs/archive/23_series/ 23.140/schema/REL-5-MM7-1-2">
769 <mm?7:MM7Version>5.3.0</mm7:MM7Version>

770 <mm7:LinkedID>0001CE41150A4AC</mm7: LinkedID>

m <mm7:Recipients>

772 <mm7:To>

773 <mm7:ShortCode>55555</mm7:ShortCode>

774 </mm7:To>

715 </mm7:Recipients>

776 <mm7:TimeStamp>2005-10-03T15:19:37-00:00</mm7:TimeStam p>
777 <mm?7:Priority>Normal</mm?7:Priority>

778 <mm7:Content

779 allowAdaptations="true"

780 href="&It;0001CE41150A4AD@demo.com>"

781 type="MMS"/>

782 </mm7:DeliverReq>

783 <sp:Response

784 xmins:sp="urn:oasis:names:tc: SAML:2.0:protocol"

785 ID="R43axB2w-lic4g-nSoqZp"

786 InResponseTo="RYijvfbg_BGdjZ1gxD63W"

787 Issuelnstant="2005-10-03T16:58:30Z"

788 Version="2.0">

789 <sa:lssuer

790 xmlns:sa="urn:oasis:names:tc: SAML:2.0:a ssertion"

791 Format="urn:oasis:names:tc: SAML:2.0: nameid-format:entity">
792 https://g-ds.liberty-iop.org:8681/idp.xml

793 </sa:lssuer>

794 <sp:Status>

795 <sp:StatusCode Value="urn:oasis:names:tc:SAML:2.0: status: Success"/>
796 </sp:Status>

797 <sa:Assertion

798 xmins:sa="urn:oasis:names:tc: SAML:2.0:assertion"

799 ID="ARFA7ZbsmMFIMY_Cw6S5"

800 Issuelnstant="2005-10-03T16:58:30Z"

801 Version="2.0">

802 <sa:lssuer

803 Format="urn:oasis:names:tc: SAML:2.0:n ameid-format: entity">
804 https://g-ds.liberty-iop.org:8681/idp.xml

805 </sa:lssuer>

806 <ds:Signature xmiIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
807 <ds: SignedInfo>

808 <ds: CanonicalizationMethod

809 Algorithm="http://www.w3.0rg/2001/10/xml-exc-c1 4n#"/>

810 <ds:SignatureMethod

811 Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#rsa-shal"/>
812 <ds:Reference URI="#ARFA7ZbsmMFIMY_Cw6S5">

813 <ds:Transforms>

814 <ds:Transform

815 Algorithm="http://www.w3.0rg/2000/09/xmldsig#envelo ped-signature"/>
816 <ds:Transform

817 Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
818 </ds:Transforms>
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<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>AmHQXTnGRTLdu4lKt+Xx/S5gxxs=</ ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>TGqw/+QD...C13U6 4zX0=</ds: SighatureValue>
</ds:Signature>
<sa:Subject>
<sa:NamelD
Format="urn:oasis:names:tc: SAML:2.0: nameid-format:persistent"
NameQualifier="https://g-ds.liberty-iop.org:8681/idp.xml">
P5NgEgP00VGXOAU9VXO0R1
</sa:NamelD>
<sa:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:b earer">
<sa:SubjectConfirmationData
NotOnOrAfter="2005-10-03T17:08:292"
Recipient="https://g-wsc.liberty-i op.org:8643/SP-P"/>
</sa:SubjectConfirmation>
</sa:Subject>
<sa:Conditions
NotBefore="2005-10-03T16:53:30Z"
NotOnOrAfter="2005-10-03T17:08:30Z">
<sa:AudienceRestriction>
<sa:Audience>https://g-wsc.liberty-iop.org:8643/sp .xml</sa: Audience>
</sa:AudienceRestriction>
</sa:Conditions>
<sa:AuthnStatement
Authninstant="2005-10-03T16:58:30Z"
Sessionindex="1128358709-1">
<sa:AuthnContext>
<sa:AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:classes: Pas sword
</sa:AuthnContextClassRef>
</sa:AuthnContext>
</sa:AuthnStatement>
<sa:AttributeStatement>

The ID-WSF1.1 DS ResourceOffering with appropriate credentials would go in here

</sa:AttributeStatement>
</sa:Assertion>
</sp:Response>
</soap:Body>
</soap:Envelope>

--1128358710_2078917053

CONTENT-ID: <0001CE41150A4AD@demo.com>

CONTENT-TYPE: multipart/mixed; boundary="fh-mms-multipart-next-part-1128 352777441-0-95054"
--fh-mms-multipart-next-part-11283527774 41-0-95054

CONTENT-LENGTH: 5

CONTENT-TYPE: text/plain;charset=utf-8

Games

--fh-mms-multipart-next-part-1128352777441 -0-95054--

--1128358710_2078917053--

As may be seen, this message contained a discovery bootstrap with appropriate credentials. This allows the ID-VASP
to contact other ID Web Services as needed to satisfy the request of the Principal. Eventually, the ID-VASP responds

with MO6 which could look like this:

HTTP/1.0 200 Ok
CONTENT-LENGTH: 817
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CONTENT-TYPE: text/xml

<soap:Envelope
xmins:lib="urn:liberty:iff:2003-08"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<mm7:TransactionID
xmins:mm7="http://www.3gpp.org/ftp/Specs/ archive/23_series/23.140/schem a/REL-5-MM7-1-2"
soap:actor="http://schemas.xmlsoap. org/soap/actor/next"
soap:encodingStyle="http://sche mas.xmlsoap.org/soap/encoding”
soap:mustUnderstand="1">TIDszxsyhQptODEPnpGtCEG
</mm7:TransactionID>
</soap:Header>
<soap:Body>
<mm7:DeliverRsp
xmins:mm7="http://www.3gpp.org/ftp/S pecs/archive/23_series/23.140/ schema/REL-5-MM7-1-2">
<mm7:MM7Version>5.3.0</mm7:MM 7Version>
<mm?7:Status>
<mm?7:StatusCode>1000</mm7:StatusCode>
<mm?7:StatusText>Success</mm7:StatusText>
<mm7:Details>
<mm7:Description>Request Processed successfully</mm7:Description>
</mm7:Details>
</mm7:Status>
</mm7:DeliverRsp>
</soap:Body>
</soap:Envelope>

This message is pretty much a standard MM7 message without any Liberty-specific content. The MO-Relay will then
pass this message as the response to MO2. The MMSC will match the response to MO2 using the TransactionID
MM7 header.

7.2. MT Round Trip

An ID-SIS-CSM WSC that wishes to send a message to the principal would first use discovery service to discover the
end point and credentials for contacting the MT-Relay. Armed with these, it could send an MT3 message like:

POST /MM7-PSBEARER HTTP/1.0

AUTHORIZATION: Basic c3ItbGFiczpzeW1sYWJz

SOAP_ACTION:

CONTENT-TYPE: multipart/related; type=text/xml;
start="</cmvt256/mm?7-submit>";
boundary=1128358715_143302914

--1128358715_ 143302914
CONTENT-ID: </cmvt256/mm7-submit>
CONTENT-TYPE: text/xml; charset="utf-8"

<soap:Envelope
xmins:lib="urn:liberty:iff:2003-08"
xmins:soap="http://schemas.x mlsoap.org/soap/envelope/">
<soap:Header>
<Correlation S:mustUnderstand="1"
id="uuid:an0CrHcakhhtKqgMSozX2 "
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cccc-eee effffbbbb"
timestamp="2112-03-15T11:12:127"/>
<Provider providerID="https://g-wsc.liberty-iop.org:8643/SP- P"
affiliationID="affiliation.example.com"
S:mustUnderstand="1"
id="A9kendan...542"
actor="http://schemas.../next"/>
<wsse: Security
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xmins:wsse="http://docs.oasis-open.org/ wss/2004/01/0asis-200401-wss-w
ssecurity-secext-1.0.xsd">
<sa:Assertion
xmins:sa="urn:oasis:names:tc: SAML:2.0:assertion"
ID="CREDI-6f21BJANxsx8hzWwW8D"
Issuelnstant="2005-10-03T16:58:32Z"
Version="2.0">
<sa:lssuer
Format="urn:oasis:names:tc: SAML:2.0:nameid-fo rmat: entity">
https://g-ds.liberty-iop.org: 8681 /idp.xml
</sa:lssuer>
<ds:Signature xmins:ds="http://www.w3.0rg/2000/0 9/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds: SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsi g#rsa-shal"/>
<ds:Reference URI="#CREDI-6f21BJANxsx8hzWWwW8D">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped- signature"/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>nJXIYiH8RI6x+aOSK37QdHmzyhQ=</ds: DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>An+EiTVBQEWKZF5akC.. .EnElew=</ds:SignatureValue>
</ds:Signature>
<sa:Subject>
<sa:NamelD
Format="urn:oasis:names:tc: SAML:2. 0:nameid-format: persistent"
NameQualifier="https://mt-relay.liberty-iop.org :8681/wsp.xml">
PaQUIFO-dgnwlIfN9yE92T
</sa:NamelD>
<sa:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0 :cm:bearer"/>
</sa:Subject>
<sa:Conditions
NotBefore="2005-10-03T16:53:32Z"
NotOnOrAfter="2005-10-03T17:08: 32Z">
<sa:AudienceRestriction>
<sa:Audience>https://g-wsc.libert y-iop.org:8643/sp.xmi</sa:Au dience>
</sa:AudienceRestriction>
</sa:Conditions>
<sa:AuthnStatement Authninstant="2005-10-03T16:58:322">
<sa:AuthnContext>
<sa:AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:classes: Pas sword
</sa:AuthnContextClassRef>
</sa:AuthnContext>
</sa:AuthnStatement>
</sa:Assertion>
</wsse:Security>
<mm7:TransactionID

xmins:mm7="http://www.3gpp.org/ftp/Specs/archive/23_serie s/23.140/schema/REL-5-MM7-1-2"

soap:actor="http://schemas.xmlsoap.org/soap/actor/n ext"
soap:encodingStyle="http://schemas.xmlsoap.org/ soap/encoding"
soap:mustUnderstand="1">TIDUiVaY08-BOw 1Gphli8In
</mm7:Transaction|D>
</soap:Header>
<soap:Body id="bdy">
<mm7:SubmitReq

xmins:mm7="http://www.3gpp.org/ftp/Specs/arc hive/23_series/23.140/schema/R EL-5-MM7-1-2">

<mm7:MM7Version>5.3.0</mm7:MM7Version >
<mm?7:Senderldentification>
<mm7:VASPID>symlabs</mm7:VASPID>
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<mm7:Password>symlabs</mm7:Pass word>
<mm7:SenderAddress>
<mm7:ShortCode>55555</mm7:ShortCode>
</mm7:SenderAddress>
</mm7:Senderldentification>
<mm7:Subject>ID-CSM-DEMO</mm7:Subject>
<mm7:To>
<mm7:Extension>
<csm:ldentityAddressingToken xmins:csm="urn:liberty:id-sis-csm:2006-02">
<ds:ResourcelD xmins:ds="urn:liberty:disco:2004- 04">
http://mt-gw.com/4m0B82k15csaUxs
</ds:ResourcelD>
<csm:CredentialRef>CREDI-6f21BJANxsx8hzWW8D</csm:Cred entialRef>
</csm:ldentityAddressingToken>
</mm7:Extension>
</mm7:To>
<mm?7:Content href="HREF49vHI9ByyRzVzgIPg7EESs"/>
</mm7:SubmitReq>
</soap:Body>
</soap:Envelope>

--1128358715_ 143302914
CONTENT-ID: HREF49vH9ByyRzVzgIPg7EEs
CONTENT-TYPE: multipart/mixed; boundary=1128358715 2078917053

--1128358715_2078917053
CONTENT-TRANSFER-ENCODING: base64
CONTENT-TYPE: image/gif
ROIGODIhGQA1AIQAAP/3SUqvJpESBOFBBU IgDVUMAADS=

--1128358715_2078917053
CONTENT-TYPE: text/plain; charset=UTF-8

To load games click
http://192.168.160.57/symlabs/games.jad
--1128358715_2078917053--

--1128358715_143302914--

The SOAP headers and tie: field in the message body contain all the necessary material for determining to whom
the message is destined. Note that ¢h@entityAddressingToken> in the To: body field points to the assertion in
the WS-Security SOAP header.

The MT-Relay will figure out the MSISDN according to this information, perhaps using some other ID Web Service
call that is not shown here and is out of scope. Calling these services is facilitated by the fact that the MT3 request
contains the discovery bootstrap. Once the MSISDN is known, the MT-Relay will send the MM7 portion of the
message to the MMSC (MT4).

POST /mm7extadapter HTTP/1.0

AUTHORIZATION: Basic c3ItbGFiczpzeW1sYWJz

SOAP_ACTION:

CONTENT-TYPE: multipart/related; type=text/xml; start="</cmvt256/mm7-submit>"; boundary=1128358716_2078917053

--1128358716_ 2078917053
CONTENT-ID: </cmvt256/mm7-submit>
CONTENT-TYPE: text/xml; charset="utf-8"

<soap:Envelope
xmins:lib="urn:liberty:iff:2003-08"
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1073 xmins:soap="http://schemas.xm Isoap.org/soap/envelope/*>
1074 <soap:Header>

1075 <mm7:TransactionID

1076 xmins:mm7="http://www.3gpp.org/ftp/Specs/arc hive/23_series/23.140/schema/R EL-5-MM7-1-2"
1077 soap:actor="http://schemas.xmlsoap.org /soap/actor/next"

1078 soap:encodingStyle="http://schemas .xmlsoap.org/soap/encoding”

1079 soap:mustUnderstand="1">TIDg6a2bQinFSNr2i7ZFwLr

1080 </mm?7:Transaction|D>

1081 </soap:Header>
1082 <soap:Body id="bdy">

1083 <mm7:SubmitReq

1084 xmins:mm7="http://www.3gpp.org/ ftp/Specs/archive/23_series/23 .140/schema/REL-5-MM7-1-2">
1085 <mm7:MM7Version>5.3.0</mm7:MM7Version>
1086 <mm7:Senderldentification>

1087 <mm7:VASPID>symlabs</mm7:VASPID >

1088 <mm7:SenderAddress>

1089 <mm?7:ShortCode>55555</mm7:ShortCode>
1090 </mm7:SenderAddress>

1091 </mm?7:Senderldentification>

1092 <mm7:Recipients>

1093 <mm7:To>

1094 <mm7:Number>679501170</mm7:Number>
1095 </mm7:To>

1096 </mm7:Recipients>

1097 <mm7:Subject>ID-CSM-DEMO</mm7:Subject>
1098 <mm7:Content

1099 href="HREF49vH9ByyRzVzgIPg7EEs"

1100 type="MULTIMEDIA_HIGH"/>

1101 </mm7:SubmitReqg>

1102 </soap:Body>

1103 </soap:Envelope>

1104

105 --1128358716_2078917053

1106 CONTENT-ID: HREF49vH9BYyyRzVzgIPg7EESs
1107 CONTENT-TYPE: multipart/mixed; boundary=1128358715 2078917053
1108

1109

110 --1128358715 2078917053

111 CONTENT-TRANSFER-ENCODING: base64
1112 CONTENT-TYPE: image/gif

1113

1114  ROIGODIhGQA1AIQAAP/IgDVUMAADSs=

1115

e --1128358715 2078917053

1117 CONTENT-TYPE: text/plain; charset=UTF-8
1118

1119 To load games click

1120

1121 http://192.168.160.57/symlabs/gam es.jad

1122

1123 --1128358715_2078917053--

1124

1125

1126

1127 --1128358716_2078917053--

1128

1129

w  7.3. MT to Multiple Recipients

uan  This example illustrates sending a message to multiple recipients by listing <tusintityAddressingToken>

u:  elements in theTo> field in the body of the SOAP message, whilst one or more SAML assertions could be included
1z in the WS-Security header for access control purposes.<tredentialsRef>element links a specific Resourceld

1 With the assertion corresponding to such user.
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POST /MM7-PSBEARER HTTP/1.0

AUTHORIZATION: Basic c3ItbGFiczpzeW1sYWJz

SOAP_ACTION:

CONTENT-TYPE: multipart/related; type=text/xml;
start="</cmvt256/mm?7-submit>";
boundary=1128358715_143302914

--1128358715_ 143302914
CONTENT-ID: </cmvt256/mm7-submit>
CONTENT-TYPE: text/xml; charset="utf-8"

<soap:Envelope
xmins:lib="urn:liberty:iff:2003-08"
xmins:soap="http://schemas.x misoap.org/soap/envelope/">
<soap:Header>
<wsa:MessagelD
xmins:wsa="http://www.w3.0rg/2005/03/addressing "
id="#MID">uuid:an0CrHcakhhtKqMSozX2
</wsa:MessagelD>
<Correlation S:mustUnderstand="1"
id="uuid:an0CrHcakhhtkKqMSozX2"
actor="http://schemas.../next"
messagelD="uuid: efefefef-aaaa-ffff-cccc-eeeeffffbbb b"
timestamp="2112-03-15T11:12:127"/>
<Provider providerID="https://g-wsc.lib erty-iop.org:8643/SP-P"
affiliationID="affiliation.example.com"
S:mustUnderstand="1"
id="A9kendan...542"
actor="http://schemas.../next"/>

<wsse: Security
xmins:wsse="http://docs.oasis-open.org/wss/200 4/01/0asis-200401-wss-wssecuri
ty-secext-1.0.xsd">
<sa:Assertion
xmins:sa="urn:oasis:names:tc: SAML:2 .0:assertion"
ID="CREDI-6f21BJANxsx8hzWWwW8D"
Issuelnstant="2005-10-03T16:58:32Z"
Version="2.0">
<sa:lssuer
Format="urn:oasis:names:tc: SAML:2.0:nameid-format: e ntity">
https://g-ds.liberty-iop.org:8681/idp.xm |
</sa:lssuer>
<ds:Signature xmlIns:ds="http://www.w3.0rg/2000/09/xmilds ig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/200 1/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-s hal"/>
<ds:Reference URI="#CREDI-6f21BJANxsx8hzWWwW8D">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/200 0/09/xmldsig#enveloped-signatu re"/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/ 10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#shal"/>
<ds:DigestValue>nJXIYiH8RI6x+aOSK37QdHmzyhQ=</ds:DigestV alue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>An+EiTVBQEWK...EnElew=</ds: SignatureValue>
</ds:Signature>
<sa:Subject>
<sa:NamelD
Format="urn:oasis:names:tc: SAML:2.0:nameid-for mat:persistent"
NameQualifier="https://mt-relay.liberty-iop.org:8681/wsp.xm ">
UVWXYZ
</sa:NamelD>
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<sa:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"/>
</sa:Subject>
<sa:Conditions
NotBefore="2005-10-03T16:53:32Z"
NotOnOrAfter="2005-10-03T17:08:32Z">
<sa:AudienceRestriction>
<sa:Audience> https://g-wsc.liberty-iop.org:8643/sp.xmli</sa: Audience>
</sa:AudienceRestriction>
</sa:Conditions>
<sa:AuthnStatement Authninstant="2005-10-03T16:58:322">
<sa:AuthnContext>
<sa:AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:classes: Password
</sa:AuthnContextClassRef>
</sa:AuthnContext>
</sa:AuthnStatement>
</sa:Assertion>

<sa:Assertion
xmlins:sa="urn:oasis:names:tc: SAML:2.0:ass ertion"
ID="CREDI-1234156154574djask"
Issuelnstant="2005-10-03T16:58:32Z "
Version="2.0">
<sa:lssuer
Format="urn:oasis:names:tc: SAML :2.0:nameid-format: entity">
https://g-ds.liberty-iop.org:8681/idp.xml
</sa:lssuer>
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds: SignedInfo>
<ds: CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xm l-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#CREDI-1234156154574djask">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xm Idsig#enveloped-signature"/>
<ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml- exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmlds ig#shal"/>
<ds:DigestValue>nJXIYiH8RI6x+aOSK3 7QdHmzyhQ=</ds: DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>An+EiTV...BcOEnElew=</ds: Signatur eValue>
</ds:Signature>
<sa:Subject>
<sa:NamelD
Format="urn:oasis:names:tc: SAML:2.0:nameid-format:persistent"
NameQualifier="https://mt-relay.liberty -iop.org:8681/wsp.xml">
PaQUIF0-dgnwlIfN9yE92T
</sa:NamelD>
<sa:SubjectConfirmation Method="urn:oasis:names:tc:S AML:2.0:cm:bearer"/>
</sa:Subject>
<sa:Conditions
NotBefore="2005-10-03T16:53:32Z"
NotOnOrAfter="2005-10-03T17:08:32Z2">
<sa:AudienceRestriction>
<sa:Audience>https://g-wsc.liberty-iop.org:8643/sp.xml </sa:Audience>
</sa:AudienceRestriction>
</sa:Conditions>
<sa:AuthnStatement Authninstant="2005-10-03T16:58:32Z">
<sa:AuthnContext>
<sa:AuthnContextClassRef>
urn:oasis:names:tc: SAML:2.0:ac:clas ses:Password
</sa:AuthnContextClassRef>
</sa:AuthnContext>
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1269 </sa:AuthnStatement>

1270 </sa:Assertion>

1271 </wsse:Security>

1272

1273 <mm7:TransactionID

1274 xmins:mm7="http://www.3gpp.org/ftp/Specs/archive /23_series/23.140/schema/REL-5-MM7-1-2"
1275 soap:actor="http://schemas.xmlsoap.org/soa p/actor/next"

1276 soap:encodingStyle="http://schemas.xml soap.org/soap/encoding”

1277 soap:mustUnderstand="1">TIDUi VaY08-BOw1Gphli8In

1278 </mm7:Transaction|D>

1279 </soap:Header>
1280 <soap:Body id="bdy">

1281 <mm7:SubmitReq

1282 xmlns:mm7="http://www.3gpp.org/ftp/ Specs/archive/23_series/23.140 /schema/REL-5-MM7-1-2">
1283 <mm?7:MM7Version>5.3.0</mm7:M M7Version>

1284 <mm?7:Senderldentification>

1285 <mm7:VASPID>symlabs</mm7:VASPID>

1286 <mm7:Password>symlabs</mm7:Password>

1287 <mm7:SenderAddress>

1288 <mm7:ShortCode>55555</mm7:ShortCod e>

1289 </mm7:SenderAddress>

1290 </mm7:Senderldentification>

1291 <mm7:To>

1292 <mm7:Extension>

1293 <csm:ldentityAddressingToken xmins:csm="urn:liberty:id-si s-csm:2006-02">

1294 <ds:ResourcelD xmins:ds="urn:liberty:disco:2004-04">

1295 http://mt-gw.com/4m0B82k15csaUxs

1296 </ds:ResourcelD>

1297 <csm:CredentialRef>CREDI-6f21BJA Nxsx8hzZWW8D</csm:CredentialRe f> <!-- see 1st a7n -->
1298 </csm:ldentityAddressingToken>

1299 <csm:ldentityAddressingToken xmins:csm="urn:liberty:id-sis-csm:2006- 02">

1300 <ds:ResourcelD xmins:ds="urn:liberty:disco:2004-04">

1301 http://mt-gw.com/abababab

1302 </ds:ResourcelD>

1303 <ds:CredentialRef>CREDI-1234156154574djask</ds:Cre dentialRef>  <I-- see 2nd a7n -->
1304 </csm:ldentityAddressingToken>

1305 </mm7:Extension>

1306 </mm7:To>

1307 <mm7:Subject>ID-CSM-DEMO</mm7:Subject>

1308 <mm7:Content

1309 href="HREF49vH9ByyRzVzgIPg7EESs"/>

1310 </mm7:SubmitReqg>

1311 </soap:Body>

1312 </soap:Envelope>

1313

1314 --1128358715_143302914

13155 CONTENT-ID: HREF49vH9BYyyRzVzgIPg7EESs
1356 CONTENT-TYPE: multipart/mixed; boundary=1128358715 2078917053
1317

1318 --1128358715_2078917053

1319  CONTENT-TRANSFER-ENCODING: base64
1320 CONTENT-TYPE: image/gif

1321

1322 ROIGODIhGQA1AIQAAP/3SUqvIpESBOFBBuUlgDVUMAADS =
1323

1324 --1128358715_2078917053

1325 CONTENT-TYPE: text/plain; charset=UTF-8
1326

1327 To load games click

1328

1329 http://192.168.160.57/symlabs /games.jad

1330

1331 --1128358715_2078917053--

1332

1333 --1128358715_143302914--

1334

1335
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8. Annex: Legacy Messaging Features

This informational annex contains further guidance about how to combine an optional extension of the MM7
protocol with the Liberty identity wrapper, providing such optional extension a unified messaging mechanism which
complements the standard MM7 protocol.

8.1. Representation of Content

1.The ID-SIS-CSM messages SHOULD represent the contents of the message as a MIME multipart. The MM7
<Content>element SHOULD contain a reference to thentent-ID  of the corresponding MIME multipart.

2.The MM7 <Content>element SHOULD havegipe XML attribute that indicates the type of multimedia content
present. Possible values are:

MULTIMEDIA_HIGH MMS content
MULTIMEDIA_LOW EMS or NSM content

TEXT SMS content

Additional values may be defined in future specifications. Experimental and non-official values MUST start by
"X-," e.g., X-MY-FORMAT.

An example of an MM&Content>element is:

<mm7:Content href="HREF49vH9ByyRzVzgIPg7EEs" type="MULTIMEDIA_HIGH"/>

See the full examples for illustrations of the MIME multipart structure.

8.2. SMS Support

Additional [SMS] messaging parameters can be passed as attribute-value Pairs uskigabsageExtraData>
element.

Mode Message processing mode. Eittransparent  or notTransparent
SMSText Alternate representation of SMS message content.

DataCodingScheme How message content is encoded. If in conflict with SMSMessageClass, the latter shall
prevail.

SMSMessageClass Indication of call of the message, affecting presentation and retention of the message. See
[SMY] for further details.

UserDataHeader Allows indication of SMS message headers.

UserData Message content in binary.

Protocolldentifier Allows the protocol to be identified for SMS messages.

SIMSubstitution Boolean frue orfalse )thatindicates whether a message on SIM card should be substituted

by the present message. By default, the message in slot 0 is substituted. Other slots can be
indicated using Protocolldentifier.
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Example

<csm:MessageExtraData>
<csm:element>
<csm:key>Mode</csm:key>
<csm:value>transparent</csm:value>
</csm:element>
<csm:element>
<csm:key>SIMSubstitution</csm:key>
<csm:value>true</csm:value>
</csm:element>
</csm:MessageExtraData>

8.3. Indication of Sending Preferences for MT

If the ID-SIS-CSM WSC wishes to indicate sending preferences, it should incRagerredChannels>element. It
contains a list of technologies in order of preference. Possible technologies are:

*SMS
* MMS
* WAPPUSH

These only indicate preference. The message should be sent using the first technology that is compatible with the
type of the content. If none of the preferred technologies are compatible, the behavior is implementation-dependent.
The implementation may send it anyway using a technology that is compatible, but not listed, or it may reformat the
message to match one of the preferred technologies, or it may report an error.

Example

<mm?7:PreferredChannels>
<mm?7:DeliverUsing>MMS</mm?7:DeliverUsing>
<mm7:DeliverUsing>SMS</mm7:DeliverUsing>

</mm?7:PreferredChannels>

8.4. Support for WAP Push

For improved WAP Push support, the ID-SIS-CSM WSC may include in<tiiessageExtraData>element the
following information as attribute-value pairs.

WAPPushType Indicates the type of WAP Push message, such Sasvicelndication or
ServiceLoading . See WAPPUSH for further information.

WAPPushURL Indicates message URL.

WAPPushText WAP Push message to be shown to user for Servicelndication messages.

WAPPushID Message ID for WAP Push.

WAPPushAction The action that the terminal should take upon receiving a WAP Push message. For Servi-

celndication messages, this can be:

* signal-none

Liberty Alliance Project

32



1411

1412

1413

1414

1415

1416

1417

1418

1419

1420

1421

1422

1423

1424

1425

1426

1427

1428

1429

1430

1431

1432

1433

1434

1435

1436

1437

1438

1439

1440

Liberty Alliance Project: Version: 1.0
Liberty Content SMS and MMS Specification

« signal-low
« signhal-medium

« signal-high
For ServiceLoading messages, this can be:

» execute-low
« execute-high

e cache

8.5. MMStatus Indications Regarding State of the Message

The following additional values fotMMStatus>, when used asimDeliveryStatusType , are defined

Processing Message has been received, but may not have been sent to the terminal yet.
Canceled Message has been canceled.

Replaced Message has been replaced.

Delivered Message has been delivered to the user.

Implementations and deployments MAY define additiongMStatus> values, provided that such values start by an
"X-" prefix. No future official status value will start by this prefix.

8.6. Querying State of MT messages
Once a message has been sent by VASP, it can query the state of the messages €QugrifftatusReg>method.

The message contains the following elements.

TransactionID A SOAP header that provides unique identification of the operation.
MessageType Carried in SOAP body, indicates the type of the operation.
MM7Version MM?7 version indicator.

VASPID Identification of the VASP.

VASID Identification of the VAS.

MessagelD Identifier of the message whose status is being queried.

The status query is replied with the response elem@nieryStatusRsp> The following sub-elements are of interest.

TransactionID A SOAP header that provides unique identification of the operation.
MessageType Carried in SOAP body, indicates the type of the operation.
MM7Version MM?7 version indicator.

StatusCode Indication of the success of the operation.

StatusText A human-readable description of the error code.
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Details Optional free-format data to capture implementation-specific details.

8.7. Additional Schema to Support Legacy Messaging

To use SMS messages, s&ection 8.2 or WAP Push, seeSection 8.4 The <csm:MessageExtraData>
MUST be placed in ankmm?7:Extension> container in the MM7 message as if tlyenericRSReqType |,
genericVASPRequestType , andgenericResponseType  schemata contained

<xs:element name="Extension" type="mm?7:anyDataType"
minOccurs="0" maxOccurs="unbounded"/>

as the last member of the sequence.

The<csm:MessageExtraData>ontainer is described by the following schema.

<xs:element name="MessageExtraData" type="csm:messageExtraDataType"/>
<xs:complexType name="messageExtraDataType">
<xs:sequence maxOccurs="unbounded">
<xs:element name="element" type="csm:elementType"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="elementType">
<xs:sequence>
<xs:element name="key" type="xs:string">
<xs:element name="value" type="xs:string">
</xs:sequence>
</xs:complexType>
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