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California U.S. Senate

Senator Barbara Boxer (D)
maore inforrmation
wirite this official..

Senator Dianne Feinstein (D)
more infarrmation
write this official..

Representative Xavier Becerra (D)
more infarrmation
write this official..

Senator Gilbert Cedillo (D)
more infarrmation
write this official..

California Assembly District 45
Assembly Member Jackie Goldbery (D)
maore inforrmation
wirite this official..
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» Clearly defined audience for “advocacy” &
“good government” messages

— Managers, executives, shareholders
 PAC solicitation, advocacy for candidates

— All employees

 Voter registration, voting records, grassroots
Involvement

e Penalties include substantial civil fines
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e Each state regulates their own elections

— Ranges from
« Unlimited corporate contributions and advocacy
* No corporate involvement whatsoever

 Penalties also vary

— Most severe
« Large personal fines for corporate officers
e 10 Years jail time
« Corporate charter is disolved
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* Protect employee privacy

 Eliminate the need to give employee data
to third-party vendors

* Provide information relevant to the
employee without additional sign-on or
registration
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 Employers had these options

— Do nothing — no political information shared
with employees

— Use paper-based communications only

— Develop expensive in-house communications
tools

— Use third-party vendors to authenticate users
and provide content
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Turning Away 9 out of 10 Employees

"Would you be MORE LIKELY or LESS LIKELY to visit a website that requires
you to register before you are allowed to view political or voter information?"

Somewhat Less Likely
18%
/

More Likely
6%

Don't Know/
—— Refused
3%

Much Less Llkely
73%




Before...

Copyright 2005, BIPAC
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After...
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The Liberty Alliance

Board and sponsor members include:

. . Bank of America.
Actividentity- ﬁf;ﬂﬁ _ AVATIER axalfo >
BIPAC K @ C,“.;.,E;N O pataPpower  @Diversinet” € epok
ERICSSON ?.. falkin | v Eidgli ' >+ FORUMSISEEMS &france telecom M
[ =z intd B oy v o
R . . RSA
Novell NOKIA (ONT Soeom: ORACLE W Reactivity S
== TELECOM LAB
Sapd e QSUN  SYMLABS  F--Online- =
5 , (Q vodafone VériSign'
Velefonica NETWORK UTis
T Moviles T @A R m_LIBERTY
HE ALLIANCE

PROJECT


http://www.bipac.org/index.asp
http://www.ibm.com/
http://www.adae.gouv.fr/
http://www.avatier.com/
http://www.datapower.com/
http://www.diversinet.com/
http://www.forumsystems.com/
http://www.kantega.no/
http://www.projectliberty.org/membership/www.smarttrust.com
http://www.telefonicamoviles.com/
http://www.trustednetworktech.com/
http://www.cio.gov/eauthentication
http://www.uti.ro/

BIPAC and Sun Microsystems

Web Tier

Sun Java ES Web Server 5.1 5P2

Sun Java ES Access Manager Plug-in

Identity Tier

Sun Java EB Access Managar XXX

]
sun Solarls 3
]

Persistence Tier

Sun Java E8 Directory Sarvar Xxx
Oracle RDEMS XXX

V210

V210

V440
4 CPU. 8GB RAM, 4 HD

V440
4 CPU, 8GB RAM, 4 HD

V240
2 CPU, 8GB RAM, 4HD

V240
2 CPU, 8GB RAM, 4HD
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Select One: Your Election Offices:
& VYote Early Local
(by mail, in person, or by absentee ballot) Elections Office

Vote on Election Day
(find your polling place)

Register to Vote

Living Overseas?
(apply for an overseas ballot)

PO Box 1024

Naorwalk CA 90051
Phaone: (562) 462-2748
State

Secretary of State
1600 11th Strest

Sacramento CA 95814
Elections Office Web Site
This is an EZ Vote state - you don't need to provide an excuse for voting early.

Vote Early in Person

You may vote absentee in person at your county elections office starting 29 days before the election,
through 7 days before the election. Some counties provide regular early voting, depending on population
gize. Check with your county elections office for more information. You don't need to provide an excuse
for vating early in person.

Your local elections office location can be found at the top of this page. Please call shead to verify office
hours and to make sure that the office has ballots available

Vote Early by Mail

s You must submit an application for an absentee ballot to the county
elections office (the address is at the top of this page). Your
application must be received no later than 7 days before the election

» ‘Your voted ballot must be received by the county elections office no
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Other Circle of Trust Models

Airline .
Service

Providers

Camp
== Reservation

|dentity
Provider

Interaction Service
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 Fewer authentication points
— Easier to ‘get it right’ in fewer places

— Easier to implement stronger authentication
and anti-phishing mechanisms in fewer places

— Users more likely to recognize imposter sites

— Fewer places to update credentials after
breaches
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 Information In fewer places
— With federation, less sensitive data shared

— Information frequently identified differently at
different sites — harder to correlate

— Data from one service provider may not help
at another

— Abllity to retrieve up-to-date information when
you need it, then discard or rely on assertions
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e Hacking into systems/SQL injection
— Less personal data at each service provider
— Hackers get less information for their efforts
e Phishing
— Fewer points to secure means easier to implement

stronger authentication and anti-phishing
mechanisms

e Social Engineering/Trusted insiders/Dumpsters

— Information from one site doesn’t necessarily help in
attacking another site

— ldentity Providers likely to implement education
against social engineering attacks
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e Screen Scraping/Spyware/Trojans

— Best mitigation Is anti-spyware

— Fewer sites to update after a breach

— Better visibility to detect different behavior
o \Wardriving/sniffing..

— Fewer authentication points means

— Easier to ensure proper implementation

— Proper use of encrypted communication
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For More Information

p2@bipac.org 800-497-8351

BIPAC
888 16th St NW, Suite 305
Washington DC 20006
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